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List of acronyms
Abbreviation / Acronym

Description

CEPOL

European Union Agency for Law Enforcement Training

CMINE

Crisis Management Innovation Network Europe

CoP

Community of Practice

ECTEG

European Cybercrime Training and Education Group

ENLETS

European Network of Law Enforcement Technology Services

eNOTICE

European Network of CBRN Training Centres

EPE

Europol Platform for Experts

EU-HYBNET

Empowering a Pan-European Network to Counter Hybrid Threats

EXERTER

Security of Explosives pan-European Network

i-LEAD

Innovation - Law Enforcement Agencies dialogue

INC

ILEAnet National Contact

INCLUDING

Innovative Cluster for Radiological and Nuclear Emergencies

IPIP

ILEAnet Project Intake Process

IPUP

ILEAnet Project Uptake Process

LEA

Law Enforcement Agency

MS

Member State

NoP

Network of Practitioners

RAN

Resilience Advisors Network

RDI

Research, Development and Innovation

R&I

Research and Innovation

WP

Work Package
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EXECUTIVE SUMMARY

This deliverable reports on the design and
outcomes of the fifth and final ILEAnet Public
Workshop, which was held as a hybrid event on
Wednesday 06 and Thursday 07 April 2022. The title
of the two-day workshop was “ILEAnet and the EU
Security Research & Innovation landscape:
Achievements and way forward”.
The workshop programme provided those
attending both in person and remotely with a
summary of the key results from the ILEAnet
project, presented by the work package (WP)
leaders, as well as a look forward into how these
results could be implemented in a sustainable way
after the conclusion of the project.
The key objectives of the Public Workshop were
stated in the published Concept Note (Annexe 1) as
follows:
Demonstrate how the ILEAnet results can
contribute to the current thinking and further
developments of the EU security Research and
Innovation landscape

Public

Share an overview of the different assets
provided by the ILEAnet project (including
best practices and recommendations) and
their benefits to the LEA community
Reflect on the key benefits and opportunities
offered by a Network of Practitioners (NoP)
through the ILEAnet experience
Present a strategic approach to building on
the ILEAnet experience and maximising the
future impact of a Network of Practitioners
To enable the presentations to follow a logical and
formatted sequence and to facilitate meeting these
objectives, the final Public Workshop was broken
down into seven topic areas, namely:
Day One – 06 April
ILEAnet from a European Research and
Innovation perspective
How to translate LEA needs into Innovation?
LEA requirements for innovations to improve
performance
LEA priorities for future standardisation
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Day Two – 07 April
How to optimise the uptake in Research and
Innovation?
How to manage LEA communities involved in
R&I efficiently?
ILEAnet: The way forward
Presentations were also given by representatives
from Europol, the European Commission and the
European Cybercrime Training and Education Group
(ECTEG). In the final session, a round table
discussion was held with colleagues from five
different H2020 research projects on the
sustainability of a Network of Practitioners.

Public
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All of the presentations have been made available
to download from the public website.
At the end of each of the presentations, an audience
Q&A was held. The workshop had 98 participants in
total, with 27 people attending in person and a
further 71 joining remotely.
This deliverable reports on the Public Workshop 5
and is structured around 5 sections:
Introduction
Design of the workshop
Summary of the workshop sessions
Round table conclusions
Concluding remarks
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INTRODUCTION
Thierry Hartmann, ILEAnet Coordinator (French
Ministry of Interior)
It’s hard to believe that we started out almost five
years ago on the ILEAnet project, part of the H2020
programme and that the project has now come to
its conclusion. The final Public Workshop 5 was
designed to be an opportunity for us to present the
key project achievements and results to those
attending at this last major ILEAnet event.

guest keynote speakers from the European
Commission, Europol and ECTEG, together with
some colleagues from other research projects in a
round table discussion. The latter shared their
expertise on the values of a Network of
Practitioners and insights on how to make them
sustainable.

All of our work in ILEAnet has been focused on
fostering innovation for security forces in Europe
and Public Workshop 5 gave us the opportunity to
explain the results that we have achieved and how
they will help to deliver a sustainable legacy in the
wider EU Research and Innovation security
landscape.

I would like to take this opportunity to personally
thank all the speakers and guests for sharing their
insights and experiences with us during the Public
Workshop. Their contributions to the discussions
were invaluable and were much appreciated by
everyone that attended, both in person and
remotely. I would also like to thank the ILEAnet
partners – the WP leaders and the INCs – for their
commitment to ILEAnet, all of whom have worked
so hard to make ILEAnet a success.

Looking back at the rich Public Workshop agenda, I
am delighted to have been able to welcome our

Public

6

22/06/08_ILEAnet_D.5.8_Public report
D.5.8_ARTTIC_Annual Public Workshop Nr5

08/06/2022

DESIGN OF THE PUBLIC WORKSHOP
CONCEPT AND OBJECTIVES
Scope
After five years of work, the ILEAnet project has
established and developed a sustainable network of
Law Enforcement Agency (LEA) practitioner
organisations, researchers, solution developers and
policy makers from across Europe.
The mission of this network has been to stimulate LEA
capabilities to influence, develop and take up
research, development and innovation that is useful
and usable for LEAs, and thereby help them to tackle
some of the major challenges they face.
The final Public Workshop in the ILEAnet project set
out to:
Showcase the project results in a dynamic way
and explore the question of their sustainability
Further the understanding of the EU Research and
Innovation landscape in security
Share and discuss best practice and lessons
learned on the use of the Network of Practitioners
Approach
A series of keynote speakers, presentations from
project partners and an interactive round table
discussion with key European security research
stakeholders made up the two-day Workshop. The
presentations covered the main outputs from the
ILEAnet project and encompassed the following
topics:
An introductory session on the EU security
Research and Innovation landscape
Detailed presentations about some of the key
results from the project:
• Subcontracting – in-depth studies and
results
• Standards proposals for RDI projects and
in LEA operational areas

Public
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Project Uptake – challenges and
successes
• ILEAnet Knowledge Factory
• Community Management
• Sustainability of Networks
Key
recommendations
brought
forward
throughout the workshop, enriching those raised
during the lifetime of ILEAnet project, were also
shared with the audience
Lessons learnt on ways to maximise the impact of
communities involved in Research and Innovation
efficiently, incorporating the combined view of
coordinators of projects with a Network of
Practitioners
A closure session on how a Network of
Practitioners and ILEAnet can contribute to the
European Research and Innovation ecosystem
Expectations
At the end of this two-day event, it was expected that
participants would have:
Gained a better understanding of the security
landscape, encompassing the many actors with
different roles, needs and actions. This will help
future collaboration and avoid the duplication of
information/tasks among the EU security
stakeholders
Obtained an overview of the different results
achieved in the ILEAnet project and
recommendations generated both during the
lifetime of the project and in the workshop
Learned how to make the most of a Network of
Practitioners based on the ILEAnet experience
and from other projects presented
Contributed to the general thinking on ways for
ILEAnet to be involved in building and
consolidating the European research and
innovation landscape
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PUBLIC WORKSHOP FORMAT
The two-day workshop was held as a hybrid event with
all of the project partners, including the ILEAnet
National Contacts (INC), invited to attend in person
together with the external speakers. All other
attendees were invited to join the meeting remotely,
via the GoToMeeting app. This platform was selected,
as it has been used by the INCs throughout the project,
so is known to have been cleared for use internally by
their respective organisations.
Day 1 consisted of three sessions, with keynote
presentations from Europol and the ILEAnet project
coordinator in the opening session. The second and
third sessions addressed two of the key outputs from
the project – Subcontracting Studies and
Standardisation:

08/06/2022

Day 2 was also made up of three sessions, in which the
project main results were disseminated, and we heard
an excellent keynote from two speakers from the
European Commission, who introduced the
Community of Practice (CoP) Playbook. The final
session of the Workshop looked at the key area of
Networks of Practitioners – benefits, opportunities
and sustainability:
How to optimise the uptake in Research and
Innovation?
How to manage LEA communities involved in R&I
efficiently?
ILEAnet: The way forward
The full agenda can be found in Annexe 2 of this
document.

ILEAnet from a European Research and
Innovation perspective
How to translate LEA needs into Innovation
Standardisation:
LEA
requirements
for
innovations to improve performance and LEA
priorities for future standardisation

ROUND TABLE DISCUSSION
Four H2020 projects and one active network of
practitioners, originating from a previous FP7 project,
were invited to participate in a round table discussion
during the final session of the second day to share
their own project experiences of Networks of
Practitioners.
The round table was chaired by Jon Hall, founder of
the Resilience Advisors Network, which has been
responsible for managing the CMINE platform since
the conclusion of the DRIVER+ project in July 2021.
The four projects and one network, all in the security
and crisis management domains, that participated in
these discussions were:
EXERTER
EU-HYBNET
INCLUDING
eNOTICE
CMINE

Public

An introduction to each of these projects and network
is shown below:
EXERTER (Security of Explosives pan-European
Specialists Network) connects 20 practitioners
from 13 EU Member States in a network
of explosives specialists. The network highlights
innovative
methodologies,
tools
and
technologies to enhance the overall Security of
Explosives. It also identifies needs, solutions and
issues within the network and acts as a link
between the various actors to support
development and exploitation.
http://www.exerter-h2020.eu
EU-HYBNET (Empowering a Pan-European
Network to Counter Hybrid Threats) aims to
enrich the existing European networks and
ensure long term sustainability, defining the
common
requirements
of
European
practitioners’ and other actors, filling knowledge
gaps, dealing with performance needs and
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enhancing capabilities or research and
innovation in this area. https://euhybnet.eu
INCLUDING (Innovative Cluster for Radiological
and Nuclear Emergencies) project is developing
a Federation, in which individual Members will
cooperate to provide a common framework to
standardise access to their respective facilities,
enhance interoperability and to allow a more
intensive use of expensive equipment.
https://including-cluster.eu
eNOTICE (European Network of CBRN Training
Centers) is establishing a European network of
CBRN training, testing and demonstration
centres, aiming to enhance CBRN training
capacity for improved preparedness and incident
response through increased collaboration
between
CBRN
training
centres
and
practitioners’ needs driven CBRN innovation and
research. https://www.h2020-enotice.eu
CMINE (Crisis Management Innovation
Network Europe) is the hub for crisis
management professionals in the EU and
beyond. It aims to foster innovation and research
uptake in crisis management through crosssector, multi-stakeholder dialogues around
capability gaps and potential solutions.
https://www.cmine.eu
Ahead of the round table discussion, the moderator
sent a brief by email to the participants asking them to

Public
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prepare short presentations (without slides) about
their own experiences of setting up, running and
sustaining a network of practitioners in the context of
EU-funded research projects. Each speaker was given
a specific time limit to ensure that the integrity of the
programme timing was maintained. We had, however,
built in the contingency for this session running over
its allocated time limit, should a particularly healthy
audience Q&A follow.

PARTICIPANTS
A total of 98 participants from 23 countries attended
the ILEAnet Public Workshop 5 across the two days of
the event, distributed as follows:
LEAs: 43%
Researchers: 13%
Industry representatives: 9%
European bodies: 5%
Others: 30%
All participants were sent ahead of the event a
booklet, put together by ARTTIC, which encompassed
biographic elements of the speakers, the ID Cards of
the projects, the agenda and connection information.
Attendees were sent details of the programme prior to
the event via email with updates via the ILEAnet public
website and social media accounts (Twitter and
LinkedIn). After the workshop, the ILEAnet community
received a digital copy of the four-page summary
leaflet, which reported on the final Public Workshop.
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DESCRIPTIONS OF THE PUBLIC WORKSHOP SESSIONS
DAY1: ILEANET FROM A EUROPEAN RESEARCH
PERSPECTIVE; HOW TO TRANSLATE LEA NEEDS
INTO INNOVATION; LEA REQUIREMENTS FOR
INNOVATIONS TO IMPROVE PERFORMANCE;
LEA PRIORITIES FOR FUTURE
STANDARDISATION
Rob Munro from ARTTIC opened the Public
Workshop and welcomed the guests – both those
attending in person and also those joining remotely.
He then explained the overall format of the
Workshop and presented the programme for the
two days.
Thierry Hartmann, from the French Ministry of
Interior and the ILEAnet project coordinator
delivered the keynote opening speech. He
emphasised the importance of the end users’
needs, which have been at the heart of everything
the project has addressed. He also explained the
importance of the project’s results and how a clear
emphasis has been placed on utilising innovation as
a response to a specific challenge.
Jérémy Kespite from the Europol Innovation Lab
explained its role and its vision of innovation. This
can be summarised in the following steps, which
operate in a continuum: Association → Questioning
→ Observing → Networking → Experimenting. He also
announced that the Europol Innovation Lab will
take over the ILEAnet Knowledge Factory and bring
it into the Europol Platform for Experts (EPE) – all
ILEAnet members will be invited to join this
collaborative platform.
Thierry Hartmann, the ILEAnet project coordinator,
delivered a presentation on the current European
Security Research and Innovation landscape with its
numerous actors and their different roles, needs
and activities. He emphasised the three key areas to
assist with the uptake of security research: 1)
Integrating the different perspectives of all
stakeholders; 2) fostering a forward-looking,
capability-driven approach; 3) removing barriers to
innovation uptake.

Public

Laure Brévignon-Dodin of the French Ministry of
Interior delivered an overview of the ILEAnet
results, first setting out the reason why there was a
need for the project in the first place and its
approach to the subject matter. She outlined the
full portfolio of activities developed and used within
the project. Everything from the creation of a
community to the communication methods used
including these Public Workshops. The key results
were covered in detail by the WP leaders later in the
workshop but included the Knowledge Factory;
Subcontracted Studies; ILEAnet Project Uptake
Process (IPUP); ILEAnet Project Intake Process
(IPIP); Standardisation Recommendations.
Eloïse Chassaing from the Research Centre of ENSP
(French National Police Academy), which is the
ILEAnet Scientific Coordinator, presented a new
topic for the workshop, entitled ‘How to translate
LEA needs into Innovation.’ Eloïse presented details
of the work completed within the Subcontracting
Studies element of the project, namely Information
Sharing and Age Determination. These two topics
were selected following several cycles of LEA
surveys and desk studies.
Pawel Rybicki, ILEAnet WP4 leader and Director of
the European Forensic Initiatives Centre (EFIC),
Poland, then gave two presentations on
standardisation to close the opening day. The first
presentation focussed on Standards proposals for
RDI projects. Following a summary of why standards
are important across many areas of life, Pawel then
explained the ILEAnet approach has been to express
common requirements that improve the
performance of LEAs, covering all the key domains.
This refers to both operational domains (migration,
terrorism, cybercrime, serious & organised crime)
and the broader field of RDI. The concluding
recommendation being: ‘The requirements
identified by ILEAnet, enabling better LEA
involvement in Research and Innovation, should be
integrated into the future content programming of
the Horizon Europe as well as its Executive
Regulations.’
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DAY 2: HOW TO OPTIMISE THE UPTAKE IN
RESEARCH AND INNOVATION; MANAGING
COMMUNITIES INVOLVED IN RESEARCH &
INNOVATION; ILEANET: THE WAY FORWARD
Rob Munro from ARTTIC opened the second day of
the Public Workshop and welcomed the attendees
to today’s presentations and round table
discussion.
Cheryl Baker, from the UCD Centre for
Cybersecurity & Cybercrime Investigation in Ireland,
presented the ILEAnet Project Uptake Process
(IPUP), another of the project results made
available to practitioners. Cheryl explained the key
benefits of IPUP and that it is a tool developed to
manage the interactions between researchers and
practitioners to facilitate and accelerate uptake and
exploitation of results, as well as to identify
research gaps and further research ideas.
The meeting then welcomed two speakers from the
European Commission, who presented The
Community of Practice (CoP) Playbook. Coralia
Catana, Knowledge Management Team Leader, and
Susanne Szkola, Community and Knowledge
Manager, had both played key parts in the
development of this extremely useful reference
material. Susanne was unable to attend in person,
so delivered her presentation remotely.
The Commission currently has around 50
communities of practice in various stages of
development. It was recognised within the
Commission that better gathering, sharing and
using of data, information and knowledge are
essential to deliver integrated policy work and to
overcome any potential silo mentalities. The CoP
Playbook was developed to foster collaboration
among both internal and external stakeholders and
to convene groups with different knowledge
perspectives.
Originating in the Joint Research Centre, the work
started in 2018 and is based on both academic and
internal research. The Communities of Practice
success wheel and Playbook have been developed
to provide a practical support tool. The eight
success factors have then been sub-divided into
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three main topics – Co-ownership, the 7 Cs and the
Community Manager’s role. Coralia clarified the key
points for each of these success factors, a summary
of which follows:
Co-ownership
• Vision - driven top down or bottom up? All of
community must agree on aspirations, goals,
objectives etc
• Governance - stakeholder mapping; agreeing
how we work together, who makes decisions
• Leadership – do not work alone; it is always our
community and our work, get involvement and
ownership; sponsorship from senior person –
you need their involvement to help coownership
7 Cs
• Convening - how do we convene to keep
community alive? How do we connect
members, encourage conversation; coordinate
work to achieve the objectives?
• Collaboration / Cooperation - knowledge cocreation is essential to success of community;
clear focus in achieving goals together – can use
hard deliverables to drive focus
Community Manager’s role
• Community Management - essential role,
lynchpin; sympathiser, catalyst, organiser; CM
should not work alone; might bring in outside
consultants to support/advise, but never to run
the community
• User Experience - make sure have a usercentric experience for the community
members; not just about the platform - it’s
about what experience the users have from the
community activities
• Measurement - EC not doing this very well yet;
improving but they think of big evaluation in
terms of reports etc… Need to look at habits
and behaviours to encourage people, look at
the energy of community as well as any stats
reports from the platform you are using
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Playbook
• Combines guidance, good practices and
interactive visual boards - it provides the tools
and processes to create community roadmap
• Roadmap guides you to assess where you are
with community; where you can co-create etc
The CoP Playbook is available on the European
Commission website or in hard copy from the EC
publications office and website.
Eloïse Chassaing from the Research Centre of ENSP
then delivered a comprehensive presentation about
Community Management, which has been central
to the ILEAnet project. With five years’ experience
of developing the LEA community behind ILEAnet,
Eloïse shared the many lessons learnt and
recommendations for future projects setting up
Networks of Practitioners or other like-minded
groups.
Eloïse Chassaing from ENSP then presented the
Scientific Coordinator keynote presentation. ENSP
performed the scientific leadership and
coordination of the project, in line with decisions
taken by the governance bodies. This role had four
main areas of responsibility: support to WP leaders
and the Project Coordinator; quality assurance;
management of the scientific community;
connection with European projects. The main
achievements were stated as being: 1) Attracting
researchers to ILEAnet; 2) Building trust by inviting
trusted research partners; 3) Bridging the gap
between LEAs and researchers; 4) Supervising the
two in-depth subcontracted studies. The
presentation put emphasis on concrete activities
led within ILEAnet to connect researchers and
practitioners.
Yves Vandermeer, Chairman of the European
Cybercrime Training and Education Group (ECTEG),
presented remotely and discussed ways of
assessing the Network of Practitioners. ECTEG is an
NGO, funded by DG HOME ISF with over 40
members from European LEAs and universities, that
works in close cooperation with Europol and CEPOL.
Course materials are developed by LEA experts and
academics and are made available at no cost to all
LEAs, who attend the deployed courses.
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Jon Hall, founder of the Resilience Advisors
Network (RAN), then moderated a round table
discussion
with
the
coordinators,
or
representatives, from four H2020 projects in the
security domain and from CMINE, which is the
network of practitioners and academics, developed
within the DRIVER+ project (ended July 2021). These
were Anneli Ehlerding from EXERTER, Athanasios
Kosmopoulos from EU-HYBNET, Olga Vybornova
from eNOTICE, Luigi de Dominicis from INCLUDING
and Rut Erdelyiova from CMINE.
Each of the contributors were asked to provide their
project and professional experience of both the
positive outcomes and some of the more
challenging aspects of their own networks. An
occasional paper, summarising the key points raised
by the speakers and also during the discussion
afterwards, was published within 48 hours on the
project website. The paper is also visible in Annexe
3 below.
Thierry Hartmann, from the French Ministry of
Interior and the ILEAnet project coordinator,
delivered the final presentation of the Public
Workshop on the subject of the Sustainability of
Networks – Return on investment to decide.
Opening by summarising the key achievements that
the ILEAnet Network of Practitioners has succeeded
in making, the presentation then covered the
progress achieved in discussions with the Europol
Innovation Lab, which is providing continuity for the
Knowledge Factory and offering a new platform for
the ILEAnet community through the EPE platform.
Discussions have also been ongoing for some
months with the European Network of Law
Enforcement Technology Services (ENLETS), which
is reflecting on a renewed model, integrating the
legacies of both the i-LEAD and ILEAnet projects and
becoming a service provider for EU stakeholders in
the civil security research area. The final part of the
presentation gave five key pointers on how to turn
a Network of Practitioners from a trial within a
project into a success.
The project coordinator, Thierry Hartmann, then
thanked all of the speakers and guests and drew the
final Public Workshop 5 to a close.
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ROUND TABLE CONCLUSIONS
All of the project results have been detailed
elsewhere in the various deliverables that have
been written and submitted during the project, or
are being submitted now in M60, so this document
provides an opportunity to review the discussions
during the round table session on Day 2 and to pick
out some of the key points that were raised.
The workshop hosted a round table discussion to
discuss the benefits and challenges of creating a
Network of Practitioners. We invited the
coordinators, or representatives, from other
projects or networks in the security domain with
experience of establishing Communities of Practice
and a moderator with an extensive networking
background. Jon Hall, founder of the Resilience
Advisors Network, kindly agreed to take on this role.
The projects and participants in the discussion
were:
EXERTER - Anneli Ehlerding
EU-HYBNET - Athanasios Kosmopoulos
eNOTICE - Olga Vybornova
INCLUDING - Luigi de Dominicis
CMINE - Rut Erdelyiova
The moderator contacted each of the participants in
advance of the workshop and invited them to share
some of the key benefits and indeed challenges of
setting up and maintaining a Network of
Practitioners within their own projects during the
workshop. As well as the four projects listed above,
Rut Erdelyiova was also invited to share the
experiences relating to CMINE, which was the NoP
originated during the DRIVER+ project. The
Resilience Advisors Network has managed this NoP
ever since the end of DRIVER+ and has succeeded in
securing funding for it until at least 2025.
Some of the key takeouts from these shared
experiences are summarised below by speaker; a
more detailed bullet point list can also be found in
the occasional paper shown in Annexe 3 and also on
the ILEAnet website.

Public

EXERTER Having a balanced focus with
researchers and practitioners will certainly
help; building trust is very important, so make
sure you have a professional approach to the
network from day one; start with a small but
focussed network and grow it at a reasonable
pace using a themed approach, eg scenariobased
eNOTICE The key to building a successful
network is to understand the specific needs of
your particular community of practitioners –
the larger the diversity, the greater the
challenge, but also the benefits; focus on
quality of communications – quality not
quantity
INCLUDING Be open to innovation and
welcome, and integrate, technology as it
evolves; the larger the size of the NoP
(countries, members), so flexibility becomes
key; in a CoP, the Community needs to evolve
alongside the Practice
EU-HYBNET Different cultures will have
different expectations and different tolerances
of diverse working styles; identify thematic
synergies to overcome any differences, but be
prepared for varying perspectives from
different practitioner groups or nationalities
CMINE A well-structured network can provide
invaluable access to quality people, especially
in a crisis; online communities offer many
advantages, but create relationships in the real
world too; consider impact and sustainability
and use an existing hub to ensure delivery of a
functioning legacy of your NoP
There was then a positive audience Q&A session
with the speakers. It was suggested that if the JRC’s
Community of Practice Playbook, which had been
presented earlier, could be used as a foundation for
development in future projects, it would be
beneficial for this to be recognised and supported
by the Commission.
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Concluding remarks
The ILEAnet Public Workshops have played an
essential role throughout the duration of the
project, providing opportunities for the research
and the practitioner partners to meet and
disseminate updates of all the progress achieved
towards the respective goals at each stage of the
project.

The sustainability work that the Steering Committee
has undertaken, particularly in the last 12 months of
the project, has led to some very positive
developments. The Knowledge Factory is being
taken on by the Europol Innovation Lab, which will
not only provide continuity, but will also offer a new
platform for the ILEAnet community.

The theme for this final Public Workshop was
sustainability. Whilst presenting the final results,
consideration was always given to how they could
be sustained after the conclusion of ILEAnet.

The European Network of Law Enforcement
Technology Services (ENLETS) is looking at evolving
their existing concept of operations, and as part of
this, will be integrating the ILEAnet legacies into its
work.

The key project results were disseminated over the
two days of the workshop, the fifth in the series, not
only to all the project partners, but equally to the
wider audience that joined this hybrid meeting
remotely. These key messages were then further
disseminated on the project website and the
LinkedIn and Twitter social media platforms during
and after the conclusion of the workshop.
Participants active on these platforms also brought
the attention of the workshop to their personal
accounts.
The INC community involved in ILEAnet has grown
together as a unit and has continually contributed
to the many achievements of the last five years. You
could see this in the supportive relationships that
have prospered during this time and during the
workshop itself. It is sincerely hoped, and
anticipated, that these relationships will continue to
grow in the future.

Public

There are other outputs, including the two subcontracting studies on Information Sharing and Age
Determination and the standardisation work, which
offer much to future projects and project initiatives
in the security domain. The insights into Community
Management, brought together with the key
experiences in the round table discussion (see
Occasional Paper in Annexe 3, can be used to
contribute further to the wider knowledge not only
in other ongoing projects, but also to future
proposals.
And finally, the development of the IPUP and IPIP
systems were very clearly shown to be ways of
encouraging LEAs to become involved in research
projects and to facilitating the interaction between
researchers and practitioners in the subsequent
exploitation of results.
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ANNEXE 2: PUBLIC WORKSHOP 5 PROGRAMME

Final Public Workshop
“ILEAnet and the EU security Research and Innovation landscape:
Achievements and way forward”
Programme Day 1: Wednesday 6 April 2022
13:30 – 17:15 CEST
12:00

Registration and buffet lunch

13:30

Welcome and presentation of the programme and structure of each session
Rob Munro, Dissemination and Communication WP Expert (ARTTIC France)

ILEAnet from a European Research and Innovation perspective
13:40

ILEAnet Coordinator Keynote Speech
Thierry Hartmann, ILEAnet Coordinator, Ministry of Interior, France

14:00

EUROPOL Innovation Laboratory Keynote Speech
Grégory Mounier, Head of Team, Europol Innovation Lab, France
Jérémy Kespite, Innovation Liaison Officer, Europol Innovation Lab, France

14:30

Current European Security Research & Innovation Landscape
Thierry Hartmann, ILEAnet Coordinator, Ministry of Interior, France
Natalie van de Waarsenburg, Lead of the ENLETS Internet investigation TIG,
Politie Nederland

15:00

Comfort break

15:20

Overview of the ILEAnet Results
Laure Dodin, Innovation Project Manager, Ministry of Interior, France

How to translate LEAs needs into Innovation?
15:40

ILEAnet Subcontracting Studies: from LEA challenges & needs to market
scanning and new research & innovation incentives
Eloïse Chassaing, Scientific facilitator and project manager, Research Centre of
ENSP, France

LEAs requirements for innovations to improve performance
16:25

Standards proposals for RDI projects
Pawel Rybicki, ILEAnet WP leader, Director of EFIC - European Forensic
Initiatives Centre, Poland

LEAs priorities for future standardisation
16:50

17:15

Standards proposals in the LEAs operational areas
Pawel Rybicki, ILEAnet WP leader, Director of EFIC - European Forensic
Initiatives Centre, Poland
Wrap up and end of Day 1
This project has received funding from the European Union’s Horizon 2020 research and
innovation programme under grant agreement No. 740714

Public
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Final Public Workshop
“ILEAnet and the EU security Research and Innovation landscape:
Achievements and way forward”
Programme Day 2: Thursday 7 April 2022
09:00 – 15:00 CEST
09:00

Presentation of the programme and structure of each session
Rob Munro, Dissemination and Communication WP Expert, ARTTIC France

How to optimise the uptake in Research and Innovation?
09:05

ILEAnet Project Uptake - Challenges and Successes
Cheryl Baker, Director, UCD Centre for Cybersecurity & Cybercrime Investigation,
Dublin, Ireland
Raul Savimaa, Estonian Police and Border Guard Board
Pawel Rybicki, Director of EFIC - European Forensic Initiatives Centre, Poland

How to manage LEA communities involved in R&I efficiently?
09:50

ILEAnet Knowledge Factory
Cheryl Baker, Director, UCD Centre for Cybersecurity & Cybercrime Investigation

10:35

The Community of Practice Playbook
Coralia Catana, Knowledge Management Team Leader, European Commission
Susanne Szkola, Community And Knowledge Manager, European Commission

10:55

Comfort break

11:10

Community Management
Eloïse Chassaing, Scientific facilitator and project manager, Research Centre of
ENSP, France
ILEAnet Scientific Coordinator Keynote Presentation
Eloïse Chassaing, Scientific facilitator and project manager, Research Centre of
ENSP, France
Ways to assess the Networks of Practitioners
Yves Vandermeer, Chairman European Cybercrime Training and Education Group
– ECTEG
Lunch buffet

11:55
12:10
12:30

ILEAnet: The way forward
13:30

Roundtable - benefits & opportunities of Networks of Practitioners
Moderator – Jon Hall, Founder of the Resilience Advisors Network, UK
Participating European Security Research Projects – EXERTER, EU-HYBNET,
INCLUDING, eNOTICE, CMINE

14:30

Sustainability of Networks
Thierry Hartmann, ILEAnet Coordinator (Ministry of Interior, France)

15:00

Wrap up and end of Day 2
This project has received funding from the European Union’s Horizon 2020 research and
innovation programme under grant agreement No. 740714

Public
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ANNEXE 3: ROUND TABLE SUMMARY – OCCASIONAL PAPER

OCCASIONAL PAPER ILEAnet
At its final public conference on 7th April 2022, the ILEAnet project hosted a roundtable session to
discuss the benefits and challenges of creating Networks of Practitioners. It invited representatives
from 5 projects with experience of establishing Communities of Practice and a moderator with an
extensive networking background.
Contributors:
EXERTER - Anneli Ehlerding anneli.ehlerding@foi.se
EU-HYBNET - Athanasios Kosmopoulos a.kosmopoulos@kemea-research.gr
eNOTICE - Olga Vybornova olga.vybornova@uclouvain.be
CMINE - Rut Erdelyiova rut.erdelyiova@resilienceadvisors.eu
INCLUDING - Luigi De Dominicis luigi.dedominicis@enea.it
RAN – Session chair from the Resilience Advisors Network jon.hall@resilienceadvisors.eu
As part of the event, each of the contributors were asked to provide their project and professional
experience of positive outcomes and more challenging aspects of their own networks.
Their “gifts” to us, included within their answers, included some powerful advice which is captured
in this short note:
Anneli - EXERTER
•
•
•
•
•

Start small and not too fast
Early credibility seeds strong growth
A thematic approach (eg scenario-based) can maintain context for practitioners
Trust is vital (a professional approach from the outset)
A balance of research and practitioner focus will help

Olga – eNOTICE
•
•
•
•
•
•

Interesting challenge to start from scratch (CBRN training centres)
The larger the diversity of practitioner groups, the larger the challenge (and benefits)
The key to successful networking is to understand specificities of the particular community of
practitioners
Civil-military interaction is significant, apply individual approach to every actor
Be prepared to manage demand
Focus on quality, not quantity

Luigi – INCLUDING
•
•
•
•

A greater diversity of countries and partners drives a need of extra flexibility.
Technology changes – Communities of Practice (COPs) need to change with this.
Be open to innovation
Welcome and integrate technology as you go

Put another way,
•

Public

In a Community of Practice, the Community needs to change along with the Practice
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ANNEXE 4: ID CARDS OF PROJECTS PARTICIPATING IN THE ROUND TABLE

Project logo
EXERTER – Security of Explosives pan-European Specialists Network
EU H2020 pan-European network project, GA no 786805
Budget €3 500 000
•
•

2018-06-01 - 2023-05-31

EXERTER is a Horizon 2020 funded project connecting 20 practitioners from 13 EU member states into a network of explosives specialists.
The EXERTER Network aims to:
• Share information and highlight developments, issues and ideas within research, innovation, exploitation, as well as regulation
• Highlight innovative methodologies, tools and technologies that will offer solutions to enhance the overall Security of Explosives
• Be a link between actors; manufacturers, academia, research and practitioners, to support development and exploitation

LEAs involved:
•
•
•
•
•

•
•
•
•
•

BKA - Bundeskriminal-amt, Germany
NLMOD - Netherlands Ministry of Defence, The Netherlands
PSNI - Police Service of Northern Ireland, UK
ICPO - Interpol
KSP - Metropolitan Police, Warsaw, Poland

MUP - Ministry of Interior, Bomb disposal service, Croatia
IGPR - General Inspectorate of Romanian Police, Romania
PSP - Public Security Police, Portugal
SPA - Swedish Police Authority, Sweden
ESMIR - Spanish national police force and Guardia civil, Spain

Project outputs (in a nutshell):

Expected long-term impact of the project:

The network produce outputs as:
•
Expertise regarding future priorities in standardisation, research needs,
technical developments etc.
•
Continuous discussions on needs and possibilities through workshops,
webinars, discussions, annual conferences etc. with the network
•
Products such as newsletters, yearly summaries, etc. to the community

•

The outputs are in the form:
•
Identification of issues, needs, gaps which the community wants to raise
•
Recommendations for research or development priorities
•
Sharing of best practices
•
Information sharing on technologies, standardization, product
developments etc.

•

•

Actors across the community have a common view on
research and innovation needs, as well as TTP needs and
challenges
Development within the highlighted areas are pursued,
and recommendations and needs gathered within the
project are being used
The cooperation between different actors, such as
practitioners, manufacturers and researchers, leads to
improved connection between products and practitioners’
needs
Project manager Anneli Ehlerding
anneli.Ehlerding@foi.se
www.exerter-h2020.eu
27/05/2022

EU - HYBNET
This project has received funding from the European Union’s Horizon 2020
research and innovation program under grant agreement No. 883054 /
BUDGET : 3.500.000 €
•

To empower its network to fight against hybrid threats by proliferating knowledge and facilitating cooperation between industry, practitioners
and academia, and by providing advanced solutions for network collaboration and delivering recommendations for training, standardization
and industrialization of cutting-edge innovations.

LEAs involved:
•

2020-2025

Expected long-term impact of the project:

The EU-HYBNET consortium has 25 partners from 14 different EU Member
States and associated countries. The consortium comprises of 12
Practitioner partners from 10 different EU MSs (FR, DE, NL, PL, ES, IT, RO,
EE, FI, NO) and the remaining Partners represent industry, SMEs, academia
and other organizations and reside additional 4 EU MSs (GR, SE, LT, BE).
Project outputs (in a nutshell):
1. To enrich the existing network countering hybrid threats and ensure long term
sustainability
2. To define common requirements that can fill knowledge gaps, deal with
performance needs, and enhance capabilities of research, innovation and training
endeavors concerning hybrid threats
3. To monitor developments in research and innovation activities as applied to
hybrid threats
4. To indicate priorities for innovation uptake and standardization and to determine
priorities for standardization for empowering the Pan-European network to
effectively counter hybrid threats
5. To establish conditions for enhanced interaction with practitioners, industry and
academia for meaningful dialogue and for increasing membership in the network
6. To foster capacity building and knowledge exchange on countering hybrid threats
7. To create a basis for establishing effective synergies with existing European,
national and sub-national networks of practitioners and other actors countering
hybrid threats

EU-HYBNET Coordinator Päivi Mattila
Laurea University of Applied Sciences
Paivi.Mattila@laurea.fi
https://euhybnet.eu/
27/05/2022
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INCLUDING (INNOVATIVE CLUSTER FOR RADIOLOGICAL AND NUCLEAR
EMERGENCIES)
Horizon 2020, Topic SU-GM01-2018-2019-2020: Pan-European clusters of
practitioners and other actors in the field of Security
Allocated budget: 3.685.0 0,00€

From 01.09.2019 till 30-07-2024

INCLUDING is seek to provide a full-fledged and comprehensive training in the Radiological and Nuclear RN security sector at European
level. Far from being a simple aggregation of entities separated geographically and with complementary expertise, INCLUDING is intended
to be a cluster of facilities and resources pursuing a Federated Model in which individual components will cooperate together to provide a
common framework for optimizing the exploitation of all the potentialities available in the Cluster.

LEAs involved:
•

Policia Seguranda Publica (Portugal) – PSP

Project outputs (in a nutshell):
Expected long-term impact of the project:
•
•
•
•
•
•

To provide a Pan-European Federated model of RN Security sector
cluster to optimize sharing of resources and expertize
To develop a centralized management tool for remote booking and
utilization of resources in the Federation
To develop a common learning framework for RN training
To capitalize results and training facilities developed in previous EU
projects
To execute several real threats driven Joint Actions at Federation facilities
to validate the federated model
To collaborate with RN community, on-going EU and national projects and
other cluster for long-term sustainability of the Federation

1. Common understanding of innovation potential, more widely
accepted understanding, expression of common innovation and
standardization needs among practitioners in the same discipline.
2. Greater involvement from public procurement bodies upstream in
the innovation cycle.
3. More efficient use of investments made across Europe in
demonstration, testing, and training facilities.

Luigi De Dominicis – Coordinator
luigi.dedominicis@enea.it
https://including-cluster.eu
27/05/2022

eNOTICE – European Network of CBRN Training Centres
H2020-SEC-2016-2017-1 - Pan European Networks of practitioners and other actors
in the field of security
Grant Agreement N°740521
Total budget: 3,5 mln Euro

01/09/2017 - 31/08/2023

eNOTICE is building dynamic, functional and sustainable European network of CBRN Training Centres, testing and
demonstration sites (CBRN TC), aiming at enhanced capacity building in training, cohesion between security
practitioners and research and innovation providers, based on well-identified needs
LEAs involved:
• West Midlands Police (WMP), UK
Project outputs (in a nutshell):
To set up a network will be viable, attractive as well as
sustainable, several lines of action are being followed
within the six-year timeframe of eNOTICE.
- 202 EU CBRN TC capacities have been identified and
mapped;
- 50 CBRN TC from 19 countries are currently in the
network – the public information about member TC is in
the Catalogue https://www.h2020enotice.eu/static/catalogue.html
All member TC are labelled according to their training
capabilities, available infrastructure and specificities;
- The better, more interactive and collaborative way for
building an efficient multidisciplinary network is achieved
through joint activities - such as field exercises, tabletops,
simulations and serious gaming – hosted and organized
by the partner TC.

Expected long-term impact of the project:
- Strengthened preparedness and resilience of EU to
CBRN threats
- Multidisciplinary and multiagency exercises
- Civil-military cooperation
- Cross-border exercises
- Training based on various scenarios including
combined C,B,R threats of accidental or deliberate
nature, hybrid threats and emerging threats; with
testing and validating innovative technologies at
different stages of development
Coordinator: Dr Olga VYBORNOVA
(UCLouvain-CTMA, Belgium)
Olga.Vybornova@uclouvain.be
https://www.h2020-enotice.eu/
27/05/2022
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Crisis Management Innovation Network Europe
A product of Driver+, FP7-Security & H2020 project funded under
Grant agreement ID: 607798 as a CP-IP - Large-scale integrating
project

•

Driver+ May 2014 – April 2020
CMINE June 2020 - Ongoing

The Crisis Management Innovation Network Europe (CMINE) community of practice was established to be open for every interested
stakeholder. CMINE links several networks and projects and facilitates the exchange of good practices and new ideas, fostering innovation in
crisis management.
In 2020, at the end of the project, the Resilience Advisors Network were funded under an MoU to continue ro run and buld the legacy system
to ensure sustainability of project outcomes.

•

LEAs involved:
•
•
•

ATOS SPAIN SA
Arttic (Original managers)
The Resilience Advisors Network (RAN) Ireland

Expected long-term impact:
•
•

Project outputs (in a nutshell):
WHAT IS IT?

•

CMINE is the hub for crisis management professionals in the EU and beyond.
It aims to foster innovation and research uptake in crisis management
through cross-sector, multi-stakeholder dialogues around capability gaps and
potential solutions.

•

WHO IS IT FOR AND WHAT IS THE ADDED VALUE?
Membership of CMINE is open to crisis management organisations,
associations, research projects and practitioner networks as well as to
individual professionals.

Impact #1: to be a self-sustaining legacy output of the
Driver+ project and continue fulfilling its aims
Impact #2: to be the foundation of a “Network of
Networks” of practitioner forums for security research and
innovation projects
Impact #3: to provide an informal meeting place for multidisciplinary partners including: policy-makers,
researchers, industry and practitioners
Impact #4: To support for a, events and discussions
between like-minded projects (the so-called ‘cluster
approach’)
Jon Hall – Network Manager
cmine@resilienceadvisors.eu
www.cmine.eu
27/05/2022

Project logo
ILEAnet – Innovation by Law Enforcement Agencies networking
June 2017 – May 2022

H2020 project (SEC-21-GM-2016-2017 - Pan European Networks of
practitioners and other actors in the field of security ) - € 3.48 million
•
•
•

Set up and develop a network of Law Enforcement Agency (LEA) organisations, academia, industry, policy makers, and other RDI
stakeholders from all over Europe
Create an incentive environment for LEAs to engage in research and innovation
Stimulate LEA capabilities to influence, develop and take up research, development and innovation (RDI) that is useful and usable to help
them tackle the major challenges they face

16 LEAs involved:
•
•
•
•
•
•
•

French Ministry of Interior (France) – coordinator of the project
Bavarian School of Applied Sciences for Public Service (Germany)
Bulgarian Ministry of Interior (Bulgaria)
Bundesministerium für inneres (BMI, Austria)
Cyprus police (Cyprus)
Czech Ministry of Interior (Czech Republic)
Ecole Nationale Supérieure de la Police (ENSP, France)

•
•
•
•
•
•
•
•
•

Estonian Police and Border Guard Board (Estonia)
Hungarian National Police (Hungary)
Italian Ministry of Interior (Italy)
Ministry of Public Security, Israel National Police (Israel)
Ministry of the Interior of the Slovak Republic (Slovakia)
Police Academy, Szczytno, Poland (Poland)
Romanian Ministry of Internal Affairs (Romania)
Spanish Ministry of Interior, National Police (Spain)
State Police of Ministry of Latvia (Latvia)

Project outputs (in a nutshell):

Expected long-term impact of the project:

•
•

•
•

•
•
•
•
•

Creation of a LEA & research community with related lessons learnt
Test of several ways to bridge the gap between LEA and the RDI
community
Development of a dedicated online database for security research
information (i.e. the Knowledge Factory)
Completion of two in-depth scientific studies on topics of interest for LEAs
(Information sharing mechanisms and Age determination techniques)
Design of a process to facilitate the uptake of RDI solutions (i.e. IPUP –
ILEAnet Project Uptake Process)
Identification of pre-standardisation proposals
Collection of good practices improving the involvement of LEAs in security
RDI (e.g. IPIP – ILEAnet Project Intake Process)

•

LEAs closer to the RDI community and vice-versa
Tested methodologies to facilitate the uptake of RDI
solutions, the involvement of LEAs in RDI projects and the
transformation of LEAs’ needs into concrete research
projects
A set of recommendations for the European Commission
and security RDI stakeholders
Thierry Hartmann (ILEAnet project coordinator)
Thierry.hartmann@interieur.gouv.fr
https://www.ileanet.eu/
27/05/2022
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