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Executive Summary
This fourth public report aims to give an insight
into the work performed within ILEAnet from
months 19 to 24. The work done within the
project is described through two perspectives:
1.the general activities as described in the DoA:
“processing the annual cycles”
2. the activities carried out in order to become
an attractive network dedicated to security
research and innovation: “the ILEAnet new
vision.
For each workpackage, the main activities as
well as the perspectives for the 6 upcoming
months will be presented.
Processing the annual cycles
Adopting an annual cycle-based workplan,
ILEAnet is concerned with conducting desk
reviews and surveys in order to identify Law
Enforcement Challenges and Needs (WP2),
finding out if these needs may or may not
already be addressed within the ILEAnet
Community (WP3), and creating a roadmap for
the update and development of future R&I
projects (WP4). This deliverable reports on the
completion of a first ILEAnet cycle by the 3
workpackages. The main conclusions of the
WP3 work pointed towards a clear cross-cutting
issue which was raised across all priority areas.
This issue concerns the need for more common
processes/frameworks for the sharing of
information and data, and for cooperation and
collaboration. Related to the four ILEAnet
priority areas (Cybercrime, Terrorism,
Migration, serious and organised crime) the
main comments included:
Cybercrime:
•

Cooperation between agencies and
stakeholders on best practice, use of
tools, platforms etc.

•
•

The use of common platforms for
incident handling, reporting
Cross border cooperation and faster
information sharing solutions

Migration:
•
•
•

Common frameworks/tools for data
gathering/sharing/analysis
Platforms for sharing information and
best practice and common tools
Technologies to enable sharing and
comparing of biometric data

Serious & Organised Crime:
•
•

Improved mechanisms for sharing of
operational information
A platform where information/
intelligence could be shared

Terrorism:
•

•
•

Interoperability between commonly
used techniques – i.e. information
systems;
Automating processes for information
sharing and access
Secure mechanisms, both political and
technical for real-time exchange of
classified information at a national and
international level

As a result of this analysis it has been agreed on
that a state-of-the-art investigation on the needs
of practitioners for more effective information
sharing processes should be commissioned.
Such a study would include a review of what is
currently available; what are the strategic,
legislative and technical challenges, and
recommendations for possible future solutions.
At the same time, ILEAnet put some efforts into
the development of a network. The ILEAnet
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Community has reached more than 180
members, including near 60 European
Academics, at the end of this period.
ILEAet was also contacted by two non-member
countries (Portugal and Georgia) to join the
network, which is evidence of the enhanced
visibility of the project and of its attractiveness;
their integration is under discussion.
In order to become the place where practitioners
can ask their questions and get answers, the
ILEAnet Knowledge Factory, a tool aiming to
support resource sharing in security research,
has been significantly populated. The factory
currently encompasses more than 200
“Knowledge” items.
Knowledge items consist in national and
European Security research projects, academic
papers, official publications and websites.
Although the fourth ILEAnet major topics
(Migration, Terrorism, Cybercrime and
Organised Crime) are mainly addressed,
resources related to many additional security
questions can also be found. Users are invited to
share, search and evaluate knowledges through
this brand new and relevant tool.
ILEAnet’ new vision
Regarding the UE expectations (see below)

the ILEAnet steering committee in January
2019 in Vienna proposed to insist on the notion
of network in the ILEAnet project. Thus, the
project will still be focusing both on the annual
cycle but will also be promoting activities able
to “bridge the gap” between practitioners and
academics. For specific reasons, the dialogue
with the industrialists has been voluntarily
postponed.

In order to implement this new vision and,
simultaneously,make ILEAnet more concrete
and tangible, it has been decided to explore, on
one side, the different aspects of project results
implementation (uptake process/downstream
research phase), on the other, to experiment the
ILEAnet ability to incubate research ideas
(research upstream phase).
Concerning project results implementation,
ILEAnet has placed a special emphasis on its
second public workshop and its working
methods. The workshop took place in Riga
(Latvia) on 10-11 April 2019. Entitled “Fill the
Gap” and focusing on online financial
investigations, this event had a threefold
objective:
•

•

•

To successfully convene Law
Enforcement Agency (LEA)
practitioners and security researchers
to gather a mixed expert audience
To find ways to engage this audience
in knowledge and experience sharing
about both LEA challenges and
security research projects’ solutions to
conduct online financial investigations
To explore the possibility for LEAs to
implement those solutions and initiate
a more general thinking about enabling
conditions for the uptake of security
research projects’ solutions by LEAs

Dedicated to “Tools, methods and good
practices for conducting online financial
investigations to support investigations of
serious organised crime, cybercrime, terrorism
and illegally mediated migration”, it was very
well received by the 65 workshop participants,
among whom 25 external experts and 12
security researchers. More information is
available in a dedicated report, available on the
ILEAnet website.
This workshop allowed ILEAnet to experiment
an approach meant to facilitate the dialogue
between practitioners and academics, as the
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TELOS
(Technical,
Economic,
Legal,
Operational, and Scheduling). ILEAnet is to
carry on promoting the use of this questionnaire
in order to establish contacts between
practitioners and project adopters as it allows to
assess the usefulness of a given project, solution
or idea in a simple way and then to decide if a
more detailed scrutiny is needed.

planned since, for instance RAMSES (June
2019), DANTE (September 2019) and
MOLECULA (October 2019). The objective is
to support the uptake of these projects’ research
results.

ILEAnet has also encouraged workshop’s
follow-up activities through the organization of
webinars. The first ILEAnet webinar was
organised in January 2019 with the support of
INTERPOL,and was dedicated to the
SLANDAIL project as a follow-up event to the
first ILEAnet workshop in Dublin. Following
positive feedbacks about Riga’s public
workshop, several other webinars have been

ILEAnet keeps on bridging the gap between
Law Enforcement Agencies and Research. To
that regard, a webpage dedicated to Research
and Academia is under construction on the
ILEAnet website and will be available by the
end of the summer period. Moreover, a
LinkedIn page dedicated to the ILEAnet
Scientific Coordination will soon be posted up
online.

ILEAnet will focus on the upstream research
phase during the second half of the year 2019.

Public
5

Introduction
The ILEAnet project
ILEAnet is a European project funded by the
European Union’s Horizon 2020 research and
innovation programme and launched on 1 June
2017 for 5 years duration. The overall objective
of ILEAnet is to build and develop a sustainable
organizational Law Enforcement Agency
(LEA) practitioners’ network focused on
Research, Development and Innovation (RDI).
ILEAnet addresses LEA challenges, together
with a community of individuals, including
practitioners and experts from academia and
industry, interested to exchange and collaborate
in this area.
More detailed information about the project is
available in the Public report on the ILEAnet
findings n°1, available online (www.ileanet.eu).
The ILEAnet Network and Community have
been created adopting a two-way perspective:
top-down and bottom-up.

Top-down:
ILEAnet functions as a network of
organisations. It is aligned with existing
institutional
structures
respecting
the
corresponding institutional mandates and
operational set-ups.
Bottom-up:
In addition, ILEAnet functions as a community
of people who are interested in innovation
centred collaboration. Thereby, innovation is
facilitated, and key LEA challenges are
addressed.
The effective iterative interaction between these
two approaches helps to identify needs and
opportunities and prioritise suggestions with
respect to future LEA-relevant RDI in the EU
and national programmes, policies and
standardization efforts.

Figure 1: ILEAnet involved countries
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21 partners from 17 countries are involved in the project. Most of them are practitioners, together with
research centres and institutes.

Organisation

Country

French Ministry of Interior

France

Ecole Nationale Supérieure de la Police

France

Federal Ministry of the Interior

Austria

Deutsche Hochschule der Polizei

Germany

Hungarian National police

Hungary

Italian Public Safety Department, Ministry of Interior

Italy
United Kingdom

Police Service of Northern Ireland

Slovakia

ISEM INSTITUTE
Unitad Central Intelligencia Criminal

Spain

ARTTIC

France

University College Dublin, Centre for Cybersecurity & Cybercrime
Investigation

Ireland

State Police of Latvia

Latvia

European Forensic Initiatives Centre

Poland

Ministry of Public Security

Israel

Estonian Police and Border Guard Board

Estonia

Ministry of Interior – Bulgaria

Bulgaria

Cyprus Police

Cyprus
Czech Republic

Police of the Czech Republic
Romanian Ministry of Internal Affairs

Romania

Slovakian Criminal Police, Ministry of Interior

Slovakia

Wyzsza Szkola Policji W Szczytnie - Police Academy in Szczytno

Poland

Figure 2: ILEAnet consortium
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After nearly two years of operation, the main
challenges that ILEAnet is facing can be
framed as follows:
•

•

Building a network dedicated to
interaction between practitioners and
academics in order to foster an enduser-oriented security research,
especially by developing an online
platform;
Processing the workflow (annual
cycle) as described in the DoA as
ILEAnet backbone;

•

•

Making optimal use of varied
opportunities and tools for
simultaneously developing the
network,
Keeping aligned with the European
agenda which requires to: “monitor
research and innovation projects,
recommend the industrialisation,
express common requirements as
regards innovations, indicate priorities
as domains requiring more
standardization.”

The ILEAnet Online Platform
“The place to ask questions you have and receive answers you need”
A collaborative space, encouraging discussions
between European LEAs and researchers has
been created by ILEAnet. This ILEAnet Online
Platform, hosted in the Community
Management Tool (CMT), allows an exchange
between ILEAnet members. It structured
around the main topics raised by European
practitioners.

The interactions are monitored by several
members of the ILEAnet team: the
Coordination Team, the ILEAnet National
Contacts, the Community Manager and the
Scientific coordination. Today, the ILEAnet
online platform is growing quickly, with more
than 180 users from LEAs and Academia. They
can interact on a daily basis via the specific
“ILEAnet Network” groups.

Figure 3: ILEAnet Online Platform landing page
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ILEAnet workflow: the “annual cycle”
As explained in previous public reports, the ILEAnet project has adopted an annual workflow which
can be described as below:

Figure 4: ILEAnet annual cycle

1. Define the practitioners Challenges and Needs
2. Monitor, collect and organise the current state of the art and existing or recent research
initiatives
3. Identify gaps, requirements, opportunities and priorities
4. Provide recommendations and feed them back to the Consortium

More than a project, a living network:
ILEAnet New Vision
For LEA practitioners facing daily challenges,
identifying existing solutions from research
field, and finding time and space to assess them,
may be a challenge in itself.

Step by step, thanks to the involvement of the
ILEAnet team, community and network led to
the development of a renewed vision, still based
on the ILEAnet cycles, in more independent
manner not related to the yearly calendar, but
with an increased focus on the network. Always
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in accordance with its working plan, ILEAnet
has become increasingly concerned with
enhancing its practitioner network and
facilitating their involvement into research
activities: from identification of challenges and
needs leading to research topics, and to uptake
of research projects’ solutions into practice.
This new vision is part of the ILEAnet ambition
to provide a highly conducive environment for
security research and innovation up to the
implementation of practical solutions. Concrete
activities are proposed (such as events and
webinars), that reinforce interaction between
practitioners and academics and raise
awareness on solutions.
The “ILEAnet ecosystem” reflects this new
vision and this objective to provide an
innovation conducive environment. It includes:

Following this new line, the ILEAnet toolbox
will be available for the community in the
coming months: cycles, speed dating, webinars,
implementation of the H2020 corner, new tools
and areas for the Academics and Researchers,

Knowledge Factory (Solutions catalogue,
Centre of References)
Scouting activities (solutions seeking,
standardisation recommendations)
H2020 Corner (exploring H2020 calls of
interest, consolidating research needs,
building end-user consortium core groups)
Interactions with academics (exchanges,
meetings and discussing in safe
environment with academics and industry)
ILEAnet marketplace (maximising the
performance of the projects, broadcasting
project results, actively interacting with
projects holders, e.g. webinars)
Implementation toolbox (special interest
group for projects, purchasing office,
support for commercialization)

etc. Concrete processes and interactions
between practitioners and academics have
already been defined and this work will be
continued.
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Main findings
WP1: ILEAnet networking, including INC role and contribution to topic strands
WP1 aims to provide the resources to and
collect inputs from the ILEAnet National

Contacts (INCs) and their respective national
networks of practitioners, academia, industry
and other stakeholders

The ILEAnet National Contacts (INCs)
As a reminder, ILEAnet is organised around
ILEAnet National Contacts (INCs), who are
dedicated ILEAnet consortium members or
Law Enforcement Agency representatives from
Name

Organisations

all involved member states. They are
responsible for the functioning of their “national
networks”.

Country

E-mail address

Caroline Schmidt

Ministry of Interior

Austria

inc-austria@eurtd.com

Chryso Angeli

Cyprus police

Cyprus

inc-cyprus@eurtd.com

Veronika
Bouchalova

Czech Ministry of Interior,
National Organized Crime
Headquarters

Czech
Republic

inc-cz@eurtd.com

Aleksandrina
Aleksandrova

Bulgarian Ministry of Interior

Bulgaria

inc-bulgaria@eurtd.com

Raul Savimaa

Estonian Police and Border
Guard Board

Estonia

inc-estonia@eurtd.com

Thomas Fressin

French National Gendarmerie

France

inc-france@eurtd.com

Dr. Ludwig
Frühauf

Deutsche Hochschule der
Polizei

Germany

inc-germany@eurtd.com

Balázs Horváth

Hungarian National Police

Hungary

inc-hungary@eurtd.com

Cheryl Baker

University College Dublin

Ireland

inc-ireland@eurtd.com

Chad Leibner

Ministry of Public Security,
Israel National Police

Israel

inc-israel@eurtd.com

Luigi Raffaele

Italian Ministry of Interior,
Department of Public Security

Italy

inc-italy@eurtd.com
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Name

Organisations

Country

E-mail address

Līga Peisniece

The State Police of Ministry of
Interior of the Republic of
Latvia

Latvia

inc-latvia@eurtd.com

Monika Pawelec

European Forensic Initiatives
Centre Foundation - EFIC

Poland

inc-poland@eurtd.com

Claudiu Chiriac

Romanian Ministry of Internal
Affairs, Directorate General
Logistics

Romania

inc-romania@eurtd.com

Alena Dikosova

Ministry of the Interior of the
Slovak Republic, Police Force

Slovakia

inc-slovakia@eurtd.com

Jesús Manuel Ávila Spanish Ministry of Interior,
Jiménez
National Police

Spain

inc-spain@eurtd.com

Jonathan
Middleton

Police Service of Northern
Ireland

United
Kingdom

inc-uk@eurtd.com

Jakub Muraszko

Wyzsza Szkola Policji w
Szczytnie - Police Academy in
Szczytno

Poland

inc-polandwspol@eurtd.com

Report of general activities from the
previous six months (M19 – M24)
The WP1 activities for this six month period can
be summarised as follows:
a. Coordination of the ILEAnet national
networks by the INCs in their
respective countries,
b. Facilitation of the contributions from
the national networks to ILEAnet,
c. Expert contributions from the INCs to
ILEAnet
The INCs’ action was essential in circulating
the ILEAnet Questionnaires about WP2
Challenges and Needs and in collecting
responses from the ILEAnet countries.
Together with Scientific Referents, they also
contributed to the dissemination of WP3 Calls
for Solutions, and to WP4 Research Programme
Questionnaires.

The INCs participated actively to the
preparation of the Second Public Workshop,
especially by finding relevant expertise, by
informing the participants about research
projects in the selected topics, and by
facilitating the uptake of these projects. They
strongly contributed to case studies and
interactive sessions during the Workshop. The
discussions among the audience, composed of
invited experts, project holders and INCs were
very rich and enabled to continue the discussion
online through the ILEAnet online Platform and
webinars. The INCs will also be playing a
fundamental role for the next steps.

Strategy for the next six months
Once again, last months have shown how much
INCs play a key role in building and improving
the network.
As the project is becoming more concrete and
tangible (ILEAnet ecosystem/toolbox), our
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effort will focus on supporting, encouraging,
mobilising the INCs, in order to enhance the
involvement of their national colleagues into
ILEAnet activities. As pointed out by the
questionnaires, a large number of topics could
be embraced by ILEAnet as long as experts can
be found to explore them; INCs are designed to
mobilize their national experts to promote these
topics. In a similar way, the INCs will be

solicited to further assist in populating the
ILEAnet Knowledge Factory with national
projects, solutions and best practices.
Lastly, some European Law Enforcement
Agencies from non-ILEAnet countries
members have expressed their will to join our
network.

WP2 Law Enforcement Challenges and Needs
WP2 aims to collect contemporary challenges and needs for Law Enforcement Authorities at national
and EU level in order to facilitate the solving of these challenges through research and development
activities. WP2 outputs then feed into WP3 and WP4, providing them with the necessary information to
focus on specific thematic areas.
Report of the general activities
The work package WP2 is designed to collect
and analyse the needs and challenges for LEA
practitioners. Its collection of data was
performed using three approaches:
Top-down, by suggesting topics based on
analysis of policy and strategic documents
and strategic research agendas;
Bottom-up, by collecting input in open
surveys and non-directed interviews;
Based on analysis of surveys and
observation of the activities in the ILEAnet
network (ILEANET community, ILEAnet
network and ILEAnet practitioners’
network).
The first project cyle focused on migration,
terrorism, serious organised crime and
cybercrime, the activity from month 19 to
month 24 focused on the analysis of the results
from the survey conducted on these topics.

Methods and good practices for conducting
financial investigations to support
investigations of serious organised crime,
cybercrime, terrorism and illegally
mediated migration;
Support to the identification and control of
irregular migration through modern
technologies.
Activity from month 19 to month 24 have
consisted of the review of strategic and policy
documents and Analysis of results of ILEAnet
Survey on cyber-related and cyber-enabled
crime and on methods and good practices for
conducting financial investigations to support
investigations of serious organised crime,
cybercrime, terrorism and illegally mediated
migration. Regarding the last topic, WP 2
processed the desk review and started to prepare
the survey.

Three general focus areas were determined for
the second project cycle:
Trends and new threats in cyber-related
and cyber-enabled crime;

Public
5

Analysis of the results from the survey
conducted during the first ILEAnet cycle: main
conclusions
Terrorism: Top 5 challenges that the
responders pointed out were: Information
sharing; Protection of citizens and ‘soft’
targets; Improved interoperability of
information
systems
for
border
management and internal security;
Strengthening operational cooperation and
Monitoring foreign terrorist fighters.
Migration: The survey indicated that the
topic of migration is important for LEAs.
There were participants from most of the
ILEAnet countries. Top 5 challenges that
the responders pointed out were:
intelligence gathering from irregular
migrants; information sharing between EU
agencies and LEAs; fraudulent documents;
irregular migrant returns procedures and
monitoring pre-frontier areas.
Cybercrime: The participation was highest
among those four surveys that were
conducted during the first project year. Top
5 challenges that the responders pointed out
were: Identifying the actors behind
cybercrime attack tools; International
preparedness for cyberattacks on critical
national
infrastructure;
Improved
monitoring, understanding and response to
Darknet threats and markets; Combatting
the criminal use of cryptocurrencies and
Better use of existing investigative tools for
investigations of on-line child sexual
exploitation.
Serious organised crime: Top 5 challenges
that the responders pointed out were:
Cooperation and coordination to disrupt the
trafficking in illicit drugs; Conducting
financial
investigations;
Information
sharing between EU Agencies and between
LEAs; Forming Joint Investigation Teams;
Reducing the diversion of firearms into
criminal hands.

The main conclusion stresses that challenges
related to information gathering and
cooperation are of highest concern among LEA
practitioners’ in the area of fight against serious
organised crime, migration control and fight
with terrorism, another challenge to deal with is
conducting resultative financial investigations.
Review of strategic and policy documents and
Analysis of results of ILEAnet Survey on the
general focus areas determined for the second
project cycle
Three general focus areas were determined for
the second project cycle. The first and second
topic emerged as resulting from the First
Annual Cycle. The third focus topic resulted
from the group discussions during ILEAnet
Public Workshop #1 in June 2018.
A number of documents were reviewed and
analysed during the desk review. Only for the
fields of cybercrime, no less than 26 LEA
challenges concerning trends and new threats in
cyber-related and cyber-enabled crime were
identified with 31 corresponding LEA needs by
the desk study.
The detected challenges and needs have been
used as input for designing the questionnaire for
a survey conducted among LEA practitioners on
this focus areas
Trends and new threats in cyberrelated and cyber-enabled crime;
Top 5 challenges that the responders pointed out
were: Child sexual exploitation online, growing
use of encryption, Ransomware, Online
criminal market including Darknet and
Convergence of cybercrime and soft power
influence as well as terrorism.
The main conclusion is that most important
challenges for LEA practitioners in fighting and
investigating cybercrime are related to
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obtaining deeper and more detailed information
about the actors, Darknet and on-line child
sexual exploitation. This is similar to the
previous survey.
Methods and good practices for
conducting financial investigations to
support investigations of serious
organised crime, cybercrime, terrorism
and illegally mediated migration;
Top 5 challenges that the responders pointed out
for conducting financial investigations to
support investigations of serious organised
crime, cybercrime, terrorism and illegally
mediated migration were:
•

•

•

Powers to trace, freeze and confiscate
criminal proceeds and instrumentalities,
including the ability to quickly seize assets
of the defendant (or associated third
parties);
Effective powers to conduct successful
financial investigations using a wide variety
of techniques; such as undercover
operations, intercepting communications,
accessing computer systems and ‘controlled
delivery’.
Specialist training of investigators who
should be experienced in financial
investigation matters involving both
domestic
laws
and
international
conventions and standards.
Recognition of the full scope, potential and
relevance of financial investigations in
combatting serious organized crime and
terrorism and NOT limit the scope of
financial investigations to financial crimes
only.

•

•

Existence of efficient mechanisms in order
to enable cooperation with policy makers
and Financial Intelligence Units.
Support the identification and control of
irregular migration through modern
technologies.

General conclusions:
The methodology adopted (questionnaires on
line, free comments) seems to be adapted to
ILEAnet’s main objectives. On the other hand,
it lacks some leverage to reach more
practitioners who tend to be otherwise oversolicited by demands about the needs and
challenges they’re facing. There would
therefore be a real benefit in thinking with the
European Union about ways to reach out more
efficiently to practitioners, if necessary ahead of
the Community of Users’ thematic meetings.
The analysis of the survey responses did
highlight a clear cross-cutting issue which was
raised across all priority areas. This was the
need for more common processes/
frameworks for the sharing of information
and data, and for cooperation and
collaboration on same.
Strategy for the next six months
The results of the current reporting period are
considered as intermediate for the second
Project Cycle. Once the “Support the
identification and control of irregular migration
through modern technologies” ILEAnet Survey
has been conducted, it was possible to start the
analysis phase. Activities of WP2 will be
completed by the end of November 2019.

WP3 ILEAnet Knowledge Factory
The Work Package 3 has four main tasks:
To analyse and articulate the Research
& Innovation (R&I) challenges and
needs of Law Enforcement (LE)
practitioners (WP2);

To identify where and how these
needs may or may not already be
addressed within the ILEAnet
community (WP3) and;
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To create a roadmap for the update
and development of future R&I
(WP4).
Linked with these tasks, the observed period has
mainly been dedicated to the identification and

coordination of specific best practices and stateof-the-art/technology
reports
and
the
development and management of the ILEAnet
wiki (ILEAnet Knowledge Factory)

Report of the general activities
The Online Community
Preparing the new ILEAnet online
platform has been the focus of the work
for the previous 6-month period. Now the
Community can take benefit of those
improvements and the number of users is
regularly growing.
Identification and Coordination of
Specific Best Practices and State of the
Art/Technology Reports
This task consists in analysing the priority list
of challenges and needs, in straight line with the
results of the WP2, which identifies and
formulates the RDI/technology areas for which
an analysis of the state of the art/technology is
needed. Once received the outcomes of the WP2
surveys, the key challenges and needs have been
extracted and the information was then used to
compile a series of short ‘Call for Solutions’
documents, one per ILEAnet topic (Migration,
Terrorism, Organised Crime and Cybercrime).
Those documents were to capture and collate
any possible solutions already existing within
the ILEAnet community. Four ILEAnet
channels were used for distribution of the Calls
for Solutions: INCs, ILEAnet Online
Community,
Scientific
Referents
and
Knowledge Factory.
Unfortunately, this call for contributions didn’t
receive as many responses as expected and
showed margins of progress. Insufficient
feedback to the Calls for Solutions has meant
that it is currently not possible to identify a
specific priority-based need for which a stateof-the-art study should be commissioned.
However, analysis of the survey responses did
highlight a clear cross-cutting issue which was
raised across all priority areas. This was the
need for more common processes/frameworks

for the sharing of information and data, and for
cooperation and collaboration.
Some of the most significant comments by
thematic areas were:
Cybercrime:
Cooperation
between
agencies and stakeholders on best practice,
use of tools, platforms etc., use of common
platforms for incident handling, reporting;
Cross border cooperation and faster
information sharing solutions
Migration: Common frameworks/tools for
data gathering/sharing/analysis; Platforms
for sharing information and best practice
and common tools; Technologies to enable
sharing and comparing of biometric data
Serious & Organised Crime: Improved
mechanisms for sharing of operational
information;
platform
where
information/intelligence could be shared;
Terrorism:
Interoperability
between
commonly used techniques – i.e.
information systems; Automating processes
for information sharing and access; Secure
mechanisms, both political and technical
for real-time exchange of classified
information at a national and international
level
Those issues will be specifically addressed in
the next cycle through commissioning a state of
the art. The analysis will include a review of
what is currently available; what are the
strategic, legislative and technical challenges,
and recommendations for possible future
solutions.

Public
5

Development and Management of the
ILEAnet
Knowledge
Database
(Knowledge Factory)

resilience, awareness raising, smart cities etc.
Feeding the Knowledge Factory is also a good
way to increase visibility of works.

The Knowledge Factory contains information
on relevant academic publications, white
papers, national and international research
projects and official documents.

Projects with an interest in joining ILEAnet can
make this interest known by informing a short
online registration page, accessible from the
ILEAnet public website but whose visibility
will be improved.

As a reminder, there are three ways to use the
ILEAnet Knowledge Factory: sharing,
evaluation and search. For now, the tool is
mainly fed by WP3 contributors and ILEAnet
Scientific Coordination, but all users can
contribute to the collective body knowledge
with their own expertise or experiences, add
value and applicability to the information by
evaluating knowledge, and search the
Knowledge Factory to find out ideas, solutions,
events and collaboration opportunities.
More than 200 pieces of information are
currently available in the Knowledge Factory
and accessible to the ILEAnet Community. In
addition to the four main topics usually
addressed by ILEAnet (Migration, Terrorism,
Organised Crime and Cybercrime), several
related topics are covered, such as community
policing, forensics, radicalization, disaster

Strategy for the next six months
The following tasks have been targeted for
completion during the first few months of Cycle
3:
Initiate
the
State-of-the-Art
commissioning process;
Provide gap analysis reports based on
Call for Solutions responses;
Collate and analyse the responses to the
Call for Solutions to facilitate further gap
analysis;
Continue the review and analysis process
for the remaining priority areas based on
WP2 survey results.
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WP4 ILEAnet Scouting Activities
The specific objectives assigned to WP4 are listed as follows:
To carry on the analysis of feasibility and opportunities;
To define the areas of most common interest for future standardization;
To elaborate recommendations;
To connect with relevant initiatives and RDI projects.
The main areas of work related to the WP4 goals are:
Cooperation with the other WPs on strengthening the ILEAnet capacity;
Participation in the work for the ILEAnet cycles through elaboration of the feasibility study
questionnaire and the security research programs questionnaire;
Conducting necessary studies through analyzing feasibility assessment methodologies,
scrutinizing standardization measures, getting information on security research programs;
Getting contact with the other projects through participation in the external or internal events.
Report of the general activities
Since January 2019, ILEAnet focusses more
intensively on building the network’s capacity
and establishing relationships with project

adopters in order to fully use the particular
project’s results in the LEAs work.

Workflows and tools for transferring data between work packages
As explained above, four sets of questionnaires
covering the areas “Cybercrime”, “Migration”,
“Terrorism”, “Serious & Organised Crime”
have been distributed by WP3 to the ILEAnet
National Contact Points asking for their

comments and perspectives. This call for
contributions didn’t yield a sufficient result,
leavingWP 4 with insufficient information to
scout out for any possible solutions that can
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address the needs identified in those areas by
WP2.

No INCs report existing solution or RDI
projects in that area

The possible responses could be then classified
as:

However, thisa nointing WP 4 activity on its
scheduled tasks has made it available for crosscutting activities and for the benefit of external
actors.

1 INC reports existing RDI solution in that
area
1 INC reports initial or advanced RDI
projects in that area
2 INCs (or more) report existing solutions
or RDI projects in that area
Roadmap scenarios
In order to address the EU objective about
monitoring results of research and innovation
projects, ILEAnet has invested in the design of
methodological tools to foster dialogue between
projects/solutions and potential users. TELOS
is one of those tools. During the period, the final
version of the TELOS (Technical, Economic,
Legal, Operational, Scheduling) Questionnaire
has been agreed on. This is a diagnostic tool
used to recognize the suitability of projects,
solutions or ideas for further in-depth analyses
by ILEAnet. It appears that the TELOS
Questionnaire can also be an efficient tool for
initiating a dialogue between practitioners and
academics or industry, concerned with finding
out if particular RDI results could be useful for
LEAs in their daily work.

Public Workshop in Riga, Latvia (April 2019).
During this meeting, practitioners had the
opportunity to use the questionnaires to conduct
structured discussions with the representatives
of the following projects: RAMSES,
HEMOLIA,
DANTE,
TITANIUM,
MOLECULA. The general approach of the
questionnaire also allows comparing one
project with the other.
ILEAnet will now promote the use of this
questionnaire in order to establish contacts
between practitioners and project adopters
because it makes it simple to assess the
relevance and use of a given project, solution or
idea. The TELOS assessment then provides an
informed basis to decide on a further
exploration of the project.

The tool in its improved version was presented
to practitioners during the Second ILEAnet
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Roadmap content – RDI
The ‘Questionnaire on ILEAnet Member States
Security Programs’ was prepared and then
distributed by Scientific Coordinator to the
INCs for collecting relevant information, in
order to check the possibilities of the national
security research programs. Up to now, eight
INCs (Austria, Estonia, France, Italy, Latvia,
Poland, Romania, Slovakia) have sent the
results of their studies of national level.
Roadmap content – standardization
A link has been established between the
MAGNETO and ILEAnet projects. According
to MAGNETO representatives, the knowledge
modelling process is crucial to ensure the goal
of developing a platform that represent all
relevant investigation elements, integrate
different and heterogeneous information,
process
this
information,
generate
recommendations and inferences, and ensure a
correct interaction with the users. To this end,
an ontology has been developed as a Common
Representational Model that will reflect the
knowledge gained from various heterogeneous
sources. The ontology shall allow semantic
processing and reasoning tools to process the
information and extract new knowledge, on the
other hand it shall allow representing the

knowledge in a graph connecting events,
persons, organizations, places end equipment. It
shall allow sharing the knowledge between
LEAs. The MAGNETO representatives are
convinced that joint standard might be helpful
for better cooperation between LEAs in this
area, thus they have asked ILEAnet to consider
a joint cooperation in order to promote their
standardization goal. During a teleconference
which took place on the 5th of June 2019, the
ILEAnet WP4 leader explained to the
MAGNETO Representatives the role of
ILEAnet in the area of standardization,
suggested to take into account the relevant
existing standards established within their
domain and asked them to forward to ILEAnet
more structured information about the need for
future standardization in order to include it into
the final ILEAnet recommendations.
External activities and involvements
According to the new ILEAnet approach, the
Network is focusing on a promotion of wider
use of project results in the LEAs’ daily work.
The priority is given to establish and maintain
contacts with project teams and to ease the
dialogue between them and LEAs. Therefore,
one of the activities started by ILEAnet in the
period covered by this report is the organization
of webinars during which the project teams and
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the LEA representatives participate. The first
ILEAnet webinar took place on 17 January
2019, with the SLANDAIL (Security System
for Language and Image Analysis) project
presenting to LEAs the project’s objectives: to
increase the security of individuals and groups
living in areas affected by natural disasters by
adding social media to sources of information
available to emergency managers.
On 24 January 2019, a Security Research
Workshop was arranged by the Austrian Federal
Ministry of the Interior. At this workshop, the
ILEAnet Steering Committee was presented a
number of projects in which the Austrian LEAs
are being involved . The showcased projects
included: ‘Tracking Criminal Transactions in
Virtual
Currency
Systems’,
‘Mobile
communication and multi-sensor solutions for
safety and risk management in the field and in
property protection’, ‘IT-supported search and
comparison of shoe print marks in a crime scene
and reference shoe database’, ‘Foresight
Cockpit – Strategic Foresight’. The latter part of
the workshop gave an opportunity to discuss the
role of Social Science and Humanities in
Security Research and the quality and training
standards of consultants and service providers
in the security industry. It was also an occasion
for the representatives of ILEAnet and I-lead to
meet up.
On 19 and 20 February 2019 in Rome, the WP4
Leader participated in DANTE (Detecting and
ANalysing TErrorist-related online contents
and financing activities) events. It started with
DANTE experts' workshop on ‘Developing
training curricula for LEAs on counterterrorism and intelligence tools’. The Workshop
was followed by the DANTE Final conference
entitled ‘Opportunities and challenges with
using technology in the fight against terrorism
at EU level’. ILEAnet grounded and
strengthened its position as the relevant partner
for ease the dialogue between those projects and

the LEAs community, what is in accordance to
the new ILEAnet approach.
After the DANTE Final Conference,
discussions took place for common future
cooperation.
Strategy for the next six months
According to the decision undertaken by the
Steering Committee in January 2019, reflecting
on the relevance of the Annual Cycle-based
workplan, the ILEAnet project will still
maintain a Cycle-based approach but not
necessarily across one year in order to give each
WP sufficient time to complete their tasks. In
parallel, ILEAnet will reinforce its focus on its
interactions with other initiatives and projects in
order to trigger and facilitate discussions
between them and the LEAs.
WP4 participants will be strongly involved in
the cycle-related activities, such as the
outcomes of ‘Calls for Solutions’ and the
following actions to be undertaken.
In the reporting period, the WP4 activities were
mostly focused on the cooperation with projects
outside the ILEAnet network, so that LEAs
could fully benefit from the results of these
projects' work. To this purpose, was created a
questionnaire that can be easily used by any
LEA’ representatives and prompt their dialogue
with the projects’ team with the objective to
make a preliminary assessment of the suitability
of various projects for routine LEAs' activities.
In parallel, the full responses to ‘Questionnaire
on ILEAnet Member States Security Programs’
are to be structured, analysed and included into
the final ILEAnet recommendations. Likewise,
the most interesting examples of projects
developed at national level will be put up on the
ILEAnet online platform.
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ILEAnet Second Public Workshop, Riga (Latvia), 10-11 April 2019 and its
follow-up
Responding to a concern from the EU
Commission to encourage concrete and tangible
results for a more secure Europe, the second
ILEAnet Public Workshop on April 2019 was
designed to inform the participants about
research projects of at least TRL 6 but also to
prompt their thinking about possible ways to
facilitate the uptake of these projects by LEAs.
This very practical perspective brought on the
current topic of “Tools, methods and good
practices for conducting online financial
investigations to support investigations of
serious organised crime, cybercrime, terrorism
and illegally mediated migration” was very well
received by the 65 workshop participants,
among whom 25 external experts and 12
security researchers.
The workshop core activity were the case study
sessions. Five projects were contacted and
invited by designated ILEAnet teams of
facilitators:
RAMSES (EU): Internet forensic platform
for tracking the money flow of financiallymotivated malware
DANTE/ANITA (EU): Tool for the
analysis of complex multimedia and multilanguage terrorist-related contents, from
both the Surface and the Deep Web
TITANIUM (EU): Tools for the
investigation of the transactions in
underground markets
HEMOLIA (EU): AI tool for monitoring
data flows related to money laundering,
currently commercialised by a Spanish
spin-off company from the HEMOLIA
project named Tech4Fin
MOLECULA (Portugal): Platform for the
automatic detection of discrepancies
between declared and possessed assets
The case study sessions were carefully designed
to promote the consistency and coherence of the

outputs across the five sessions. A bespoke
TELOS questionnaire has been defined and
used in order to allow accurate reporting of the
sessions.
This final session provided an opportunity for
participants to reflect on the presentations and
case-study sessions they attended in order to
identify the key enablers and barriers they could
see existing for the effective implementation of
research and innovation projects by LEAs. In
small groups, they were asked to discuss these
hindering and enabling factors then to rank
them prior to reporting back their top 3 findings
for each category to the rest of the audience.
The top three barriers to the effective
implementation of research and innovation
projects were identified as:
1. Lack of LEA practitioners’ participation
2. Lack of awareness among LEAs about
projects
3. Implementation of technologies into
multiple LEA systems
The top three enablers to the effective
implementation of research and innovation
projects were identified as:
1. Clearly defined LEA strategy and needs
2. Continuous LEA practitioners’ engagement
3. Standardisation and interoperability (of
systems/technologies)
In line with the workshop design, lessons
learned during the meeting as well as a a clear
interest from many participants in the proposed
solutions, ILEAnet set up a series of follow-up
events with the projects in order to support
their implementation: a first webinar was
scheduled the 18 o June with RAMSES. 34
people from 13 countries participated in this
webinar, which allowed a better valorisation of
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the project for a community of possible users.
Following the webinar, a satisfaction survey
was sent to the participants, for 87% of them the
event met their expectations. From now on,
ILEAnet will prepare the next phase

(appropriation phase) which will include either
direct meetings between the project leader and
the participants (B to B), in order to work on
implementation issues.

Conclusion
The period from Month 19 to 24 saw several improvements and realisations.
Building on decisions taken during the steering
committee held in Bucarest (September 2018)
and in Vienna (January 2019), ILEAnet has
undertaken its tasks in two main directions: to
meet EU expectations but also to fulfill its
contractual obligations (through the ILEAnet
workflow) of being inventive and making the
most of collaboration opportunities. It means:
Maintaining the annual cycles, but not on a
yearly basis, which proved to be not
realistic.
Reinforcing efforts dedicated to the
interactions with other initiatives and
projects of interest and relevance to the
ILEAnet agenda.
Implementing the renewed vision of
ILEAnet by making it more tangible and
concrete.
Enhancing
the
project’s
practitioner network with the support of
INCs will only be possible if both
practitioners and academics find an interest
in ILEAnet activities. There’ll be therefore
value inproviding them:
o

o

A conducive environment for
discussions on research and
innovation, informed by the
workpackage outcomes, and
essential in finding out detailed
research needs,
A whole range of “services”
facilitating the uptake of research

projects’ solutions into practice, e.g.
the ILEAnet toolbox, including
events, references database and
webinars.
o

An engaging ILEAnet
Platform.

Online

This goal is within ILEAnet’s reach, as shown
by the success of ILEAnet second public
workshop. It’s now up to ILEAnet to make the
most of this success by organizing the followup activities which will further demonstrate the
ILEAnet add-value.
Regarding WP1 networks and connections, the
integration of European LEAs from nonILEAnet countries is under discussion.
Law Enforcement Challenges and Needs’ desk
reviews and surveys have delivered significant
outcomes, to be analysed further by the related
WP. The analysis of ILEAnet Questionnaire on
“Support the identification and control of
irregular
migration
through
modern
technologies” will begin in July 2019. An
update of WP2 activities and analysis will be
available in the next Public Report.
Following WP2 activities and outcomes, Cycle
3 will allow initiating the State-of-the-Art
commissioning process. It will provide gap
analysis reports based on Call for Solutions
responses. Once collated, the responses to the
Call will facilitate further gap analysis that will
help to strengthen the credibility of the project
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Annexes: desk review resources
This is an addendum to the resources already available in previous Public Deliverables.
Support the control of irregular migration through modern technologies
Projects:
ATHENA/SCAAN : https://research.shu.ac.uk/centric/project/scaan/
EMSA SafeSeaNet : http://www.emsa.europa.eu/ssn-main.html
ROBORDER : https://research.shu.ac.uk/centric/project/roborder/
ePOOLICE : https://research.shu.ac.uk/centric/project/epoolice/
CUBIST : https://research.shu.ac.uk/centric/project/cubist/
ANDRUPOS : https://andrupos.com/project
ASGARD : http://www.asgard-project.eu/
MEDI@4SEC: http://media4sec.eu/about/
SURVANT: https://www.survant-project.eu/
ARGUS: https://www.remotesensing.at/argus/
iBorderCtrl: https://www.iborderctrl.eu/The-project
PROTECT : http://projectprotect.eu/
SafeShore: http://safeshore.eu/
SUNNY: http://www.sunnyproject.eu/
EUCISE2020: http://www.eucise2020.eu/
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