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Executive Summary
This public report aims to give an insight to
the work performed within ILEAnet from
month 13 to 18. The work done within each
Work Package is described in two steps:
1. Report of the general activities
2. Strategy for the next six months.
The ILEAnet Community is still growing
up. Two more Scientific Referents have
been nominated (Latvia, United Kingdom).
Last but not least, the first ILEAnet
webinar, dedicated to Slandail project, has
been planned.
The ILEAnet Knowledge Factory is ready to
be used. Due to maintenance and
improvement, the Online Platform has been
offline, moving to a new Platform, which is
now available. Moreover, a specific webpage
dedicated to Research & Academia will soon
be available on the ILEAnet website.
The First ILEAnet Public Workshop,
scheduled in Dublin (Ireland) 11-13 June

Public

2018, has been an important event of this
third period. This first ILEAnet public event
was dedicated to "Contemporary challenges
for community policing and public security
in migrant and heterogeneous
communities". It has welcomed more than
60 attendees coming from Law
Enforcements Agencies as well as Academia
and was organised according to three main
steps:
1) ILEAnet marketplace: the first ILEAnet
results showcased in form of 7 stands;
2) ILEAnet “Innovating labs” (structured
around pre-identified subtopics related to
Community Policing and Migration) and
“Integrating labs” (involving H2020 or FP7
projects and implementation of their
results);
3) Conclusions and vision for the next year.
This report includes a complete feedback of
this first ILEAnet Public Workshop.
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Introduction

ILEAnet is a European project funded by the
European Union’s Horizon 2020 research
and innovation programme and launched on
1 June 2017 for 5 years duration. The overall
objective of ILEAnet is to build and develop a
sustainable
organizational
Law
Enforcement Agency (LEA) practitioners’
network focused on Research, Development
and Innovation (RDI). ILEAnet addresses
LEA challenges, together with a community
of individuals, including practitioners and
experts from academia and industry,
interested to exchange and collaborate in
this area.
More detailed information about the project
is available in the Public report on the
ILEAnet findings n°1, available online
(www.ileanet.eu).
The ILEAnet Network and Community are
created in two ways: top-down and bottomup.

Top-down:
ILEAnet functions as a network of
organisations. It is aligned with existing
institutional structures respecting the
corresponding institutional mandates and
operational set-ups.
Bottom-up:
In addition, ILEAnet functions as a
community of people who are interested in
innovation centred collaboration. Thereby,
innovation is facilitated, and key LEA
challenges are addressed.
The effective iterative interaction between
these two approaches helps to identify needs
and opportunities and prioritise suggestions
with respect to future LEA-relevant RDI in
the EU and national programmes, policies
and standardization efforts.

Figure 1: ILEAnet involved countries

Public
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21 partners from 17 countries are involved in
the project. Most of them are practitioners,

together with
institutes.

Organisation

research

centers

Country

French Ministry of Interior

France

Ecole Nationale Supérieure de la Police

France

Federal Ministry of the Interior

Austria

Deutsche Hochschule der Polizei

Germany

Hungarian National police

Hungary

Italian Public Safety Department, Ministry of Interior
Police Service of Northern Ireland

and

Italy
United Kingdom

ISEM INSTITUTE

Slovakia

Unitad Central Intelligencia Criminal

Spain

ARTTIC

France

University College Dublin, Centre for Cybersecurity & Cybercrime
Investigation

Ireland

State Police of Latvia

Latvia

European Forensic Initiatives Centre

Poland

Ministry of Public Security

Israel

Estonian Police and Border Guard Board

Estonia

Ministry of Interior – Bulgaria

Bulgaria

Cyprus Police

Cyprus

Police of the Czech Republic

Czech Republic

Romanian Ministry of Internal Affairs

Romania

Slovakian Criminal Police, Ministry of Interior

Slovakia

Police Academy in Szczytno

Poland
Figure 2: ILEAnet Consortium
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“The place to ask questions you have and
receive answers you need”
A
collaborative
space,
encouraging
discussions between European LEAs and
researchers has been created. The ILEAnet
Online Platform, hosted in the Community
Management Tool (CMT), allows an
exchange between ILEAnet contributors.
The ILEAnet Online Platform is structured
with respect to the main topics raised by

European practitioners. The interactions are
monitored by several members of the
ILEAnet team: the coordination team, the
ILEAnet National Contacts, the Community
manager and the Scientific coordination.
Today, the ILEAnet online platform is
growing quickly. Users from LEAs and
Academia can interact on a daily basis in the
specific “ILEAnet Network” group.

Figure 3: ILEAnet Online Platform Landing page

Public
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As explained in the first public report, the
ILEAnet annual workflow can be described
as follows:

Figure 4: ILEAnet Annual Cycle

1.

Define the practitioners Challenges
and Needs
2. Monitor, collect and organise the
current state of the art and existing
or recent research initiatives

Public

3. Identify
gaps,
requirements,
opportunities and priorities
4. Provide recommendations and feed
them back to the Consortium
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Main findings

WP1 aims to provide the resources to and
inputs from the ILEAnet National Contacts
(INCs) and their respective national
networks of practitioners, academia,
industry and other stakeholders.

The ILEAnet National Contacts (INCs)
As a reminder, ILEAnet is organised around
ILEAnet National Contacts (INCs), who are
dedicated ILEAnet consortium members or
Law Enforcement Agency representatives
from all involved member states. They are

responsible for the functioning of their
“national networks”.
As explained in the First ILEAnet Public
Report, the first months were mostly
dedicated to resources and networks
mapping from each involved country. They
were also dedicated to create and/or enlarge
the national networks and to promote the
project. The INCs had a strong role to play in
this purpose. At the same time, online
activities
started
and
interesting
discussions were ongoing on the Online
Platform through the INCs’ involvement.

An updated table of INCs, including email addresses, is available on ILEAnet website.
Report of general activities from the
previous six months (M13 – M18)
The ILEAnet Network+Community group
activities for the third six months period can
be summarised as follows:
a. Coordination of the ILEAnet national
networks by the INCs in their respective
countries:
During the ILEAnet third semester, the
collaboration with and between the INCs has
been already well established. A new partner
has joined the ILEAnet Consortium, the
Police Academy from Szczytno (WSPol),
through an amendment approved by the
European Commission on 18 June 2018. The
INC representing this partner organization
is Jakub Muraszko.
During the General Assembly held just after
the First Public Workshop, the members
decided to deploy the ILEAnet Online
Platform, which was initially hosted by the

Public

Community Management Tool-CMT, on a
separate and independent server in order to
resolve the perceived security issues and to
allow for more customization. The initial
platform was therefore taken offline from
the beginning of November until 17
December 2018 for redevelopment purpose.
b. Facilitation of the contributions from the
national networks to ILEAnet One of the
INCs’ role is to facilitate the contributions
from the national networks via different
means, such as translation to national
languages,
collecting
input
via
questionnaires, inviting the national
network members to the ILEAnet online
groups, etc. A great progress had already
been registered in the second semester and
continued during the third semester, with
the following activities having taken place:
Approval of the three major focus topics to
be looked at to capture and analyze end
users’ challenges and needs.
The INCs validated the topics to be looked at
to define and analyze end-users’ challenges
for this Second Annual Cycle:
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•
•

•

Trends and new threats in cyberrelated and cyber-enabled crime;
Methods and good practices for
conducting financial investigations
to support investigations of serious
organised
crime,
cybercrime,
terrorism and illegally mediated
migration;
Support the identification and
control of irregular migration
through modern technologies.

The first and second topics of the Second
Annual Cycle emerged from the Annual
Cycle surveys, completed by the INCs and
their networks. As a reminder, the
questionnaires were created by WP2,
discussed and validated by the INCs who
sent them to their national networks. The
third topic resulted from the group
discussions held during the ILEAnet First
Public Workshop.
Invitation of academic experts to the
ILEAnet Online Platform: As explained in
the previous six months’ report, the ILEAnet
Online Platform was divided in two distinct
groups: ILEAnet Practitioners Community
(for practitioners only) and ILEAnet
Network+Community for practitioners and
academics. These new Academic members
come from various research fields, such as
Technology, Computer Science, Humanities
and Data Science.
Invitation of the most relevant experts to
the First ILEAnet Public Workshop: The
more relevant profiles were selected and
invited to attend the ILEAnet Public
Workshop, scheduled in Dublin (Ireland) on
11-13 June 2018 and focused on
“Contemporary challenges for community
policing and public security in migrant and
heterogeneous communities”.
The workshop brought together nearly 60
participants: practitioners, police officers,
representatives of the Academic world and
European project holders from 19 European
countries. The workshop included three
main parts: marketplace (ILEAnet activities
and results showcased in form of 7 stands),

Public

Innovating Lab session (a workshop
gathering practitioners and academics, with
the aim to identify existing challenges and
structure the related needs) and Integrating
Lab
session
(exchange
between
practitioners and the R&D project
representatives about the possible use of
their projects results). ILEAnet has proven
its ability to facilitate the innovation
approach of Homeland security services by
confronting the operational needs with the
results of research and innovation projects.
A detailed report of this First ILEAnet Public
Workshop is available online (Deliverable
5.4).
In addition to the above, the INCs continued
to support the project strategy as follows:
• The INCs have at their disposal a
number of documents that allow them to
communicate on the ILEAnet project:
the ILEAnet leaflet, the ILEAnet public
website (translated into six languages),
the official public presentation of the
project and roll-up banners that can be
used during external events.
• A handout was specifically designed in
this period to support the INCs in their
networking activities.
• As already explained in the previous
report, the ILEAnet Charter (D5.3) which provides the terms of reference
for the functioning of the ILEAnet
Network+Community and specifies the
terms and conditions to which all
members need to abide - was amended
to reflect the need of the new members
to share their profile information with
the other users to create trust.
• A video involving the coordinator and
the French INC was shot, its objective
being to present the platform and
reassure about the restricted and safe
environment it provides to its users. The
video has been presented at the Security
Research Event (SRE) in Brussels in 2018
and is accessible to all users.
• National groups are still being created
on the ILEAnet Online Platform: the
Online Platform was migrated to the
stand-alone platform (4 November 2018
- 17 December 2018).
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c. Expert contributions from the INCs to
ILEAnet
The
INCs
themselves
significantly
contributed to the increased activity on the
ILEAnet Online Platform as experts,
especially by providing feedback on required
improvements, by generating questions and
by contributing to the existing discussions.
During the General Assembly held on 13
June 2018, the ILEAnet participants decided
that the ILEAnet Online Platform should be
hosted as a stand-alone platform, where
modifications to some functionalities are
being implemented. Thus, to meet the
expectations of the ILEAnet partners, the
activity on the Platform has been reduced
from September until November 2018 to
migrate
and
test
these
adjusted
functionalities.
In addition to the management of their
national networks, contribution to the
improvements of the platform and to the
identification of relevant experts, the INCs
provide their own input directly to the
ILEAnet Network+Community group.
To sum up, the INCs are now familiar with
the activities proposed by the project such
as:
To participate actively to the ILEAnet
National Contacts group
To contribute to the ILEAnet
Practitioners group and the ILEAnet
Network+Community
To ask questions and engaging
discussions within these groups
To vote on the best topic for the Speeddating
To participate to the Speed-dating
exercise by responding to the questions
raised
To post questions and to respond to the
existing ones.

Public

Strategy for the next six months
The INCs continue to invite new members to
the ILEAnet Online Platform and use the
new Platform to follow-up closely on any
needed adjustments.
Several activities are planned for the next six
months on the Online Platform:
Following-up the first ILEAnet Public
Workshop, and the great interest raised
by project coordinators in Security
Research
among
the
European
Practitioners, it was decided that
discussions will be prolonged on the
ILEAnet Online Platform. Webinars are
thus being organised with some of the
projects met, by the Scientific
Coordination with the help of the INCs
who will be in charge of circulating
details on the selected projects to a
targeted audience.
The speed-dating activity, as detailed in
the previous reports, will be repeated
adopting a focus on different topics.
The INCs will be involved in the coming
weeks in the preparation of the Second
Public Workshop, to be held in April
2019.
During the First ILEAnet Public Workshop,
the INCs have been involved in the break-out
sessions (the “Innovating labs”, structured
around pre-identified subtopics related to
Community Policing and Migration) as well
as to the “Integrating labs” involving H2020
or FP7 projects and implementation of their
results. These interactive exercises and the
related discussions should then continue
online after the meeting.
As the interactivity and practitioneroriented activities of the First Public
Workshop were much appreciated by the
attendees and led to valuable outputs, this
format will also be adopted in the Second
Public Workshop. Building on their first
Public Workshop experience, the INCs are
expected to contribute actively and
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encourage an optimal exchange of ideas in
the group discussions they will be joining.

Work Package 2 aims to collect
contemporary challenges and needs for Law
Enforcement Authorities at national and EU
level in order to facilitate solving these
challenges research and development
activities. WP2 serves as an input for WP3
and WP4 providing them with the necessary
opinion to focus on specific thematic areas.
Report of the general activities
During the first six months of the second
year of ILEAnet project, in the framework of
work package WP2, the following has been
achieved:
The results of the first project year were
presented at ILEAnet Public Workshop
#1, 11-12 June 2018 in Dublin. The results
were also elaborated in more detail
during the General Assembly on 13 June
2018.
Three focus topics for the second Project
Cycle (also called Annual Cycle) for
capturing and analysing end-user
challenges and needs were determined
and agreed during the Steering
Committee meeting on 19 September
2018 in Bucharest. This enabled the
actual start of activities for the second
project cycle.
Expectations from work packages WP3
and WP4 about the data to be provided
by WP2 during the second Project Cycle
(also called Annual Cycle) were clarified
at the Work Package Leaders meeting on
18 September in Bucharest. The focus of
surveys in WP2 was consequently
adjusted, comparing with the first
project cycle.
The first focus area for the second
Project Cycle is Trends and new threats

Public

in cyber-related and cyber-enabled
crime. Based on top-down approach, the
review of policy documents was
elaborated in order to capture law
enforcement challenges and needs in the
area of cyber-related and cyber enabled
crime.
The second and third focus area for the
second cycle are respectively Methods
and good practices for conducting
financial investigations to support
investigations of serious organised
crime, cybercrime, terrorism and
illegally mediated migration and
Support the identification and control
of irregular migration through modern
technologies. The documents for desk
review on those topics were collected
and desk review is under preparation.
Based on bottom-up approach, the
survey on cyber-related and cyberenabled crime will be developed and
conducted via ILEAnet end user network
in December 2018 – January 2019.
During the reporting period (June –
November 2018), there was also
observed the activities in ILEANET
community+network
and
ILEAnet
practitioners’ network groups in order
to detect and analyse the questions from
practitioners that may arise on specific
aspects of law enforcement activities.
A desk review of twenty-three strategic and
policy documents and projects was
conducted regarding the first focus area
(Trends and new threats in cyber-related
and cyber-enabled crime). For the second
and third focus areas, the documents for
desk reviews were collected. Reviewed
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documents until then are available in the
Annex of the current report.
The activities for the second Annual Cycle
(June 2018 – May 2019) as well as for the
third period of the project (June 2018 –
November 2019) are ongoing as planned.
They are anticipated to be fulfilled as
foreseen in the overall project plan.
Strategy for the next six months
Those
results
are
considered
as
intermediate results for the second Annual
Cycle. During the next reporting period
(December 2018 – May 2019) the activities
will focus on the completion of all the
remaining activities of the WP2 for the
second Annual Cycle. They include:
Conducting the Survey on cyber-enabled
and cyber-related crime;

As a reminder, WP3 tasks are as follows:
Enhancement and analysis of the online
profiles of the ILEAnet community
members;
Identification and coordination of
specific best practice and state-of-theart/technology reports;
Initial gaps and opportunities analysis;
Development and management of the
ILEAnet wiki (ILEAnet Knowledge
Factory).
As explained above, it has been agreed that
ILEAnet platform needs to be deployed on a
separate and independent server. The
original platform was therefore taken offline
for redevelopment. With limited access to
the platform, the work of the last six months
has been refocused somewhat.

Public

Based on the collected list of documents,
achieving the desk study and conducting
surveys on focus topics 2 and 3;
Analysing and presenting the results.
Desk reviews on the second and third focus
topics will be composed similarly to the
previous ILEAnet desk reviews. The results
will be presented in next Report.
In addition to a general overview, some
detailed analysis will be conducted on:
o Technologies allowing live monitoring of
cyber-crime activities in cryptocurrencies
and blockchain-based systems;
o Technologies supporting data annotation
tools for digital forensic crime investigation;
o The blockchain technology for use with
classified data to increase data and network
security for public authorities;
o Technologies in order to identify securityrelevant trends, risks and opportunities
from multimedia data in the field of cyber
security.

Report of the general activities
The Online Platform
Some improvements have been adopted in
the field of the ILEAnet Charter page, the
online profiles, general explanations of fields
and a series of “how-to” guides. The ILEAnet
Knowledge Database is now online and
available for the use of the registered
members. This tool allows sharing,
evaluating and searching knowledges.
An update of the Knowledge Factory and
analysis of ILEAnet member profiles has
been included in the First ILEAnet Public
Workshop.
As a reminder, the Knowledge Factory aims
to collect, share, evaluate and search
"Knowledges" in security research, which
means resources such as:
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national and European projects
academic publications
reports, white papers
official publications
websites
events
Others

All the ILEAnet network members are
welcome to feed the Knowledge Factory and
to use this tool as their own. Adding
knowledges is also a good way to increase
visibility of works!

Figure 5: "Add a Knowledge" interface

Last but not least, a huge of preparatory
work, in relation with 2nd Annual cycle, has
been done within the WP3 together with the
coordination and steering committee.

Strategy for the next six months
The daily work will allow trialling the
updated functionalities of the new ILEAnet
online Platform. The work will go on in the

The specific objectives assigned to WP4 are
listed as follows:
Analysis
and
opportunities;

Public

feasibility

of

mentioned field, with a specific focus on next
Milestones and Key Performance Indicators.
The analysis of profiles will restart with the
availability of the new online Platform, just
like the feeding of the Knowledge Factory.
An increasing number of entries is foreseen,
as the number of contributors to this
essential tool.

To define the areas of most common
interest for future standardization;
To elaborate recommendations;
To connect with relevant initiatives and
RDI projects.
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Some internal preparatory work was
essential for the beginning of the Annual
Cycle. The interactions with projects and
initiatives are still ongoing. This is also the
case of contacts with Academia and
Industry, through the participation to
external events.
This part describes the activities undertaken
and their effects achieved in the first half of
the second annual cycle of the five ILEAnet
cycles. Since WP4 starts its work within the
second cycle after the period covered by this
report, the undertaken activities have been
mostly focused on building relations with
the external ILEAnet potential partners,
building ILEAnet operational capacity and
preparing tools for more effective
cooperation in the second and then
subsequent ILEAnet cycles.

Report of the general activities
Workflow and tools for transferring data
between work packages
The more depth discussion on the way how
to effectively transfer the data between work
packages within the annual cycle, has been
continued. It was carried out on-line and
during physical meetings between WP4
leader and the ILEAnet Scientific
Coordinator and the WP2 and WP3 leaders.
Some important changes in the workflows
and the unified forms as for the
transmission of data between WPs were
implemented and finally the agreement has
been reached on how to jointly and
effectively cooperate within the second
annual cycle.

ILEAnet Roadmap scenarios

WP2 results

WP3 results

1 INC (or more)
reports a need
within a
challenge
1 INC (or more)
reports a need
within a
challenge

1 INC reports
existing RDI
solution in that
area
1 INC reports
initial or
advanced RDI
projects in that
area
2 INCs (or more)
report existing
solutions or RDI
projects in that
area
No INCs report
existing solution
or RDI projects
in that area

1 INC (or more)
reports a need
within a
challenge
1 INC (or more)
reports a need
within a
challenge

Results of WP4 analysis
Initial
Feasibility
Matching
Study
Successful
Mature /
match!
Implementable
Successful
match!

Premature/No
nimplementable

Solutions or
projects base
on different
processes /
technologies
No applicable

Mature (Can be
implemented) /
Premature
(cannot be
implemented)
No applicable

Roadmap contents
In order to check the possibilities of the
national security research programs in

Public

Decision as for the
Roadmap for RDI
To promote it as
universal solution
To propose its
further
development on
the local/European
level
To consider
standardization
measures
To recommend to
the EC to consider
appropriate
measures (legal,
non-legal, funding)

supporting the ILEAnet goals, the
“Questionnaire on ILEAnet Member States
Security Programs” was prepared. In the
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period covered by this report that
Questionnaire has been distributed by
Scientific Coordinator to the INCs for
collecting relevant information. The results
are expected from them soon.
As being initiated in the previous reporting
period, the standardization measures have
been continued by WP4. WP4 Leader
(together with the ILEAnet Coordinator)
took part in the Interview performed by
Compagnie
Européenne
d’Intelligence
Stratégique (CEIS) and EY, explaining the
role of standardisation in the ILEAnet
project and its possible outcomes. In the last
six months covered by this report, the WP 4
leader cooperated with Polish Committee
for Standardization, PKN on more regular
basis within the PKN/KZ 505 Task
Committee on Forensic Science and through
it with CEN/TC 419 and ISO/TC272
Committees
on
Forensic
Science.
Additionally, 5th - 6th September 2018 PKN
hosted the 18th plenary meeting of CEN/TC
391 Societal and Citizen Security.
Getting contact with the externs
In order to get contact with the industry,
academia, other projects and groups of
interest but also to promote the ILEAnet
goals, WP4 representatives actively
participated in the external events. On 3-4
September 2018 in Warsaw the third edition
of the Innovation for Crisis Management
(I4CM) event took place. During the event,
the WP4 representatives presented ILEAnet
goals during oral presentation session but
also during dedicated poster session. The
organizers invited the experts and the
representatives from the other important
networks and asked them to share their
experience related to the networks’ building,
functioning and maintenance. The WP4
Leader was requested to take part in that

Public

discussion and to present his insights from
the ILEAnet point of view.
On 30-31 October, in Abu Dhabi, United Arab
Emirates took place the GCC Forensic
Exhibition & Conference which brought
together more than 800 participants not
only from the region of Gulf Cooperation
Council (GCC) but also from the other
continents. One of the keynote speakers
invited by the organizers was Leader of WP4,
who presented his speech on the role of
forensic science networks (“Create your own
constellation! Role of Forensic Networks”).
He used that opportunity to promote
ILEAnet as the network of Law Enforcement
Agencies and Community of Practitioners
who in innovative way do monitor and
discuss various aspects of modern security
research projects, the forensic-related ones
among them.
On 8 November 2018, WP4 Leader
participated in International Brokerage
Event, which took place in Warsaw, Poland.
On 21 November 2018, WP 4 Leader
participated in DANTE Workshop, Lisbon.
DANTE - "Detecting and Analyzing
Terrorist-related online contents and
financing activities" - is project which has
received funding from the European Union’s
Horizon 2020 research and innovation
programme.

Strategy for the next six months
Following the previous cycle’s overview, it
became clear that some amendments to the
Road Map Scenarios are needed for the next
six months period. WP4 will be strongly
involved in the preparation of the Second
ILEAnet Public Workshop, scheduled in
April 2019. Indeed this event annual will be
specifically dedicated to gaps to be filled and
to uptake of research projects by Law
Enforcement Agencies. The networking
activities with the academia, industry and
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the representatives of the other EU-wide
projects will continue as well.

Public
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Conclusion
From Month 13 to 18, many actions have
been undertaken on the basis of the work
done in the first annual cycle of the ILEAnet
project. The collaboration with and between
the INCs has been already well established. A
new partner has joined the ILEAnet
Consortium, the Police Academy from
Szczytno (WSPol, Poland). The members
decided to deploy the ILEAnet Online
Platform on a separate and independent
server in order to resolve the perceived
security issues and to allow for more
customization. The original platform was
therefore taken offline for redevelopment.
This maintenance and improvement phase
is now completed and the new version of the
ILEAnet Online Platform is reachable for the
members of the Community. Many
networking and new animation activities
are planned, such as the ILEAnet Webinars.
The INCs validated the topics to be looked at
to define and analyse end-users’ challenges
for this Second Annual Cycle:
Trends and new threats in cyber-related
and cyber-enabled crime
Methods and good practices for
conducting financial investigations to
support investigations of serious
organised crime, cybercrime, terrorism
and illegally mediated migration
Support the identification and control of
irregular migration through modern
technologies
The Community is still growing, among
others by the invitation and contribution of
academic experts to the ILEAnet Online
Platform. The ILEAnet Public Workshop has
also been an important moment of sharing
and building.
Some internal preparatory work was
essential for the beginning of the 2nd Annual

Public

Cycle. The interactions with projects and
initiatives are still ongoing. This is also the
case of contacts with Academia and
Industry, through the participation to
external events.
Fill the Gap! the Second ILEAnet Public
Workshop will take place in Riga (April 2019).
The topic of the Workshop will be: “Tools,
methods and good practices for conducting
financial
investigations
to
support
investigations of serious organised crime,
cybercrime, terrorism and illegally mediated
migration”. The workshop will welcome
LEAs and academic experts from all over
Europe. It will focus on ways to implement
the solutions brought by security research
projects. It is expected to help identify the
hurdles that may stifle the uptake of
projects’ outputs and, ultimately, to inform
an ILEAnet toolbox for implementation. The
ILEAnet Public Workshop’s focus is in full
alignment with the European Commission’s
objective to encourage concrete results for a
more secure Europe. A specific synthesis will
be available in next Public Report.
More than a project, ILEAnet aims to be a
living network. After one year and a half,
ILEAnet has become increasingly concerned
with enhancing its practitioner network and
facilitating the uptake of research projects’
solutions into practice. Always in
accordance with the working plan, a
renewed vision, including a toolbox of
networking activities, is under construction.
More details will be provided soon!
If you are interested in joining ILEAnet
Community, keep in mind that you can send
a request to your national INC! The contact
table is available here:
https://www.ileanet.eu/ileanetconsortium/il
eanet-national-contacts/
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Annex: Desk review resources
Cybercrime
European agendas and strategies:
The European Agenda on Security, 2015, EC:
https://www.cepol.europa.eu/sites/default/files/european-agenda-security.pdf
EU Policy Cycle for organised and serious international crime for the period 2018 – 2021, EC:
https://www.europol.europa.eu/crime-areas-and-trends/eu-policy-cycle-empact
The EU Cybersecurity Strategy 2013, EC:
https://eeas.europa.eu/archives/docs/policies/eu-cyber-security/cybsec_comm_en.pdf
Global Cybercrime Strategy, 2017, Interpol:
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=8&ved=2ahUKEwjDibGFzr_e
AhVKkywKHfwnAX8QFjAHegQIABAC&url=https%3A%2F%2Fwww.interpol.int%2FMedia%2FFiles%
2FCrime-areas%2FCybercrime%2FGlobal-Cybercrime-StrategySummary%2F&usg=AOvVaw1fbe74JkIaqJmfTIxakVEj
Marsh
Continental
European
Cyber
Risk
Survey:
2016
Report:
https://www.marsh.com/cy/en/insights/research-briefings/continental-european-cyber-risk-survey2016-report.html
The Directive of Network and Information Security Systems (NIS Directive), 2016, EC:
https://ec.europa.eu/digital-single-market/en/network-and-information-security-nis-directive
Internet Organised Crime Threat Assessment (IOCTA), 2018, Europol:
https://www.europol.europa.eu/activities-services/main-reports/internet-organised-crime-threatassessment-iocta-2017
Serious and Organised Crime Threat Assessment (SOCTA), 2017, Europol:
https://www.europol.europa.eu/activities-services/main-reports/serious-and-organised-crimethreat-assessment
The Council of the European Union Working Party on General Matters including Evaluation
(GENVAL), 2017, EC:
https://www.coe.int/en/web/octopus/blog/-/blogs/genval-evalutation-reports-on-cybercrime/

Other documents and projects of relevance:
Cyber Risk Survey Report 2018 Cyber Risk from a Swiss Perspective, Kessler, 2018:
https://www.kessler.ch/fileadmin/09_PDFs/KS_Cyber_Report_2018_EN.pdf
EE: Cyber Security Strategy 2014-2017:
https://www.mkm.ee/sites/default/files/cyber_security_strategy_2014-2017_public_version.pdf
UK: National Cyber Security Strategy 2016 to 2021:
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/
567242/national_cyber_security_strategy_2016.pdf
SWE: A national cyber security strategy Skr. 2016/17:213:
https://www.government.se/4ac8ff/contentassets/d87287e088834d9e8c08f28d0b9dda5b/a-nationalcyber-security-strategy-skr.-201617213
Finland´s Cyber Security Strategy Background Dossier:
http://www.finlandnato.org/public/download.aspx?ID=110681&GUID=%7BD809A53D-6F7F-4110B602-EC7282C18C2A%7D
The Convention on Cybercrime of the Council of Europe (CETS No.185), 2001, EC:
https://www.coe.int/en/web/cybercrime/the-budapest-convention
Internet Governance – Council of Europe Strategy 2016-2019, EC:
https:/rm.coe.int/16806aafa9
Designing and Implementing National Cyber Security Strategies NOVEMBER 2016, ENISA:
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https://www.enisa.europa.eu/publications/ncss-good-practice-guide
Cooperation between CERTs and Law Enforcement Agencies in the fight against cybercrime - A first
collection of practices, ENISA:
https://www.enisa.europa.eu/publications/cooperation-between-certs-and-law-enforcementagencies-in-the-fight-against-cybercrime-a-first-collection-of-practices
Good Practice Guide for Addressing Network and Information Security Aspects of Cybercrime, ENISA:
https://www.enisa.europa.eu/publications/good-practice-guide-for-addressing-network-andinformation-security-aspects-of-cybercrime
Project RAMSES, Ransomware & Banking Trojan, H2020: https://ramses2020.eu/project/
Project Camino, Comprehensive Approach to Cyber Roadmap Coordination, FP7 Security:
http://www.fp7-camino.eu/assets/files/Book-CAMINO_roadmap_250316.pdf
Project COURAGE, Cybercrime and Cyberterrorism European Research Agenda, FP7 Security:
https://www.courage-project.eu/courage/?page_id=179
https://cordis.europa.eu/result/rcn/189770_en.html
Project
E-CRIME,
Economic
Impacts
of
Cybercrime,
FP7
Security:
https://cordis.europa.eu/result/rcn/212712_en.html
Project CYBERROAD, Development of the CYBER crime and CYBER terrorism research ROADmap,
FP7 Security: https://www.cyberroad-project.eu/en/publications/
https://cordis.europa.eu/result/rcn/191804_en.html
Microsoft, Academia and Law Enforcement Launch Initiative to Set Up Network of Cybercrime
Investigation Centres of Excellence:
https://cordis.europa.eu/news/rcn/118950_en.html
EU project develops computer forensic tools to fight cybercrime:
https://cordis.europa.eu/news/rcn/21108_en.htm

Conducting financial investigations
Terms:
Financial crime, https://www.interpol.int/Crime-areas/Financial-crime/Financial-crime

Challenges:
Best Practices in Conducting Financial Investigations in a Cashed-Based Economy & Tax Implications:
https://www.coe.int/en/web/moneyval/implementation/financial-investigations
http://www.fatfgafi.org/media/fatf/documents/reports/Operational%20Issues_Financial%20investig
ations%20Guidance.pdf
Strategy event overview:
https://www2.deloitte.com/content/dam/Deloitte/au/Documents/risk/deloitte-au-risk-financialcrime-strategy-roadshow-14.pdf
Research:
https://www.ey.com/Publication/vwLUAssets/ey-tackling-financial-crime-through-integrated-riskand-compliance/%24FILE/ey-tackling-financial-crime-through-integrated-risk-and-compliance.pdf

Serious organized crime:
EU:
https://ec.europa.eu/home-affairs/what-we-do/policies/organized-crime-and-humantrafficking/financial-investigation_en
GB Strategy:
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/
752850/SOC-2018-web.pdf
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GB National Strategic Assessment of Serious and Organised Crime:
http://www.nationalcrimeagency.gov.uk/publications/905-national-strategic-assessment-for-soc2018/file
Recommendations (also links cybercrime and financial investigations). Royal United Services Institute
for Defence and Security Studies, Occasional Paper „Every Transaction Leaves a Trace. The Role of
Financial Investigation in Serious and Organised Crime”:
https://rusi.org/sites/default/files/201709_rusi_everytransactionleavesatrace_wood_web.pdf
Building an effective financial crime change management program, KPMG:
https://advisory.kpmg.us/content/dam/advisory/en/pdfs/building-an-effective-financial-crimeschange-managemnet-program.pdf
Isle of Man strategy 2017-20120
https://www.gov.im/media/1358112/isle-of-man-financial-crime-strategy-2017-2020.pdf
Strengthening the Union framework for prudential and anti-money laundering supervision for
financial institutions
https://ec.europa.eu/commission/sites/beta-political/files/soteu2018-anti-money-launderingcommunication-645_en.pdf
Best Practices in Investigating and Prosecuting Corruption Using Financial Flow Tracking Techniques
and Financial Intelligence, APEC Anticorruption and Transparency Working Group (ACTWG):
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=9&ved=2ahUKEwjCxuedpXeAhWtqIsKHRV5Ct0QFjAIegQIBBAC&url=https%3A%2F%2Fwww.apec.org%2F%2Fmedia%2FAPEC%2FPublications%2F2015%2F10%2FBest-Practices-in-Investigating-andProsecuting-Corruption%2FAPEC-Handbook-Final-September2015_ed2.pdf&usg=AOvVaw3UbWUAb7hIGu-mAoasnkJn

Terrorism:
Revised Strategy on Terrorist Financing:
http://register.consilium.europa.eu/doc/srv?l=EN&f=ST%2011778%202008%20REV%201
Directive (EU) 2015/849 on preventing the use of the financial system for money laundering or
terrorist financing (4th Anti-Money Laundering Directive)
Regulation (EU) 2015/847 of the European Parliament and of the Council of 20 May 2015 on information
accompanying transfers of funds and repealing Regulation (EC) No 1781/2006.
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32015R0847&from=EN
5th Anti-Money Laundering Directive (Amendments to the 4th Anti-Money Laundering Directive) The
5th Anti-Money Laundering Directive, which amends the 4th Anti-Money Laundering Directive was
published in the Official Journal of the European Union on 19 June 2018. The Member States must
transpose this Directive by 10 January 2020.
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agendasecurity/20180417_directive-proposal-facilitating-use-information-prevention-detectioninvestigation-prosecution-criminal-offences_en.pdf
Risk assessment Commission Staff working document Accompanying the document Report from the
Commission to the European Parliament and to the Council on the assessment of the risks of money
laundering and terrorist financing affecting the internal market and relating to cross-border
situations {COM(2017) 340 final} https://ec.europa.eu/newsroom/document.cfm?doc_id=45653
Proposal for a Directive of the European Parliament and of the Council laying down rules facilitating
the use of financial and other information for the prevention, Detection, investigation or prosecution
of certain criminal offences and repealing Council Decision 2000/642/JHA {SWD(2018) 114 final} {SWD(2018) 115 final}
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018PC0213&from=EN

Assessments, overviews:
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The Evolution of the Salafi-Jihadist Threat CSIS 2018, Current and Future Challenges from the Islamic
State, Al-Qaeda, and Other Groups.
Bitcoin, PayPal Used to Finance Terrorism, Indonesian Agency Says:
https://www.wsj.com/articles/bitcoin-paypal-used-to-finance-terrorism-indonesian-agency-says1483964198
US 2015, National Terrorist Financing Risk Assessment:
https://www.treasury.gov/resource-center/terrorist-illicitfinance/Documents/National%20Terrorist%20Financing%20Risk%20Assessment%20%E2%80%93%2
006-12-2015.pdf
Serbia 2018, Risk Assessment of money laundering and risk assessment of terrorist financing:
http://www.apml.gov.rs/REPOSITORY/2256_risk-assessment-eng.pdf
Terrorist Finance Tracking Programme:
https://ec.europa.eu/home-affairs/what-we-do/policies/crisis-and-terrorism/tftp_en
https://ec.europa.eu/info/policies/justice-and-fundamental-rights/criminal-justice/anti-moneylaundering-and-counter-terrorist-financing_en

International context:
FATF

The Commission is a member of the Financial Action Task Force (FATF), the main
international body concerned with combating money laundering, the financing of terrorism
and other threats to the integrity of the international financial system.
Momneyval

The Commission is an observer in Moneyval – the Council of Europe body assessing
compliance with AML/CFT standards.
EGMONT

The Commission is an observer at the Egmont Group of Financial Intelligence Units, that
draws upon operational experience to inform policy considerations, and works to improve
the understanding of ML/TF risks amongst its stakeholders. It also provides an international
platform for the secure exchange of expertise and financial intelligence between FIUs across
the globe (including all EU FIUs)
https://rusi.org/expertise/research/centre-financial-crime-and-security-studies
Illegally mediated migration:
European Migrant Smuggling Centre – EMSC:
https://www.europol.europa.eu/about-europol/european-migrant-smuggling-centre-emsc
European Migrant Smuggling Centre, First Year Activity Report file
https://www.parliament.uk/documents/lords-committees/eu-home-affairssubcommittee/EU%20Action%20Plan%20against%20migrant%20smuggling/eu-action-plan-againstmigrant-smuggling-evidence-volume.pdf
Risk Analysis for 2017:
https://frontex.europa.eu/assets/Publications/Risk_Analysis/Annual_Risk_Analysis_2017.pdf
Communication from the Commission to the European Parliament, the Council, the European
Economic and Social Committee and the Committee of the Regions
EU Action Plan against migrant smuggling (2015-2020):
COM
(2015)
285
final;
https://www.eesc.europa.eu/en/our-work/opinions-informationreports/opinions/eu-action-plan-against-migrant-smuggling-2015-2020
UK, CFI Criminal investigations (Immigration Enforcement):
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/
584221/Criminal-investigationsv1_0_ext.pdf
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United Nations Office on Drugs and Crime Basic training manual on investigating and prosecuting
the smuggling of migrants:
https://www.unodc.org/documents/human-trafficking/Basic_Training_Manual_ebooks_English_Combined.pdf

Migration projects:
European Migration Network, Annual Report on Migration and Asylum 2017
https://ec.europa.eu/homeaffairs/sites/homeaffairs/files/00_arm2017_synthesis_report_final_en.pdf
Belgium further developed cooperation and information exchanges between administrative, judicial
and fiscal institutions at provincial and municipality levels to strengthen the “integrated
approach”393. In this framework, a new project - CONFINE394 “Towards operational cooperation on
local administrative financial investigations in the fight against trafficking in human beings” – was
launched in January 2017 for a two-year period.
Cybercrime and financial investigation:
Good practice study, Cybercrime reporting mechanisms, INTERPOL Global Cybercrime Expert Group:
https://rm.coe.int/168030287c
This cross-sector group brings together experts from different cyber-related fields to provide advice
on including cyberstrategy, research, training, forensics and operations
https://www.interpol.int/Crime-areas/Cybercrime/Activities/Operations-investigations
Approaches in national cybercrime legislation and the UNODC Cybercrime Repository. Organized
Crime Branch, UNODC:
https://unctad.org/meetings/en/SessionalDocuments/Cybercrime%20Nayelly%20Loya%20(UNODC).
pdf

Support the control of irregular migration through modern technologies
Documents:
Communication from the Commission to the European Parliament, the Council, the European
Economic and Social Committee and the Committee of the Regions a European Agenda of Migration:
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52015DC0240&from=EN
Regulation (EU) 2016/1624 of the European Parliament and of the Council of 14 September 2016 on the
European Border and Coast Guard and amending Regulation (EU) 2016/399 of the European
Parliament and of the Council and repealing Regulation (EC) No 863/2007 of the European Parliament
and of the Council, Council Regulation (EC) No 2007/2004 and Council Decision 2005/267/EC:
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R1624&from=EN
Communication from the Commission to the European Parliament and the Council. Smart borders options and the way ahead:
https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2011:0680:FIN:EN:PDF
Communication from the Commission to the European Parliament and the Council Stronger and
Smarter Information Systems for Borders and Security:
http://ec.europa.eu/transparency/regdoc/rep/1/2016/EN/1-2016-205-EN-F1-1.PDF
Stronger and Smarter Borders, Borders for the European Union:
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/securing-euborders/fact-sheets/docs/factsheet_-_entryexit_system_en.pdf
“Passenger Name Record Directive, enhanced security features in travel documents, more systematic
checks on EU external borders and enhancement of the Schengen Information System” European
Commission - Press release, European Agenda on Security: Second report on progress towards an
effective and sustainable Security Union:
http://europa.eu/rapid/press-release_IP-16-3681_en.htm
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COM(2016) 272 final Regulation of the European Parliament and of the Council on the establishment
of 'Eurodac' for the comparison of fingerprints for the effective application of [Regulation (EU) No
604/2013 establishing the criteria and mechanisms for determining the Member State responsible for
examining an application for international protection lodged in one of the Member States by a thirdcountry national or a stateless person], for identifying an illegally staying third-country national or
stateless person and on requests for the comparison with Eurodac data by Member States' law
enforcement authorities and Europol for law enforcement purposes (recast):
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52016PC0272&from=EN
http://spheres-journal.org/the-body-border-governing-irregular-migration-through-biometrictechnology/
European Agency for the Operational Management of large-scale IT Systems in the Area of Freedom,
Security and Justice (eu-LISA) - The agency’s core mission is to be dedicated to continuously add value
to Member States, supporting through technology their efforts for a safer Europe:
https://www.eulisa.europa.eu/
Overview: Migration and Digital Technologies in Southern Europe: a comparative study in Italy and
Spain:
http://www.fes-sociologia.com/files/congress/12/papers/5093.pdf
Global Compact for Sale, orderly and regular migration “Establish appropriate structures and
mechanisms for effective integrated border management by ensuring comprehensive and efficient
border crossing procedures, including through pre-screening of arriving persons, pre-reporting by
carriers of passengers, and use of information and communication technology, while upholding the
principle of non-discrimination, respecting the right to privacy and protecting personal data“:
https://www.un.org/pga/72/wp-content/uploads/sites/51/2018/06/PGA-Letter-Transmission-ofDraft-Rev-3-Global-Compact-Migration.pdf
Annual Report on Migration and Asylum 2017, European Migration Network:
http://emncz.eu/www/files/wysiwyg/00_arm2017_synthesis_report_final_en.pdf
https://ec.europa.eu/home-affairs/what-we-do/policies/irregular-migration-return-policy_en

Strategies:
eu-LISA
Strategy
2018-2022 :
https://www.eulisa.europa.eu/Publications/Corporate/euLISA%20Strategy%202018-2022.pdf
Links
http://www.gfmd.org/thematic-area/strategies-addressing-irregular-migration-andenabling-regular-migration

Challenges:
http://spheres-journal.org/the-body-border-governing-irregular-migration-through-biometrictechnology/
https://www.tandfonline.com/doi/full/10.1080/1369183X.2016.1139446
http://spheres-journal.org/the-body-border-governing-irregular-migration-through-biometrictechnology/
Emmer, M., Richter, C. & Kunst, M. Flucht 2.0 Mediennutzung durch Flüchtlinge vor, während und
nach der Flucht, 2016:
http://www.polsoz.fuberlin.de/kommwiss/arbeitstellen/internationale_kommunikation/Media/Flucht-2_0.pdf
The research project Flight 2.0
https://www.tandfonline.com/doi/full/10.1080/09662839.2016.1276057
The Digital Footprint of Europe’s Refugee:
http://www.pewglobal.org/2017/06/08/digital-footprint-of-europes-refugees/#fn-37745-1
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More than numbers. How migration data can deliver real-life benefits for migrants and governments:
https://www.mckinsey.com/~/media/McKinsey/Industries/Public%20Sector/Our%20Insights/How%
20migration%20data%20can%20deliver%20real%20life%20benefits%20for%20migrants%20and%20g
overnments/More-than-numbers-Screen.ashx
https://frontex.europa.eu/media-centre/news-release/frontex-looks-at-new-border-surveillancetechnologies-ZjjLwv
Constructing the EU’s high-tech borders: FRONTEX and dual-use drones for border management:
https://www.tandfonline.com/doi/abs/10.1080/09662839.2018.1481396?journalCode=feus20

Projects:
EWISA: This project proposal Early Warning for Increased Situational Awareness with acronym
EWISA is addressing the FP7 Theme for Security Research the work programme topic SEC-2013.3.2-1
Pre-Operational Validation (POV) on land borders:
http://www.ewisa-project.eu/index.php/home-3/2-uncategorised/6-description
UAVs pilot project and UAVs Competence Center in Estonian Academy of Security Sciences:

https://news.err.ee/653720/border-guard-gets-surveillance-drones
https://cordis.europa.eu/search/result_en?q=%27irregular migration%27&num=100
Frontex UAVs pilot project:
http://www.europarl.europa.eu/doceo/document/E-8-2018-002403_EN.html
http://www.defenceweb.co.za/index.php?option=com_content&view=article&id=53421:frontextesting-unmanned-aircraft-for-border-surveillance&catid=125:unmanned-aerialvehicles&Itemid=306
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