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List of Acronyms
Abbreviation / Acronym

Description

CEN

European Committee for Standardisation

IPIP

ILEAnet Project Incubation Process

IPUP

ILEAnet Project Uptake Process

LEA

Law Enforcement Agency

MS

Member State

RDI

Research, Development and Innovation

R&I

Research and Innovation

TC

Technical Committee

TELOS

Technical-Economic-Legal-Operational-Scheduling [questionnaire]

WP

Work Package
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EXECUTIVE SUMMARY

This deliverable reports on the design and initial
outcomes of the fourth ILEAnet Public Workshop
held virtually on 9, 10 and 11 June 2021. Entitled
“Standardisation in Security Research”, this 3-day
event aimed to look into the benefits of
standardisation in security research and reflect on
ways to facilitate the involvement of law
enforcement practitioners in standardisation
activities and in Research & Innovation.
Building on some of the work conducted by ILEAnet
to identify the security-related areas of most
common interest for future standardisation and to
support the uptake of innovative solutions by law
enforcement practitioners, the fourth ILEAnet
Public Workshop focussed on:
Standardisation needs in four priority areas
identified by ILEAnet (i.e. cybercrime,
organised crime, irregular migration and
terrorism)
Ways to engage law enforcement practitioners
in standardisation activities and in research and
innovation (R&I) projects.
To reach these goals, the event was structured
around 5 key objectives:
Give an overview of the standardisation
landscape in security.

Public

Provide the ILEAnet community with a better
understanding
of
the
benefits
of
standardisation in security research.
Learn about European research projects which
have conducted standardisation activities.
Help prioritise standardisation domains in
security.
Reflect on best practices to facilitate the
involvement of LEAs in standardisation
activities.
Combining talks from the European Commission
and standardisation experts from official bodies,
showcasing research projects with standardisation
activities, along with lively presentations and panel
discussion sessions from ILEAnet partners, the
fourth ILEAnet Public Workshop was very positively
received by the 118 registered participants who
attended the workshop.
This deliverable reports on the Public Workshop 4
and is structured around 5 sections:
Introduction
Design of the workshop
Description of the workshop sessions
Initial findings
Concluding remarks.
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INTRODUCTION
Thierry Hartmann, ILEAnet Coordinator (French
Ministry of Interior)

Responding to the European Commission's concern
to encourage concrete and tangible results for a safer
Europe, the fourth ILEAnet Public Workshop aimed to
raise awareness of the benefits of standardisation in
security research. Special attention was given to the
design of this virtual 3-day event in order to make the
approach to this somewhat difficult topic as lively
and understandable as possible. The speakers and
ILEAnet partners who took the floor succeeded in
prompting thinking and initiating rich discussions
around standardisation-related issues. The quality of
their contributions was acknowledged by the
participants all along the Public Workshop. Speakers
were warmly thanked for their presentations and
feedback as well as participants for their interactions
during the question slots and interactive sessions.
With the ILEAnet project’s entering its final year, the
event further provided a timely opportunity to reflect
on its legacy. To that regard, ILEAnet's contribution to
the theme of standardisation in security research is to
be considered as one of the project’s sustainable
outcomes.
A conducive environment for security R&I
ILEAnet is concerned with providing a highly conducive
environment for security research and innovation.
This ranges from the identification of operational
challenges and needs to the implementation of
practical solutions. Within this scope, ILEAnet has not
only created and developed a network of LEA
practitioners interested in innovation but also actively
facilitated the dialogue between these practitioners
and the research community. ILEAnet has also been
focusing on concrete ways to foster the uptake of
research projects’ solutions into practice while
reporting on operational needs to inform LEA-oriented
R&I strategies and future research agendas.

Public

Practically, several initiatives, processes and tools
have been developed under ILEAnet to facilitate
communication and collaboration between practice
and research. They consider technical aspects but also
best practices and standards to support the uptake of
research outputs by LEAs.
Standardisation for LEAs
Dealing with standardisation was expected from
ILEAnet. It is one of the requirements of the H2020 call
to which ILEAnet responded. Standards are also
something that security forces are faced with in a very
practical way when, for instance, considering
implementing research solutions, attempting to
collaborate with services from different Member
States or willing to share good practices for
investigations.
However, if the practical implication of
standardisation is obvious, it is not always meaningful
to police officers. Hence the idea of this Public
Workshop was to have an event where participants
would be able to ask, "everything they always wanted
to know about standardisation but were too afraid to
ask"!
Indeed, the ILEAnet coordination team felt that the
topic was not an easy one to grasp. The event’s first
objective was therefore to help LEAs gain a better
understanding of the benefits of standardisation in
security research and see why standardisation
activities should be considered as an investment as
regularly stressed by Patricia Compard (Chairperson of
the CEN/TC 391 Societal and Citizen Security). The
second main objective was to reflect on different ways
to facilitate the involvement of LEA practitioners in
standardisation and R&I activities.
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Demanding agenda and promising outcomes
The careful design of the ILEAnet Public Workshop
resulted in a combination of keynote speeches,
presentations and interactive sessions that provided:
A useful overview of the standardisation
landscape in security
A hands-on understanding of the benefits of
standardisation for LEAs
An awareness of possible ways to encourage the
involvement of LEAs in standardisation activities
and, more broadly, in security R&I.

21 December 2021

Important knowledge and insights were gathered
across the 3 days of the Public Workshop. It is now up
to ILEAnet to build on this to prepare the final
recommendations expected by the European
Commission. The prioritisation of security-related
areas of most common interest for future
standardisation, the reflection on soft standards
facilitating the involvement of LEAs in R&I or the good
practices put forward by research projects with a
standardisation component are all particularly
interesting contributions.

.

Public
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DESIGN OF THE PUBLIC WORKSHOP
CONCEPT AND OBJECTIVES
One of ILEAnet’s missions is to make European LEAs
indicate priorities in domains requiring more
standardisation. This is crucial when arises the
question of implementing research solutions,
collaborating between services from different
Member States or spreading good practices for
investigations.
ILEAnet ensured that the practitioners’ community
had a possibility to fully express LEAs’ standardisation
needs, answering one essential question: “what are
the results of standardisation related to your daily
work that you would welcome the most?”.
As mentioned earlier in this report, building on some
of the work conducted by ILEAnet to identify the
security-related areas of most common interest for
future standardisation and to support the uptake of
innovative solutions by law enforcement practitioners,
the public workshop aimed at focusing on:
Standardisation needs in four priority domains
identified by ILEAnet (i.e., migration, cybercrime,
serious and organised crime and terrorism)
Ways to facilitate the involvement of law
enforcement practitioners in standardisation
activities and in Research & Innovation.

ARTICULATION OF SESSIONS
To reach the goals of the workshop, 3 sessions were
designed.
Day 1 Session: “Setting the scene: standards in
security research: which actors & expected
benefits?” was meant to introduce the
standardisation landscape. Standardisation experts
from official bodies updated the audience on current
thinking and resources in EU security research.

Public

Day 1 mainly covered the following objectives of the
workshop:
Give an overview of the standardisation
landscape in security
Provide the ILEAnet community with a better
understanding of the benefits of standardisation
in security research
Help prioritise standardisation domains in
security (thanks to the panel discussion on the
identification of priority domains, which ended
Day 1).
Day 2 focussed on “Learning from research projects
on ways to facilitate the involvement of security
practitioners in standardisation activities”.
With the event aiming to help its expert audience learn
about
European
research
projects
with
standardisation components, 6 projects shared their
knowledge on standardisation. The assumption was
that on one hand, it allowed gathering information
about projects' experience with standardisation in a
structured way, starting from the call to the concrete
outputs. On the other hand, it eased the dialogue
between the projects' holders and the LEAs audience.
This session was foreseen to meet the fourth objective
of the workshop:
Learn about European research projects which
have conducted standardisation activities.
Day 3 ended with promoting and improving security
practitioners’ involvement in standardisation and
also in Research and Innovation activities.
It intended to fulfil the last objective:
Reflect on best practices to facilitate the
involvement of LEAs in standardisation activities.

P a g e 7 | 31

ILEAnet_D5.7_ART_Public-Workshop-4_R1

21 December 2021

The full agenda can be found in Annex 1 of the
document.

PROJECTS’ IDENTIFICATION AND
PRESENTATION
11 different projects with standardisation components
were identified by ILEAnet for their relevance to the
Public Workshop’s scope, based on the desk study
performed by the standardisation WP4 Leader and the
Scientific Coordination Team.
Ultimately 5 projects accepted ILEAnet’s invitation as
speakers, whilst representatives of some of the other
projects decided to take part in the event as
attendees. A 6th H2020 EU project joined the invited
projects a few weeks before the event upon the
project holder’s request.
INSPECTr (Intelligence Network & Secure
Platform for Evidence Correlation and Transfer)
Shared intelligent platform with novel process for
gathering, analysing, prioritising and presenting
key data to help in the prediction, detection and
management of crime in support of multiple
agencies at local, national and international level.
FORMOBILE (From Mobile Phones to Court)
End-to-end mobile forensic investigation chain
aiming to improve digital safety and security in the
EU while respecting fundamental rights.
EUCISE 2020 (EUropean test bed for the maritime
Common Information Sharing Environment in
the 2020 perspective)
Design, development, integration, verification
and pre-operational validation of Research &
Development services for the implementation of
an interregional network supporting cross-sector
and cross-border information exchange.
DRIVER+ (Driving Innovation in Crisis
Management for European Resilience)
Development and uptake of innovative solutions
that are addressing the operational needs of
practitioners dealing with Crisis Management, in
order to cope with current and future challenges
due to increasingly severe consequences of
natural disasters and terrorist threats.

Public

Stair4Security (Standards,
Research for Security)

Innovation

and

Framework to support policy makers,
practitioners,
industry,
researchers
and
standardisers on innovation research and
standardisation results.
AQUA3S (Enhancing Standardisation strategies
to integrate innovative technologies for Safety
and Security in existing water networks)
Combining novel technologies in water safety and
security, aiming to standardise existing sensor
technologies complemented by state-of-the-art
detection mechanisms.
Special attention was paid ahead of the event to the
projects’ presentation preparation. The ILEAnet
Scientific Coordination (ENSP) liaised with all the
project holders to ensure that they would clearly share
their project’s experience with standardisation,
starting from the call to concrete outputs. After its
successful implementation during ILEAnet Public
Workshop #2 and then Public Workshop #3, the
Technical-Economic-Legal-Operational-Scheduling
(TELOS) Questionnaire appeared not to be relevant in
the context of the Public Workshop #4, which was not
related to the ILEAnet Project Uptake Process (IPUP)
to any extent, therefore a brand new tool was
designed. Thus, WP4 Coordinator, EFIC, supported by
the ILEAnet Scientific Coordination, ENSP, prepared a
questionnaire dedicated to the standards and
standardisation in RDI security projects, in a form of a
template with guidelines for the presentations of the
invited RDI projects (see Annex 2).
The preparation work was complemented by the
completion of one ID card per project (see Annex 3).
The presentation of each project provided an
opportunity for the presenter to engage with a wide
variety of LEA practitioners. The participants were able
to ask relevant questions at the end of each session
and provide valuable observations to enable a deeper
understanding of relevant LEA challenges and needs.
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Participants were also able to provide feedback on the
project results.

PARTICIPANTS
A total of 118 participants from 23 countries attended
the ILEAnet Public Workshop 4 across the 3 days of the
event, distributed as follows:

21 December 2021

biographic elements of the speakers, the ID Cards of
the projects, the agenda and connection information.
Attendees were kept informed of the programme
prior and during the event via regular email updates
and through the ILEAnet public website and social
media accounts (Twitter and LinkedIn). The ILEAnet
community also received end of June 2021 the project
newsletter reporting on its fourth Public Workshop.

LEAs: 29%
Researchers: 27%
Industry representatives: 10%
European bodies: 10 %
Others: 24%
All participants were sent ahead of the event a booklet
put together by the ENSP and which encompassed

Public
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ARTICULATION OF THE PUBLIC
WORKSHOP’S SESSIONS
DAY1: SETTING THE SCENE: STANDARDS IN
SECURITY RESEARCH: WHICH ACTORS &
EXPECTED BENEFITS?
Philippe Quevauviller representing the EU
Commission, first, made a presentation on
European standards, giving the audience concrete
keys to navigate the standardisation world. His
keynote speech went from the benefits and
challenges of standardisation to the existing
mechanisms facilitating the transition from
research to standardisation.
Then, Patricia Compard (Ministry of Interior and
Chairperson of the CEN/TC 391 Societal and Citizen
Security) gave an overview of the standardisation
landscape in security, guiding law enforcement
agencies (LEAs) through the process of
standardisation (why it is a useful tool, how they can
be involved in standardisation efforts and which
organisation to contact etc.).
To further set the scene, Pertti Woitsch (Chairman
of the CEN-CENELEC Sector Forum on Security)
introduced the audience with standardisation
technical committees (TC) covering multiple
security issues that can be of use in LEAs’
standardisation endeavours.
At the end of the morning session, Michel Smithuis
(Chairperson of the CEN/TC 419 Forensic Science
Processes and Director of NRGD – the Netherlands
Register of Court Experts) presented the NRGD’s
perspective on standardisation in forensic science,
giving concrete tools to the audience on how to get
involved with the relevant technical committees.
In the afternoon, the audience gathered for an
interactive session, led by two ILEAnet experts.
First, Pawel Rybicki, ILEAnet WP4 leader and
Director of EFIC - European Forensic Initiatives
Centre, Poland, presented ILEAnet’s priorities in

Public

standardisation, as a result of multiple
consultations of its network of practitioners. Then,
Cameron Mann, ex-UK police force and security
consultant for ILEAnet, led the live ranking of
standardisation domains, using the Klaxoon tool,
where participants defined their priorities in each of
ILEAnet’s domains: cybercrime, irregular migration,
organised crime and terrorism, as well as one
transversal category covering themes common to
the 4 domains.

DAY 2: LEARNING FROM RESEARCH PROJECTS
ON WAYS TO FACILITATE THE INVOLVEMENT
OF
SECURITY
PRACTITIONERS
IN
STANDARDISATION ACTIVITIES
During the event, a total of six different RDI projects
presented their approach to standardisation and
the achieved or expected results:
INSPECTr (Intelligence Network & Secure Platform
for Evidence Correlation and Transfer) shared their
experience in terms of standardisation, the
challenges to overcome, their methodology and
examples of standards they developed (in particular
using the open-source Cyber-investigation Analysis
Standard Expression, CASE).
FORMOBILE (An end-to-end forensic investigation
chain for mobile devices) presented their project’s
work package on the ongoing development of
forensic standards for mobile phones, focusing on
their methodology and the lessons learned so far.
The presentation was made by Karl Grün – Director
of Standardisation at Austrian Standards
International.
EUCISE2020 (EUropean test bed for the maritime
Common Information Sharing Environment)

P a g e 10 | 31

ILEAnet_D5.7_ART_Public-Workshop-4_R1

presented its results on the standardisation of their
Common Information Sharing Environment (CISE)
Service and Data Model.
Finally, at the last minute, a participant offered to
make a brief presentation of their standardisation
efforts, in the area of water security: AQUA3S.
Day 2 ended with a plenary discussion on lessons
learnt and best practices led by ILEAnet expert
Cameron Mann, which organically turned into a
very dynamic panel discussion with the Day 2 and
Day 3 project representatives.

DAY 3: LEARNING FROM RESEARCH PROJECTS
ON WAYS TO FACILITATE THE INVOLVEMENT
OF
SECURITY
PRACTITIONERS
IN
STANDARDISATION ACTIVITIES
Day 3 carried on with the two other European
projects with standardisation components.
DRIVER+ (Driving Innovation in Crisis Management
for European Resilience) presented their
standardisation objectives, the methodology they
used to identify areas for standardisation, the
results obtained (in liaison with CEN/TC391) as well

Public
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as the lessons learned in terms of partners’
awareness and the dissemination of results.
Then, STAIR4SECURITY (Standards, innovation and
research for security in the Disaster Resilience and
Chemical Biological Radiological Nuclear and
Explosive, CBRNe area) gave an overview of its prestandardisation enabling platform and governance
system and how the tool could be used by LEAs and
make a difference in their activities.

DAY 3: PROMOTING AND IMPROVING
SECURITY PRACTITIONERS’ INVOLVEMENT IN
R&D&I: WHAT ROLE FOR STANDARDS?
The day ended with an interactive session reflecting
on the results of ILEAnet’ study on ways to promote
and improve security practitioners’ involvement in
R&I.
Eloïse Chassaing, the ILEAnet Scientific Facilitator,
from ENSP, gave an overview of ILEAnet’s context
and methodology, focusing on how to support the
monitoring and uptake of security research
projects’ results. Then, Pawel Rybicki, shared
ILEAnet’s perspective on the role of standards in
security research, giving useful tools for successful
standardisation.
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INITIAL FINDINGS
To optimise the audience’s interactions, 3 live
sessions were organised during the 3-day Public
Workshop. Based on studies related to
standardisation conducted within ILEAnet, ILEAnet
findings were shared during the workshop and
feedback from the audience were requested to finetune them. A summary of each interactive session is
given hereafter:
Day 1 - Standardisation domains in security:
reflecting on the findings and analysis from
ILEAnet studies and identifying priority domains
Pawel Rybicki, ILEAnet WP4 leader and Director of
EFIC - European Forensic Initiatives Centre, Poland,
presented ILEAnet’s priorities in standardisation, as
a result of multiple consultations of the network of
practitioners.
One of the requirements in the call “Pan European
Networks of practitioners and other actors in the
field of security” (and to which ILEAnet responded)
was that “Practitioners (end-users) in the same
discipline and from across Europe can get together
to indicate priorities as regards domains requiring
more standardisation”.
To do so, ILEAnet realised various activities to
ensure that all its members had a possibility to fully
express their needs for future standardisation.
There were expert panels, series of surveys for
collecting the LEAs proposals for standards,
brainstorming sessions for commenting and
discussing those proposals prior the ILEAnet Public
Workshop.
Before the Public Workshop, ILEAnet surveyed its
LEA community and collected data (i.e.
standardisation needs) based on the following
question: what standards related to your daily work
would you welcome most? Respondents were
asked to indicate the standards according to the
following types: Terminology – Material – Product –
Technology – Process – Procedure – Service –
System.
Public

The purpose of standardisation was divided into
two aspects: (I) enhancement of Performance and
(II) Interoperability. It was assumed that all ways of
standardisation are possible to produce the
standards (i.e. European/international standards
but also corporate standards and any other ways
were accepted).
The purpose of standardisation related to the
enhancement of performance gathered the
following areas:
Safety: Less risk of damages of lives, health, goods,
etc.
Quality: Higher degree of excellence of the LEAs
services,
Transparency: More trustful, fair and honest way of
LEAs operations,
Efficiency: Reduced amount of LEAs time, money,
and effort.
Whereas the purpose of standardisation related to
interoperability concerned:
Semantic:
Common
understanding
operations/data to exchange,
Syntax: Unified context of operations/format
data to exchange,
Transmission: Compatible technical tools
cooperation/exchange of data,
Protocol:
Single
set
of
rules
cooperation/exchange of data.

of
for
for
of

140 proposals for standards were suggested by the
ILEAnet LEA community, corresponding to the four
main fields of the ILEAnet interest (see chart below
for the distribution of collected answers):
Migration,
Cybercrime,
Serious & Organised Crime and,
Terrorism.
A significant portion of answers (11%) was a common
subset, so they were included into a separate
category – the Cross-cutting domains.
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Cybercrime
Serious & Organised Crime
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26%
21%

21%

32%

Terrorism

The proposals were rearranged & combined and are summarised in the table below:

A specifically designed interactive time was then allocated during the Public Workshop to rank the potentials
areas for future standardisation. The ranking was made based on the level of urgency and the level of
importance and has been implemented using the survey functionality of Klaxoon. The results of such ranking are
presented in the figure below.

Public
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Domains requiring standardisation for the 4 ILEAnet Fields

Public
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Day 2 - Facilitated discussion panel on lessons
learnt & good practices for practitioners involved
in projects with a standardisation component
During ILEAnet Public Workshop 4, different RDI
projects
presented
their
approach
to
standardisation and the achieved or expected
results.
Day 2 ended with an open discussion on lessons
learnt and good practices which key “takeaway”
message are reported here below.

INSPECTr
project:
The
importance
of
standardisation to European projects should not
be underestimated, as the implementation of
standards is a success factor to achieve projects’
results.
It does not only concern the implementation of the
project, but the future interoperability between
projects. There is a great need for projects to start
“merging” and being able to work together. The
European Commission will get value for money out
of projects if all projects do start conforming to
standards. Importantly, practitioners themselves
will benefit from the standards. However, vendors
will not comply with any new standard unless end
users and stakeholders put pressure on them to
adopt a standard. Thus, having a standard whereby
you can measure the effectiveness of one tool
against another, is something that we should all be
aspiring for.
As noticed by INSPECTr partners, enabling the
sharing of digital data in a standardised and secure
manner is extremely important. When key
standards become more widely adopted in systems
or tools, like for processing and storage of digital
information, there is a greater potential for
automated normalisation, combination, correlation
and validation of information. So even though
standardisation is a long journey it is worth
struggling to adopt the standard in projects.
Standardisation is definitely key for:
-

Providing
interoperability
projects/platforms.

Public

with

other

-

Encouraging vendor compliance

But also, for:
-

Integrating and validating the tools LEA are
using.

-

Providing unified, even federated, data
analytics.

-

Providing evidential integrity, secure and
reliable exchange.

EUCISE2020 project: The reader is invited to refer
to the project presentation where the takeaway
message was highlighted. We need standards to:
-

Enable interoperability of systems/services.

-

Encourage innovation, foster enterprise and
open up new markets for suppliers.

-

Create trust and confidence in products and
services.

-

Expand the market, bring down costs and
increase competition.

-

Help to prevent duplication of effort.

-

Support greater confidence in procurement.

-

Get interchangeability of system component
suppliers.

CISE Data and Service Model, although developed
for the maritime domain, has a huge potential to
be extended to other domains, thus improving EUwide interoperability. The panelist announced that
CISE is currently looking at extending the scope of
the standards to terrestrial border control. He
therefore invited those who were interested in this
standard, to contact the panelist or CISE whose
contacts can be found on their presentation.

For FORMOBILE Project, standardisation is a
strategic tool and as for every tool, you should
know for which purpose you will use it. So, you need
to be aware of what the tool is about, you have to
learn how to use it and how to apply it in projects.
In FORMOBILE Project, carrying out standardisation
activities (through CEN Workshop Agreement) has
been proven to be successful as dissemination and

P a g e 15 | 31

ILEAnet_D5.7_ART_Public-Workshop-4_R1

21 December 2021

exploitation channels. CEN Workshop activities
have been beneficial to the project to:
-

Raise awareness about FORMOBILE among
target groups (incl. LEAs) in a qualified
manner;

-

Exchange
and
obtain
knowledge,
requirements, expectations, needs from
target groups in a systematic, structured and
controlled way (e. g. surveys, advisory board);

-

Prepare and ease the uptake of FORMOBILE
results by target audiences (increasing the
project impact).

On Day 3, DRIVER+ presentation also included a
takeaway message listing the advantages of
standardisation as shown hereafter:
-

Bridge the gap between solution and (global)
market → market transfer.

-

Standardisation on different levels → access to
network.

-

Transparent standardisation
customer trust.

-

Enable interoperability and compatibility →
decrease costs.

-

Clarification of legal aspects→ compliance.

-

Development of an acknowledged type of
document → dissemination and visibility.

process

→

Day 3 - Promoting and improving security
practitioners’ involvement in R&D&I: what role for
standards?
The workshop ended with an interactive session
reflecting on the results of ILEAnet’ study on ways
to promote and improve security practitioners’
involvement in R&I.
First, Eloïse Chassaing, ILEAnet’s Scientific
Facilitator, gave an overview of ILEAnet’s context
and methodology, focusing on how to support the
monitoring and uptake of security research
projects’ results. Then, M. Rybicki shared ILEAnet’s
perspective on the role of standards in security

Public

research, giving useful tools
standardisation.

for successful

ILEAnet as a research project has a mission towards
the European Commission to
elaborate
recommendations about an environment that
stimulates innovation uptake and research for Law
Enforcement Agencies (LEAs).
And for this, ILEAnet set up two brainstorming
sessions in 2020 with the objective of collecting
recommendations coming from the ILEAnet
community about improving (I) the involvement of
practitioners in security research, development and
innovation, (II) the monitoring of project results and
uptake of research outputs, (III) the common
requirements regarding innovation that should be
implemented and also (IV) standardisation.
The ideas of the first brainstorming activity fed the
second one and kicked off the discussion. The
brainstorming sessions were facilitated thanks to
the Klaxoon tool allowing ILEAnet to efficiently and
interactively collect the ideas from participants.
Once ideas were analysed, ILEAnet came out with
about 60 concrete proposals. An overview of the
brainstorming results has been presented during
the workshop and is available here after.
As a first result, it seems important to the ILEAnet
community to work on convincing LEAs to
participate in research and innovation by
developing awareness programmes, and by
showcasing success stories of research results.
Describing project research benefits was found to
be important to improve LEAs’ participation in
security research projects.
The involvement of practitioners and the uptake of
research outputs can also be improved thanks to
the content and the fine-tuning of research
programmes:
Discussions were raised about TRL and the
implication of LEAs in research projects:
Should LEAs be involved in projects when the
TRL, the technological readiness level, is high or
should they be involved from the very beginning
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with low TRL projects and then increase the
projects TRL with solution providers and
technological partners?
Improvement of the uptake could be made by
reinforcing the assessment of the project
proposals, by tightening the criteria related to
the exploitation of the result.
Making compulsory the work on standards in a
research project could have a positive impact on
the uptake of research outputs.
Looking at the correlation between consortia
partners, and the operational impact of projects,
could also teach a lot and even redesign the
rules of funding allocation.
- Another asset of the brainstorming sessions was
about good practices learnt and shared by the
ILEAnet community, such as performing an indepth background check before launching a
project. It is indeed very important to perform a
state of the art to look at completed or ongoing
projects, and also look beyond Europe to see
what is going on at the international level. It will
make people not reinvent the wheel and not
waste time and money for things that already
exist.
Several interesting suggestions were also made
around the definition of LEAs’ needs and for this
the following would be needed:
-

-

-

Involvement of LEAs experts and senior
managers along with researchers.
Federation of LEAs: creating a room for LEAs to
meet and find out more about the calls that
are open and select together the consortia
they want to be part of.
Creating and sharing amongst LEAs: a
catalogue of challenges and needs was also
mentioned. But it may be more delicate to set
this up.
Sharing good practices to join security
research projects:
(I) Advising LEAs on how to transform their
ideas into a project, how to join a
consortium in good conditions, etc.
With the underlying idea of creating a
support documentation for LEAs, when
joining and/or before joining a consortium.
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(II) Management of research project can be a
demanding job for LEAs in relation to their
daily job activities. Hence, supporting them
with the administrative task was
highlighted as well.
Once LEAs join a consortium:
-

-

-

Increase LEA transparency concerning capacity
& competencies
Identify and involve specialist ‘facilitators’ to
bridge the gap of knowledge and complexity of
LEAs/research/technology worlds.
For instance, agreeing on definitions at project
start.
LEAs also mentioned the fact that they should
favour modular platform rather than
integrating platforms because modular
platforms allow them for more flexibility in
terms of use and in terms of take-up.
Another important issue is the use of real data
coming from police forces in research projects.

To continue with concrete examples to stimulate
innovation uptake and involvement of Law
Enforcement Agencies (LEAs) in RDI projects, the
following ideas were also raised:
-

-

-

Alert system/monitoring system: setting up
systems alerting LEAs about ongoing or near
completion projects seems to be a real plus for
LEAs to monitor the security research area.
Virtual environment collecting demos of
technologies
developed:
Keeping
on
connecting LEAs with solution providers was
mentioned too:
• Through events, demos, adopting a LEA
perspective,
• Through the development of a testing
environment available to LEAs and,
• A database that would collect all demos of
technologies developed in the framework
of research projects.
A recognized methodology for assessing
projects’ results: ensuring the compliance of
the outputs with LEA needs is crucial for the
uptake of research outputs, and so does the
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methodology to assess final results. And this is
one of the ILEAnet’s activities to develop a
methodology for the uptake of research
project for a number of tools, which is called
IPUP (ILEAnet Project Uptake Process).
Additional ideas directly related to the update
were also raised with:
The development of an automatic uptake: By
connecting projects with uptake facilitators
such as EU associations or EU agencies.
The training as an uptake facilitator:
Leveraging training is important for the
uptake. Training in native language should be
a most. Training should also be connected to
use cases and be a compulsory part of the
dissemination of research projects.
The access to research outputs: The price in
the access to the developed technology will
also play a major role in the uptake of research
projects.
Flexible procurement: allowing flexible
procurement for LEAs.
Partial uptake: accepting to take up only part
of a solution that is developed.
All those ideas will also push LEAs in research area
and facilitate the uptake of research results.
Those results are now further developed within
ILEAnet. There are indeed potential solutions to
improve the involvement of LEAs in research,
development
and
innovation
activities.
Standardisation was omni-present in ILEAnet
brainstorming results though in the background.
Best practices were also mentioned many times.
And finally, Eloïse Chassaing ended her presentation
by opening the reflection with two sentences:
“Yesterday and this morning, we talked about
security research projects, as an efficient way to
build standards or to initiate the creation of
standards”.
“Now we would like to ask you: Are standards the
solution to improve the involvement of
practitioners in research and development?”
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For the second part of this interactive session,
Pawel Rybicki, shared ILEAnet’s perspective on the
role of standards in security research, giving useful
tools for successful standardisation.
As part of the work towards defining the IPIP
(ILEAnet Project Incubation Process), it was decided
to supplement the ILEAnet study on ‘Law
Enforcement Agencies priorities as regards domains
requiring more standardisation’ with the analysis of
the standards proposed by LEAs representatives in
the RDI area.
This approach is the ILEAnet's response to one of
the key tasks set for the “Pan European Networks of
practitioners and other actors in the field of
security” in the call H2020-SEC-2016-2017-1
Horizon 2020 Secure Societies programme, that
ILEAnet participated in:
“Practitioners (end-users) in the same discipline and
from across Europe can get together to: (..) express
common requirements as regards innovations that
could fill in capability and other gaps and improve
their performance in the future.”
The LEAs representatives were asked what
standards they could propose in order to improve
the participation of LEAs in RDI projects, streamline
performance of these projects, as well as better use
their final results in their daily activities.
During the study, a total of 34 proposals of prestandards were made, which were then grouped
into six categories:
-

Administration and Support
Project Initiation
Project execution
Exploitation
Project Management
Commercialisation
Dissemination

As a result of the study, the following
standardisation proposals were expressed by LEAs
to facilitate their involvement in the RDI projects
and were presented during the Public Workshop:
-

Agreement on common definitions in the
Security RDI Domain.
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-

-

-

-

-

-

-

A definition and the EU framework related to
“collaborative platforms”, which are used in
Security RDI Projects.
Standard for the establishment and operations
of a Pan-European virtual lab for the Security
RDI Domain.
Standardised Pan-European database of the
scenarios used for field tests in the Security
RDI Domain.
Standardisation of the joint procurement
procedures enabling the purchase of Security
RDI results.
Unified set of regulations regarding unitary
payment, at a European level, of LEA
personnel involved in Security RDI Projects.
Best practices for Security RDI Projects
Management.
Project management guidelines for LEAs
participating in Security RDI Projects.
Standardisation of the work packages
management procedures for Security RDI
Projects.
Secured standardised channels and ways of
communication
between
Consortium
members in Security RDI Projects.

Then standards were proposed at the initial stage
of the project that is to say at security RDI projects’
intake process:
-

-

-

Unified methodology for LEAs to identify the
need for Security RDI projects.
Best practice for LEAs on progressing from the
initial idea or need, to the submission of a
proposal for a Security RDI Project.
Best practice for applicants on designing LEAs’
participation in the Security RDI project
proposal.
Best practice for LEAs to decide in which
Security RDI projects to participate.
Best practice for LEAs on joining Security RDI
Projects’ consortia.

In addition, standards were raised at the security
RDI projects’ realisation stage:
-

Security and confidentiality standards for
collaborative platforms in Security RDI
Projects.
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-

-

-

-

Standardised approach for the integration of
new members in restricted areas of
collaborative platforms in the Security RDI
Domain.
Best practice manual on how to design and
carry out a proof of concept or use case
scenario in Security RDI Projects with LEAs
involvement.
Standardised procedure of making operational
data usable for Security RDI projects (e.g.
standard for data anonymisation).
Best practice for data sharing in secure
environment by LEAs with third parties
(academia, industry) in Security RDI Projects.

Lastly, standards were highlighted during security
RDI projects’ uptake process:
-

-

-

Standardised form of presentation of the
results and outputs of different Security RDI
Projects.
Unified set of indicators for uptake of the
Security RDI Projects results by LEAs.
Unified methodology for the final evaluation
of Security RDI Projects outputs.
Standard for testing and validation of the
products offered to LEAs (as results of Security
RDI Projects).
Common database and management rules for
working technologies and Security RDI
Projects’ outputs/demos.

Since the completion of the ILEAnet Public
Workshop, WP4 Leader, Pawel Rybicki has
submitted the ILEAnet study entitled ‘Law
Enforcement Agencies priorities as regards
domains requiring more standardisation’ where a
comparative analysis between identified domains
and the existing EU standards and Horizon 2020
Secure Societies Calls has been conducted. The
document will be further discussed during the next
Steering Committee meeting in December 2021 and
will definitely be an important contribution for
elaborating the recommendations regarding
standardisation to be shared with the European
Commission.
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CONCLUDING
REMARKS AND
NEXT STEPS
Thierry Hartmann, ILEAnet Coordinator (French
Ministry of Interior)
ILEAnet Public Workshops are key events in the
lifetime of the project. They serve as showcases of
the work carried out within the project. They are
also an opportunity to put the project’s findings
and tools into perspective by enriching them with
feedback from the experts attending the events or
putting them into practice.
To that regard, the fourth ILEAnet Public Workshop
was especially helpful. It reinforced the objectives
that the project has set for itself in alignment with
the European Commission priorities in the field of
security research and provided another opportunity
to test the methodology defined by ILEAnet for
preparing projects’ presentations. Further, it led to
share the project findings on the benefits of
standardisation in security research on which
follow-up activities can be built on, especially the
completion of a report related to LEAs’ priorities in
domains
requiring
standardisation
and
recommendations that would be addressed to the
European Commission.
Contributing to the R&I process
The ILEAnet project actively solicits contributions
from its network of INCs and also regularly asks its
community of practitioners about their needs. By
placing those needs at the core of its approach,
ILEAnet plays its “informing” role as a Network of
Practitioners-based project as illustrated by the
findings put forward in the interactive sessions. The
final session reflecting on the results of ILEAnet’
study on ways to promote and improve security
practitioners’ involvement in R&I and ILEAnet’s
perspective on the role of standards in security
research is also part of the support that ILEAnet can
bring to LEAs to help them articulate their needs
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when being involved in research projects and how
beneficial standardisation can be in security
projects.
On the uptake side, the design of briefing
documents and provision of guidance have ensured
that research outputs are presented from a LEA
perspective. Moreover, projects invited to the
Public Workshop were all projects with
standardisation components. The project panelists
could share more deeply their experiences on the
benefits of standardisation thanks to the interactive
session on lessons learnt and good practises for
LEAs to get involved in projects with standardisation
components.
Beyond the ILEAnet Public Workshop
ILEAnet Public Workshops are not one-off events.
They are meant to help LEA practitioners further
their practical understanding of how some research
outputs could assist them in their daily job and how
they could be deployed at their workplace.
With the ILEAnet project’s entering its final year, the
event provided a timely opportunity to reflect on its
legacy. To that regard, ILEAnet's contribution to the
theme of standardisation in security research is to
be considered as one of the project’s sustainable
outcomes. A report related to LEAs’ priorities as
regards domains requiring more standardisation
has already been drafted. Analyses submitted in this
report should be further fine-tuned with the
Steering Committee members to provide the EC at
the end of the project with a final list of
recommended standardisation domains and a
'Security Research' roadmap describing how LEAs
should be involved in a research project (IPIP), and
how the research outputs can be taken up by LEAs
(IPUP).
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ANNEXES
ANNEX 1: COMPLETE AGENDA
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ANNEX 2: GUIDELINES FOR THE PRESENTATIONS OF THE INVITED RDI PROJECTS
Ahead of the event, EFIC Partner, supported by the ILEAnet Scientific Coordination (ENSP), prepared a
set of questions related to guide invited RDI project presentations and help them describing the
activities related to Standards and Standardisation in their research projects.
The assumption was that on one hand, it would allow gathering information about projects' experience
with standardisation in a structured way, starting from the call to the concrete outputs. On the other
hand, it would ease the dialogue between the projects' holders and the LEAs audience at Public
Workshop #4.

“Standardisation in security research”
Advice and recommendations for projects’ presentations

Please include the following topics for your presentation:
1. The standardisation framework of your project
What was the H2020 call you participated in?
How were the standard/standardisation requirements addressed in the call?
Please quote the requirements directly from the H2020 Work Programme and make your comments
based on your consortium experience:
i.
Was the standardisation requirement, as expressed in the call, clear enough and fully
understandable for your consortium?
ii.
What kind of problems (if any) did your consortium face while elaborating your application to
meet the standardisation requirement?

Were there other initial reasons for addressing standardisation in your project (aside from the call’s
requirement)?
-

2.

Requirement from the market
Requirement from the legislation
Critical activity to do, in order to conduct project’s research activities (common
terminology/methodology…)
Critical activity to ensure the success of the exploitation of the project’s results or market
strategy
Etc.

Your project proposal
What did you plan to do to fulfil those standardisation requirements in the proposal you submitted to
the EC?

Public
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Briefly describe the project’s concrete objectives and elaborate on the standardisation approach you
planned to achieve. For instance, you proposed to:
Use existing standards for the research activities
Conduct research activities on standardisation aspects
Develop and revise new standards
Draft technical requirements or specification for future standards
Participate in standardisation workshops or committees
Etc.

3.

Your methodology
What path towards standardisation (methodology) did you chose/ are you choosing/ will you choose
in your project?
Please describe your methodology and the standardisation activities you carried out (or will carry out)
What was the general standardisation goal you wanted to achieve?
Did you foresee a dedicated Work Package for standardisation aspects or was it spread
among other Work Packages?
What were the actions you did plan to do towards standardisation?
Who were the main standardisation actors among your project partners and outside your
project (standardisation bodies, professional associations, industry groups…)? How did you
choose the standardisation stakeholders and what were the actions (if any) you did foresee
for them to do within your project?
When have the main standardisation activities been implemented in your project? (at the
beginning of the project, throughout the project, during the final phase of the project, etc.)

4.

Your standardisation results
In the frame of your project, what are the outcomes of your standardisation efforts?
Please briefly explain the progress of your work as described in 3. (i. e. the current state-of-play).
What are the concrete results you have achieved up to now?
Did the implication of the partner in charge of standardisation impact technological choices in any
way? If so, how?
What are the final standardisation results you plan to achieve at the end of your project? For instance:
Harmonised research methodology / standard test procedures
Recommendations and/or requirements for new or revised standards
Common terminology
One of the standardisation tools proposed by the CEN CENELEC
A CEN Workshop Agreements (CWAs)
Technical Specifications
A Technical Report
Development of a new standard
Etc.

Public
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Problems
What kind of problems (if any) did your consortium face on the way towards your standardisation
goals?
Please shortly explain the problems. Examples:
Difficulties in prioritizing the standardisation actions within the consortium
Misunderstanding of the standardisation goals
Difficulties in cooperating with the external standardisation partners (e.g standardisation
bodies, LEAs, Universities, Industry, etc.)
Lack of commitment from stakeholders
Reluctance of some consortium partners in implementing standardisation activities
Etc.

6.

Feedbacks
What kind of feedback (if any) have your consortium received as for your standardisation goals and
efforts?
-

7.

What was the feedback that you received from the stakeholders about your standardisation
goals?
How were the standardisation efforts/outcomes assessed by the European Commission
auditors?
How were your standardisation efforts assessed by the project consortium itself? Was it an
easy part of the project for the consortium or the most complicated one?
What is your personal assessment of the standardisation part in your project? Was it, in your
perception, an important part of your project for the rest of the consortium or marginal?

Your take-away message
What is the message that you want to share with the other projects working on standardisation and
with the LEAs?
To what extent was standardisation important for the success of your project?
Examples:
-

8.

Benefits/disadvantages of the standardisation process
Do’s, Don’ts, things to keep in mind, things not to do etc.
What you retrospectively would have done differently
Things to improve to facilitate the creation of standards
Any recommendation, good advice for LEAs

To be proactive, you’d recommend to work on…
Do you have any suggestions for other topics or areas requiring further standardisation in the EU
Security field?

Please do not exceed 30 minutes and 15 slides of presentation!
The objective is to share your project’s experience with
standardisation, starting from the call to concrete outputs.
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ANNEX 3: ID CARDS OF PROJECTS INVITED DURING THE PUBLIC WORKSHOP
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