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Executive Summary

This deliverable reports on the design and initial
outcomes of the second ILEAnet Public Workshop
which took place in Riga, Latvia, on 11 and 12 April
2019. Entitled “Fill the Gap” and focusing on online
financial investigations, this event had a threefold
objective:
To successfully convene Law Enforcement
Agency (LEA) practitioners and security
researchers to gather a mixed expert audience
To find ways to engage this audience in
knowledge and experience sharing about both
LEA challenges and security research projects’
solutions to conduct online financial
investigations
To explore the possibility for LEAs to
implement those solutions and initiate a more

general thinking about enabling conditions for the
uptake of security research projects’ solutions by
LEAs
Encompassing inspirational talks about successful
cases of uptakes with interactive case-study
sessions and a facilitated brainstorming discussion,
the second ILEAnet Public Workshop was very
positively received by its 65 participants.
This deliverable is structured around 4 sections:
Introduction
Design of the workshop
Description of the workshop sessions
Initial findings & concluding remarks
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Introduction
Thierry Hartmann, French Ministry of Interior, ILEAnet Coordinator
Responding to a concern from the EU Commission
to encourage concrete and tangible results for a
more secure Europe, the second ILEAnet Public
Workshop on April 2019 was designed to inform
the participants about research projects of at
least TRL 6 but also to prompt their thinking
about possible ways to facilitate the uptake of
these projects by LEAs. This very practical
perspective brought on the current topic of
“Tools, methods and good practices for
conducting online financial investigations to
support investigations of serious organised crime,
cybercrime, terrorism and illegally mediated
migration” was very well received by the 65
participants, among whom 25 external experts
and 12 security researchers, coming from 21
countries.
With the ILEAnet project’s nearing the end of its
second annual cycle, the event further provided a
timely opportunity to take stock of its advances
but also to prepare for its next phase.

“ILEAnet way” of designing this type of event to
ensure that it elicits appropriate inputs from the
Workshop participants and leads to outputs of
direct relevance to progress the ILEAnet agenda.
The special attention to be paid to uptake-related
issues at the second ILEAnet Public Workshop
guided its design and resulted in its combining
three different parts:
An introductory session featuring inspirational
cases of successful uptakes by LEAs to set the
scene and put participants in the right mindset
Long case study sessions structured around a
bespoke template to allow a detailed
presentation of security research projects’
solutions and initiate discussions on hindering
and enabling conditions for uptake by LEAs
A brainstorming session providing an
opportunity for the participants to reflect on
the talks and case studies they attended then
discuss in groups and prioritise key
implementation barriers and enablers for LEAs

Reflecting on ILEAnet’s mission & vision
Looking ahead…
Aiming from the outset to build and develop a
sustainable network of LEA practitioners interested
in innovative solutions and to encourage the
dialogue between those practitioners and the
research community, the ILEAnet project has
become increasingly concerned with enhancing its
practitioner network and facilitating the uptake of
research projects’ solutions into practice.
This new vision is part of the ILEAnet ambition to
provide a highly conducive environment for
security research and innovation, from the
identification of operational challenges and needs
to the implementation of practical solutions. It is
also aligned with the annual cycle-based division of
work which structures and integrates the project’s
different Work Packages.
ILEAnet: not only an outcome, also a process
As already evidenced at the first ILEAnet Public
Workshop held in June 2018 in Dublin, there is an
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The feedback survey sent to the external experts
and security researchers the week following the
Workshop yielded some very positive responses.
With a view to building on the momentum created
in Riga, a number of follow-up activities have been
planned and, for some of them, already initiated.
They include the organisation of at least one
webinar per project presented at Riga, this series
starting with the RAMSES webinar on 18 June
2019. Further bi-lateral discussions, physical
meetings and testing of solutions are to follow.
For ILEAnet, this is an indication that the project’s
“bridging the gap” approach is working. This is also
an encouragement about the project’s ability to
grow its network of practitioners. The three
remaining years till completion of the project are
expected to further provide concrete evidence of
ILEAnet’s enabling role in the uptake of innovation,
including standardisation, by LEAs.

Design of the workshop
CONCEPT & OBJECTIVES
In alignment with the European Commission’s
reinforced focus on encouraging concrete results for
a more secure Europe, the second ILEAnet Public
Workshop was designed as to provide an opportunity
to gain a good understanding of a number of
solutions developed by security research projects
then to explore how their uptake into practice could
be facilitated. This approach was consistent with the
general aim and continuing annual cycle-based
process of the ILEAnet project. Concerned, in its
“downstream” part, with identifying LEA needs and
finding out solutions from research projects to
address them, the ILEAnet project further aims to
inform about potential hindering and enabling factors
to the integration of those solutions.

organised crime, cybercrime, terrorism and illegally
mediated migration” as a scope.

Building on some of the results achieved during the
first annual cycle, and more specifically on the list of
challenges identified by the Work Package 2, the
second ILEAnet Public Workshop adopted “Tools,
methods and good practices for conducting financial
investigations to support investigations of serious

3.

In terms of objectives, the second ILEAnet Public
Workshop aimed to:
1.

2.

Have acknowledged ILEAnet’s facilitating role in
the whole uptake process, from the capture of
operational challenges and needs to the
identification of barriers and enablers to the
deployment of practical solutions
Identify those factors likely to support the uptake
of security research projects’ solutions into
practice with the view to ultimately informing an
“ILEAnet toolbox” for implementation and
deployment
Provide concrete evidence that the ILEAnet’s
“filling the gap” and networking approach,
between LEA practitioners and the research
community, is working and that the ILEAnet
ecosystem is conducive for security research and
innovation.

METHODOLOGY
The workshop adopted a case study approach
showcasing solutions for financial investigations. To
encourage a good level of interactions between LEA
practitioners and security researchers while ensuring
that enough time was dedicated to the explanation of
the solutions and to Q&A, 3-hour case study sessions
were planned.
The solutions and research projects were identified
according to two main criteria:
1.
2.

Their relevance to the ILEAnet Public Workshop’s
scope
A sufficient level of completion and technology
readiness to tackle uptake-related issues

It was also decided that alongside European projects,
1 or 2 national projects could be selected.
Eventually, 5 projects were contacted and invited by
designated ILEAnet teams of facilitators. They
included:

RAMSES (H2020): Internet forensic platform for
tracking the money flow of financially-motivated
malware
DANTE/ANITA (H2020): Tool for the analysis of
complex multimedia and multi-language
terrorist-related contents, from both the Surface
and the Deep Web
TITANIUM (H2020): Tools for the investigation of
the transactions in underground markets
HEMOLIA (FP7): AI tool for monitoring data
flows related to money laundering, currently
commercialised by a Spanish spin-off company
from the HEMOLIA project named Tech4Fin
MOLECULA (National - Portugal): Platform for
the automatic detection of discrepancies
between declared and possessed assets
The case study sessions were carefully designed to
promote the consistency and coherence of the
outputs across the five sessions while allowing for the
varied projects’ scopes and different facilitators’
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personal style. To that purpose, a bespoke supporting
template was defined by WP5 (ARTTIC) in
collaboration with WP4 and the Scientific
Coordination (ENSP) (see fig. 1). Meant to guide and
structure the presentations and discussions in the 5
case study sessions, they included:
A diagnostic part, to assist the audience in
gaining a good understanding of the showcased
solutions and help them assess to what extent
those could be useful to LEAs
An exploratory part, to prompt the audience into
thinking about enabling conditions for uptake

Very interestingly, the diagnostic part encompassed a
questionnaire, referred to as the TechnologyEconomic-Legal-Operational-Scheduling (TELOS)
questionnaire, which was initially developed by the
Work Package 4 (WP4) leader to support the
feasibility studies as planned in the ILEAnet DoA and
to engage with project holders. This questionnaire
proved very useful for the Public Workshop by
helping assess from a LEA perspective the relevance
and ease of use of the showcased solutions. For WP4,
the inclusion of the TELOS questionnaire in the
Workshop template was also valuable as it permitted
to have it tried and tested by an expert audience.

Fig.1: ILEAnet bespoke template for the case study sessions
The ILEAnet teams of facilitators were responsible for
liaising with the different project holders ahead of
the Public Workshop in order to explain the
objectives of the ILEAnet Public Workshop and, more
practically, how to use the template. This preparatory
phase was a key factor in the success of the case
study sessions. It helped clarify ILEAnet expectations
to the project holders and facilitated their
presentation by offering them some guidance.
The use of the templates further ensured that the
questions raised by the ILEAnet agenda were all being
addressed (i.e. readiness and relevance of the
showcased solutions for LEAs, identification of
hindering and enabling factors for uptake). It also
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helped capture the key points of the discussions and
facilitated the reporting back of each case study
during the feedback session in a plenary setting.

Pic. 1: Daniel Wiggins (DhPol) and Caroline Schmidt (BMI) reporting back to the audience
on the TITANIUM case-study session
The case study sessions were followed by a facilitated
brainstorming discussion which provided an
opportunity for the audience to reflect both on the
plenary talks from day 1 and on the project sessions.
Participants were asked to share their thinking about
the barriers that LEAs have to deal with when they
consider implementing a solution from a research
project and about the main elements of what an
enabling framework for uptake could be.

Salient points from the discussions were captured by
a moderator with a background in police forces then
later ranked (see page 15 of this deliverable for the
detailed ranking). Ultimately, all these insights will
help develop and inform the ILEAnet tool box for
implementation which is one of the outputs of the
ILEAnet project.

PARTICIPANTS
65 people attended the workshop, among whom
25 external experts and 12 researchers (academics
and project holders) (see fig.2). In addition to
several members from the ILEAnet consortium

who are themselves LEA practitioners, the
participation of the experts in the case study
sessions and their taking part to the networking
opportunities brought an operational perspective
to all the discussions.

Fig.2: Distribution of participants at the second ILEanet Public Workshop
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PROGRAMME
DAY 1, 10 APRIL 2019
9h00

Registration & welcome

9h15

Introduction: Reflecting on ILEAnet achievements & new vision; expectations about ILEAnet
“Fill the Gap” Workshop
Thierry Hartmann
(French Ministry of Interior)

10h15

Setting the scene:
Innovation & investigation in cybercrime
Aleksandrs Bebris
(Chief Inspector of the Cybercrime Unit of the State Police of Latvia)
Innovative cybercrime prevention
Ilze Berzina-Rukere
(Project Manager of EK Internal Security Fund Cybercrime fighting and prevention projects Latvian Police Headquarter)

11h00

Coffee break

11h15

Inspirational examples of uptake:
National Research and Development Plan in Romania
Claudiu Chiriac
(ILEAnet INC – Romanian Ministry of Internal Affairs, Directorate General Logistics)
The FREETOOL (Free Forensic Tools for Law Enforcement) project
Cheryl Baker
(ILEAnet INC & WP leader – Director of the UCD Centre for Cybersecurity & Cybercrime
Investigation, Dublin, Ireland)

12h15

Adopting a LEA perspective to assess security research projects
Pawel Rybicki
(ILEAnet WP leader & Steering Committee member - Director of the European Forensic
Initiatives Centre (EFIC), Warsaw, Poland)

12h30

Lunch break

13h30

Case study 1 (RAMSES) & Case study 2 (MOLECULA)

17h00

Wrap-up & heads-up about Day 2 programme

19h30

Working dinner
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DAY 2, 11 APRIL 2019
9h00

Case study 3 (DANTE/ANITA), Case study 4 (TITANIUM) & Case study 5 (HEMOLIA/
Tech4Fin)

12h30

Lunch break

13h30

Feedback session on the 5 case studies

14h30

Brainstorming & discussion session on the learning points from the “success stories” and
research projects regarding implementation and deployment-related issues
Moderator: Cameron Mann (ARTTIC)

16h30

Coffee break

16h45

Wrap-up & next steps:
Follow-up from PW2: towards the development of the ILEAnet toolbox & implementation
consortia
Thierry Hartmann
(French Ministry of Interior)
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Description of the workshop sessions
DAY 1 – 10 APRIL 2019
9h15

Welcome & introduction

After a few words of welcome, ILEAnet
Coordinator, Thierry Hartmann, opened the 2-day
workshop by first reminding the audience of the
main objectives for EU security research in H2020.
He especially emphasised the need to include
more security practitioners in this research then
provided an overview of those LEAs’ specific
characteristics which make it more challenging for
them to integrate innovation and adopt standards.
He also explained how the ILEAnet project was
designed to address the requirements from the EU
security calls: the monitoring of research and
innovation projects, the identification of capability
gaps and the prioritisation of domains requiring
more standardisation.
Thierry Hartmann then spent some time describing
the ILEAnet project in more details, highlighting its
goals, mission, network of national contacts and
scientific referents, online collaborative platform,
and articulation of work packages. He finally
introduced the Public Workshop, clarifying its
concept and the reason for its “Fill the Gap” title.
He particularly stressed to the audience that the
gap to fill was not only between the research
community and the LEA practitioners, but also
between the research results and their
implementation into practice.
Thierry Hartmann concluded with some
considerations about the outputs expected from
the Public Workshop and how the practitioners,
project holders and academics could contribute to
the success of this event. He made it very clear
that the Public Workshop was not an end in itself
but a step to build on for the planning of some
follow-up activities to support implementation. To
that regard, he announced that the EU was about
to dedicate some money to encourage the
implementation of innovative ideas and solutions
by LEAs and that this uptake topic will also be
tackled in the next Security Research Event in
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November 2019. He therefore concluded that
ILEAnet was on the right tracks, leading the way
and working for the new generation!

10h15 Setting the scene
Innovation & investigation in cybercrime
After giving some key facts and numbers about his
Unit, Aleksandrs Bebris (Chief Inspector of the
Cybercrime Unit of the State Police of Latvia)
delivered a lively presentation of some innovative
tools used to facilitate and accelerate
investigations in cybercrime, like the possibility to
process mobile phone data on the spot. He raised
a very interesting point by making a difference
between technological innovation in general and
technological innovation for LEAs, stressing that
talking about innovation for the latter is in fact
talking about existing innovative technologies
already developed and used in the private sector.
Innovative cybercrime prevention
Ilze Berzina-Rukere (Project Manager of EK Internal
Security Fund Cybercrime fighting and prevention
projects - Latvian Police Headquarter) further sets
the scene for the Public Workshop by presenting
the “Don’t share with strangers” public campaign.
Developed under the EU Internal Security Fund
Programme and implemented by the Latvian State
Police in 2018, the objectives of this campaign
were:
to increase awareness about the personal and
data security risks posed by Internet among a
target audience (i.e. Latvian population aged
13-75)
to reach at least 300 000 persons (i.e.
approximately 20% of the target audience;
to inform the target audience about the need
to report offenses, promoting the National
Police’s app “My Safety”.
This case study raised a lot of interest among the
audience and provided a good example of a

success story, with the campaign exceeding initial
KPIs by reaching 1 090 000 people.

has been helping tackle application- and
implementation-related considerations.

11h15 Inspirational examples of uptake

The FREETOOL (Free Forensic Tools for Law
Enforcement) project

National Research and Development Plan in
Romania
Claudiu Chiriac (Romanian Ministry of Internal
Affairs and ILEAnet INC for Romania) provided an
overview of the 6-year National Plan for Research,
Development and Innovation which was adopted
in Romania in 2015 and has become a key funding
instrument for research projects in the domain of
national defence system, public order and national
security. He then focused on two projects funded
under this National Plan, giving the audience two
concrete examples of technological innovations to
be implemented by LEAs:
Unmanned aerial vehicle (UAV) platform with
applications in national security missions
Integrated system for rapid response to
Chemical, Biological, Radiological and Nuclear
(CBRN) incidents
In the case of the UAV project, Claudiu
interestingly stressed that the National Plan
allowed for the testing of the prototype of a TRL 8
Unmanned Aircraft System which encompasses a
fleet of two UAVs, a ground support infrastructure
(GCS) and an information management system. He
further explained that given the advanced TRL of
the innovation, the National Plan was essential in
developing relevant capabilities and support
infrastructure for national security-related
applications and demonstrating the prototype
functionality in various scenarios and
configurations. Claudiu then put forward the
quantifiable results of the UAV project, among
which key items to support implementation like
the test report and functional validation of the
prototype, and the technical documentation for
operational assessment, maintenance, … Likewise,
when talking about the Integrated System for
Rapid Response to CBRN incidents project, Claudiu
discussed its specific objectives and quantifiable
results, illustrating that the Romanian National
Plan for Research, Development and Innovation

Cheryl Baker (Director of the UCD Centre for
Cybersecurity & Cybercrime Investigation, Dublin,
Ireland and ILEAnet INC & leader for WP3) started
the presentation of the FREETOOL project that her
team has been conducting by reminding the
audience about its underpinning concept and
objectives:
Development of a range of free or very lowcost reliable investigation tools to help LEAs
fight cybercrime
Fostering of a collaborative environment
within which software developers from LEAs
around Europe could share their expertise and
work on solutions for their colleagues working
in the field
Ensuring that the tools would address real LEA
needs
Cheryl then provided an overview of the FREETOOL
project’s phases, from its inception in January 2013
to its current consolidation stage, and of the 9
tools for intel gathering, media analysis and digital
forensics that the project encompasses. She also
emphasised some key aspects of the project, like
the crucial need for affordable tools for LEAs it
addresses (the commercial ones being sometimes
very costly and having to be purchased in bulk) and
its being particularly concerned with its practical
integration by LEAs (convening of 120 police
officers for 3 days in a room to get feedback on the
tools through Testathons, realisation of “How to”
videos in replacement of manuals and instruction
books).
Cheryl especially stressed the importance of having
police forces involved at all stages of the project,
contributing both to the development and the
testing of tools. She highlighted that several
European LEAs have been involved that way with
FREETOOL for more than 8 years, meaning for
some of the police forces to be allowed by their
agency to spend 3 weeks every year to be trained
at workshops.
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Cheryl then referred to a EUROPOL exercise which
showcased the FREETOOL tools in a mock
investigation from start to finish and represented a
great opportunity for software developers in police
forces to be publicly acknowledged. She also
provided some information about the FREETOOL
domain-based self-registration hub, once more
emphasising the free of charge character of the
FREETOOL tools not only for LEAs in the project but
also outside (everyone having a police force email
address being able to freely access the tools).
Cheryl concluded by giving some key facts about
the project’s impact, very interestingly pointing out
that out of the project’s total budget of
approximately 3 Million euro, 1/3 has been
dedicated to the LEA participation to FREETOOL
workshops and events. Uptake-wise, she
highlighted that the FREETOOL tools have been
outperforming commercial solutions and have led
for one LEA to the reduction of its backlog by 70%!

12h15 Adoption of a LEA perspective to
assess security research projects’
solutions
Pawel Rybicki (Director of the European Forensic
Initiatives Centre - EFIC - Warsaw, Poland, and
leader of ILEAnet WP 4) presented one of the
outputs of its Work Package of particular relevance
and interest for the case study sessions of the
Public Workshop, i.e. the TELOS questionnaire.
As way of background, Pawel referred to the first
ILEAnet Public Workshop held in June 2018, where
it was demonstrated, among other things, that the
existence of good solutions to help LEAs
accomplish their daily work was not enough if
those solutions were not compatible. He then
jumped to 2019 and to the second ILEAnet Public
Workshop that he considers as an opportunity to
try and test the TELOS questionnaire.
Standing for Technology-Economic-LegalOperational-Scheduling, the TELOS questionnaire is
a set of practical questions that LEAs can use when
communicating with researchers and trying to
assess to what extent the solutions they’re
developing fit their needs. Indeed, it may be
difficult for LEAs to approach project holders due,
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for instance, to a difference of language or to their
specific end-user perspective. On the other side,
project holders may not have necessarily in mind
to commercialise their outputs.
The TELOS questionnaire can be very helpful in this
case, acting as a diagnostic tool for LEAs to see if a
research output is appropriate or not. Pawel
described then the different questions raised by
the TELOS questionnaire:
T (Technical): what is the technological
readiness of the solution provided by the
project and how is it measured?
E (Economic): Is this solution provided by the
project expected to save LEAs money, time
other assets? And how is this potential gain
measured?
L (Legal): is the solution compliant with legal,
ethical, and societal requirements? And how
has this compliance been verified?
O (Operational): What is the expected
operational impact of the solution provided by
the project? And how has it been assessed?
S (Scheduling): What is the development
timeframe till completion of the solution? And
how has it been estimated?
Pawel concluded his presentation with some
forward-looking considerations and suggested the
possibility for the TELOS questionnaire to be
posted on the ILEAnet public website. Doing so, it
would become accessible and downloadable for
any LEA practitioners interested in approaching
security researchers and in need of a method to
assess the appropriateness of the solutions they
develop for their own operational needs.
The morning session ended on a short introduction
of the ILEAnet Scientific Coordination by Marine
Lechenault (ENSP), who was one of the main
contact points in the preparation phase of the
event for Practitioners, Academics and
Researchers, with the Community manager
Virginie Soldat (ENSP). Together, they ensured the
editing of the Workshop booklet which included
information about the invited experts and the
showcased projects. The booklet was both made
available on the ILEAnet platform and sent to the
participants.

13h30 Case study sessions
MOLECULA (Case study 2)
RAMSES (Case study 1)
Project holders

ILEAnet facilitators

Darren Hurley-Smith
(Uni. of Kent)
Holger Nitsch (Uni. of
Applied Sciences for
Public Affairs, Bavaria)
Thomas Sloan (Uni. of
Kent)

Cheryl Baker (UCD)
Virginie Soldat (ENSP)

This case study showcased a holistic and intelligent
web platform encompassing 5 types of tool to
facilitate forensic investigations by LEAs.
Developed in the H2020 RAMSES project, this
platform is meant to extract, analyse, link and
interpret information from the internet, including
Deep Web and Dark net, related with financiallymotivated malware. It is nearing completion and
can already deliver meaningful results in financial
tracking of Bitcoin associated with cybercrime,
malware profiling, image and video analysis, social
media/forum scraping, and economic modelling of
ransomware.
Very interestingly, the project has actively engaged
in Pilot activities with its LEA partners to advance
the understanding of end-user needs and identify
consequent modifications to make to the software.
Currently focusing on ransomware and banking
Trojans, its extension to other types of crime that
LEAs are facing was discussed at the ILEAnet Public
Workshop. Of particular interest to the audience,
was also the fact that LEAs are allowed to join the
platform to assess it and contribute to its
development. Further, many of the RAMSES tools
are open-source and available even without
affiliation with the project itself, making their
uptake easier.

DAY 2 – 11 APRIL 2019
9h00

Case study sessions

Project holder

ILEAnet facilitators

Nelson Macedo da
Cruz (Guarda Nacional
Republicana, Portugal)

Marine Lechenault
(ENSP)
Sophie Arnaud
(MININT)

This case study showcased a platform for
automatic detection of discrepancies between
declared and possessed assets which has been
designed and developed by the Guarda Nacional
Republicana (Portugal) in a project entitled
MOLECULA. The MOLECULA platform was
presented at the EU promoted 2013-2015
Economic and Financial Investigator courses. It has
also been put in practice since 2012 by the Guardia
di Finanza (Italy) and has already yielded some
concrete results, with the reporting of dozens of
suspected crimes of tax, economic and financial
crimes on a daily basis. Supporting the feed of all
data existing on Italian individuals in public entities
into a powerful database, it not only allows access
to a full range of asset-related information but also
to GEOCOM and GEOLOC platforms.
The evidence provided at the ILEAnet Public
Workshop about how the use of the MOLECULA
platform has accelerated financial investigations
and made possible for Italy and for the European
Union to recover illicit revenues generated by
money laundering, tax fraud, drug trafficking,
corruption, trafficking in human beings and other
highly profitable crimes, caught the attention of
the Workshop participants. Information around
the time needed to customise the platform
depending on the national context was also of
particular interest to them.

DANTE/ANITA (Case study 3)
Project holder

ILEAnet facilitators

Georgios Papadopoulos
(Centre for Research &

Pawel Rybicki (EFIC)
Monika Pawelec
(EFIC)
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Technology Hellas CERTH)
This case study showcased an integrated system
including automated data mining and analytics
solutions for the detection, capture and analyse of
huge amounts of heterogeneous and complex
multimedia and multi-language terrorist-related
contents from the Surface, the Deep Web and the
Dark Web. Focussing on online fund-raising
activities, but also considering propaganda,
training and disinformation, this system ultimately
aims to identify, analyse and monitor potential
terrorist-related activities and people.

underground markets in the darknet. With the
TITANIUM set of services and forensic tools at TRL6
and being able to operate within a privacy and
data protection environment that is configurable
to local legal requirements, the presentation of the
project at the ILEAnet Public Workshop was of
direct relevance for investigators whose work
involves:
•
•
•

Of particular interest to the Public Workshop
participants was the information about the
involvement in the DANTE/ANITA consortium of
end-user partners like the Guardia Civil, Policia
Judiciaria, Home Office, Carabinieri. This
involvement has proved very useful not only for
the validation and optimisation of the tools and
services offered by the system, permitting a better
customisation to LEA requirements, but also for
their adoption by operational units. In fact, the
pilots for the validation and demonstration of the
DANTE/ANITA system were under the
responsibility of the LEA partners of the project
and were conducted in operational conditions.
Promisingly, the system exceeded the
requirements from the call, which were asking for
project’s outputs’ at TRL 6, by already including
TRL 7 components.
TITANIUM (Case study 4)
Project holder

ILEAnet facilitators

Bernard Haslhofer
(AIT)
Jakob Hasse (Dence,
Germany)

Caroline Schmidt (BMI)
Daniel Wiggins (DhPol)

This case study showcased some of the results of
the EU-funded TITANIUM project which is
concerned with identifying patterns in crypto
currency. To that purpose, TITANIUM researchers
review, develop and validate novel data-driven
techniques and solutions designed to support LEAs
charged with investigating criminal or terrorist
activities involving virtual currencies and/or
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Monitoring trends in virtual currency and
darknet market ecosystems
Analyzing transactions across different virtual
currency ledgers
Generating court-proof evidence reports
based on reproducible and legally compliant
analytical procedures
HEMOLIA/Tech4Fin
Project holder

ILEAnet facilitators

José M Morera
(Tech4Fin)

Raul Savimaa & Hannes
Järvine (Estonian Police and
Border Guard Board)
Laure Dodin (ARTTIC)

This case-study showcased an Artificial Intelligence
enhanced investigation and intelligence system for
anti-money laundering (AML) whose pilot was
developed by the FP7 HEMOLIA project. This
project finished in 2014 but the AML pilot has been
since developed and commercialized by a spin-off
of one of the HEMOLIA’s partners named
Tech4Fin. Monitoring and analysing data flows via
a risk-based approach to alert on money
laundering risks at country level, the Tech4Fin AML
platform was presented by José M. Morera, the
company’s CEO, as particularly useful for all FIUs
and some LEAs, depending on the national legal
context.
As a successful case of uptake from a research
project, the HEMOLIA/Tech4Fin case study
provided a number of insights into those enabling
factors which could support the implementation
and customization of research outputs.

DANTE/ANITA

13h30 Feedback session
Using the ILEAnet bespoke template as a prompt,
the ILEAnet teams which facilitated the case study
session reported back to the audience on key
points and suggestions from the discussion.

•

•

•

•
•

•

•

RAMSES

•

Pilot phase and possibility for LEAs to join the
platform to contribute to its development as
very useful
Ethical requirements should be managed from
the onset of the project, RAMSES consortium
including among the partners one with ethical
expertise
Value in exploring how the RAMSES platform
could be extended to different types of crimes
as current focus on ransomware and banking
Trojans represents a small domain for LEAs
IP considerations to deal with as much in
advance as possible
Different perspective to bring to the
discussion between LEAs and security
researchers, with LEAs helping the latter
understand what a good solution for them
would be

•
•
•

TITANIUM
•
•
•

•

MOLECULA
•
•

•
•

Importance of local and national adaptations
to legal context
Platform adapted to the Portuguese and
Italian context in need of further
customisation (language, different banking
systems)
1-year timeline for customisation to take into
account
Ongoing improvement: development of an
algorithm to detect illegal money

14h30 Brainstorming & Discussion
session
This final session provided an opportunity for
participants to reflect on the presentations and
case-study sessions they attended in order to
identify the key enablers and barriers they could
see existing for the effective implementation of

Suggestions by LEAs for more functionalities:
more languages, other channels of
information, facial recognition
Open source nature of the project permitting
everyone to access it
Regular use of the DANTE/ANITA solution
foreseen within 1-year time
Easy implementation, with a full platform
possible to install in a police station
Provision of training on AI to police forces
Key conditions for implementation: agreement
within the consortium about the exploitation
of projects’ results, good quality of data

Focus on free of charge (open source) or very
affordable tools
Specific issues raised by blockchain technology
which is in violation with GDPR
Absence of a complete regulatory framework
for block chain requiring experts to explore
legal side of blockchain technologies
Key conditions for uptake by LEAs: willingness
on both sides, funding
Tech4Fin/HEMOLIA

•
•

•
•

Platform in use in the financial sector and
investment needed to implement it by LEAs
Real impact for FIUs but if FIUs not related to
LEAs, need for the two entities to be able to
exchange data
Technical competence needed from LEAs to
install the system
Possible future role for ILEAnet: to facilitate
the exchange of info and testing results if
Tech4Fin platform used in several countries

research and innovation projects by LEAs. In small
groups, they were asked to discuss these hindering
and enabling factors then to rank them prior to
reporting back their top 3 findings for each
category to the rest of the audience.
For sake of clarity, the barriers and enablers
identified by the participants were further
prioritised by the session’s facilitator (Cameron
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Mann, ARTTIC) according to two factors: how often
they were identified by participants and
participants’ own ranking scores.

challenges and needs, we need to
ensure that the product is going to
address ‘didn’t catch that one’ issues
that are identified.
Duplication of existing tools and
training among LEAs, some
solution(s) already exists.

The top three barriers to the effective
implementation of research and innovation
projects were identified as:
1.
2.
3.

Lack of LEA practitioners’ participation
Lack of awareness among LEAs about projects
Implementation of technologies into multiple
LEA systems

For the more detailed list of responses, see below:
Priority

1

2

3

15 | Page

Barriers
Lack of LEA practitioners’ availability
and participation in projects, poor
involvement of decision makers (with
strategic seniority and procurement
responsibility), lack of incentives for
LEA engagement – Quid Pro Quo –
what’s in it for them in return for
their investment of expertise,
knowledge and time?
Lack of information/awareness about
projects among LEAs, lack of relevant
skills, knowledge, understanding and
confidence in LEAs concerning
research and innovation, LEA
managers need convincing of
innovation and research solutions for
LEAs to take ‘next steps’ towards
procurement.
Implementation/integration into
multiple systems, local/national
adaptations required for end-users
(software, technologies), LEA
maintenance costs/burden.
Lack of innovation
acceptance/procurement at LEAs,
LEA needs versus low market
opportunity.
Complexity of legal and procurement
frameworks, the legal and ethical
boundaries for technologies in LEA
‘real world’ operational
environment, lack of real data for
development and evaluation (data
protection issues).
Lack of common standards (inc. lack
of international standards).
Scope of project can constrain its
adaptability (e.g. to
testing/evaluation results),
evolving/better understanding of LEA

The top three enablers to the effective
implementation of research and innovation
projects were identified as:
1.
2.
3.

Clearly defined LEA strategy and needs
Continuous LEA practitioners’ engagement
Standardisation and interoperability (of
systems/technologies)

For the more detailed list of responses, see below:
Priority

1

2

3

Enablers
Clearly defined LEA strategy and
needs, a mutual approach between
projects and LEAs asking ‘What’s
next?’ to identify routes to
sustainability, industry requires a
clear business case (but can then
also help to localise and support
outputs), clear implementation
scenarios are needed, good
documentation of innovation
requirements that bring clarity on
required features from LEAs.
Continuous LEA end-user
evaluation/testing so projects can be
truly ‘agile’ in responding to LEA
challenges and needs and in
validating results (enabling
adaptability of project rather than
constraining it), opportunities and
possibilities for LEAs to test tools and
products, a ‘showroom’ testing
environment where LEAs can
evaluate and discuss research and
innovation results, user and trusted
supplier workshops and demos (NOT
sales), effective networking between
projects and LEAs
Standardisation and interoperability
of technologies
‘Agile’ procurement frameworks,
national funding instruments
Good training products and support
for LEAs

A clear dissemination strategy by
projects towards LEAs concerning
research and innovation projects and
their results
The ability to make local/national
adaptations as necessary to meet
challenges and needs of the specific
LEAs
A catalogue of LEA challenges and
needs and collection of
corresponding good practices

16h45 Wrap-up & next steps
Thierry Hartmann drew the discussions to a close,
warmly thanking everyone for their participation
and contribution to a very rich two-day event. He
then conveyed his views about next steps, making
it clear once more that this Workshop was not an
end in itself but something to build on and that a
number of follow-up activities were to follow.

He reminded the audience about the ILEAnet
objective to bridge the gap between solution
providers and end-users, stressing that ILEAnet is
an end-user driven project. To that regard, he
pointed out that the Riga Workshop has been
highly useful as it permitted to gain a better
understanding of the operational challenges and
needs in online financial investigations.
Thierry concluded by emphasising the concrete
results that ILEAnet is pursuing, sharing his
insurance that the outcomes of the Workshop will
help inform the ILEAnet toolbox for
implementation and, hopefully, trigger several
implementation consortia.

Initial findings and concluding remarks
Encouraging concrete and tangible results for a
more secure Europe has become a pressing
demand from the European Commission. By having
its annual Public Workshop focused on identifying
the barriers and enablers to the uptake of research
projects’ solutions for LEAs dealing with online
financial investigations, the ILEAnet project has
aimed to address the EU demand in a specific field.
However, the initial analysis of the hindering and
enabling conditions as raised by the Workshop
participants during the case study sessions points
towards a number of factors which can be relevant
for LEA activities and investigations in other
domains, not necessarily related to financial
platforms and software.
Populating the ILEAnet toolbox for
implementation
With a view to developing the ILEAnet toolbox for
implementation, i.e. collecting and reviewing those
contextual elements, methods and best practices
likely to facilitate and accelerate the uptake of

research projects’ solutions by LEAs, the Workshop
findings appear particularly useful. They can be
clustered as follows:
Involvement of LEAs in the testing and
validation phase of the project (e.g. possibility
for LEAs to join the RAMSES platform to
contribute to its development, pilot conducted
with a FIU during the development of the
HEMOLIA platform)
Flexibility and customisation of solution for
LEAs (e.g. no plug-in approach but need for
LEAs to clearly articulate their needs and for
project holders to understand their
requirements, adaptability to the MOLECULA
and HEMOLIA platforms to national languages,
legal contexts and banking systems, timeframe
for customisation needs to be reasonable)
Management of ethical and legal
requirements from the onset of the project
(e.g. involvement of a partner with ethical
expertise in the RAMSES consortium)
Affordability of the solutions (e.g. FREETOOL
tools free of charge or very cheap, open
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source nature of RAMSES, DANTE/ANITA and
TITANIUM projects)
Easy to adopt and deploy (e.g. full
DANTE/ANITA platform can be installed in a
police station, provision of training to police
forces by DANTE/ANITA and HEMOLIA)
Clarity of implementation conditions (e.g.
agreement within the consortium about the
exploitation of projects’ results, good quality
of data, willingness on both sides – security
researches and LEA practitioners, enough
funding to cover some testing,
demonstrations, use case development)
Towards policy recommendations
Similarly, the ranking exercise that the Workshop
participants were asked to conduct during the
brainstorming session permitted to highlight a
number of hindering and enabling conditions for
uptake which appear relevant across LEA fields of
investigations, whether financial or not.
As reviewed by Cameron Mann (ARTTIC), the
participants’ input could be built on and support a
number of policy recommendations. They include:
1.

2.

3.

4.

5.

An awareness campaign to i) raise awareness
of research and innovation projects among
LEAs, and ii) highlight the benefits,
practicalities and incentives for LEA
participation
Increased flexibility for research and
innovation projects to adapt to evolving LEA
challenges, needs and requirements during
the lifetime of the project (e.g ‘agilitiy’ versus
‘rigidity’)
The creation of standards for LEA
systems/technologies to i) enlarge and
maximise the market opportunities, and ii)
enhance interoperability between systems and
LEAs
The development of more flexible and agile
arrangements for LEA procurement (e.g. good
pre-procurement procedures inside projects,
national funding instruments)
The setting of a ‘showcase’ testing
environment where practitioners can evaluate
innovation tools and provide input to trusted
providers
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6.

7.

The creation of a ‘hub’, network, community
of users where projects and LEA practitioners
can collaborate together on research and
innovation projects
The creation of a catalogue of LEA challenges
and needs with corresponding good practise

The first four recommendations provide potential
opportunities for the European Commission to
consider how to develop a more effective
approach to the successful implementation of
research and innovation projects intended for LEAs
and which the ILEAnet project may also be able to
support in some practical ways.
The last three recommendations confirm the
relevance and applicability of current ILEAnet
project work for successful implementation of
research and innovation and opportunities to
develop them further in line with LEA practitioner
requirements.
ILEAnet’s future workplan
As stressed in several instances in this report, the
Public Workshop in Riga is meant to be followedup by a number of initiatives to ensure that the
discussions encouraged during the event carry on.
A series of webinar is already in preparation and
other activities will be considered in due time.
Likewise, the Workshop outcome, findings and
recommendations, are going to inform and feed
into the different ongoing ILEAnet tasks. There
may also be value for ILEAnet in reaching out to
the IProcureNet project given the concerns raised
in Riga by some of the LEA experts about the
necessity to streamline time consuming and
complex procurement processes.
In parallel to this “downstream” strand, the
“upstream” part of the project will further be
developed. Referred to as the H2020 Corner, it is
concerned with federating LEAs and making it
easier for them to articulate their needs in order to
identify potential research gaps and inform calls
for projects. Interactions with established
networks such as SEREN4 and Law Enforcement
Working Party (LEWP) to help populate the ILEAnet
H2020 Corner are already being considered.

Furthering the contacts established in Riga, with a
view to supporting potential implementation
consortia, and reaching out to other networks and
communities in order to gather critical information
about LEA needs, are therefore key items on the
ILEAnet agenda. After a pilot year in 2018,
activities leading to tangible outputs are being

enhanced in 2019. As the involvement of experts,
both from LEAs and the research community, in
these activities is pivotal for their success, the
ILEAnet partners would like to thank once again
the Workshop participants for their contribution
and hope that all the contacts established in Riga
will be furthered.
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