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I. Introduction

The aim of the ILEAnet project is to create a network of European Law Enforcement Practitioners
interested in understanding more about how security research can support them in their operations.
The mission of the network is to promote engagement and discussion between practitioners,
researchers and solution developers with the aim of improving the uptake and exploitation of security
research results.
The ILEAnet project has been seeking to establish the best practices and approaches to fulfil this
mission and experimented with a wide variety of methods by constantly developing and refining them.
These various activities and their results have been fully described and reported in previous
deliverables. This report sets out the outcomes of this innovative, experimental and evolutionary
process as a set of final recommendations and roadmaps with an explanatory commentary for each
section as follows:
•
•
•
•

•

•
•

The ILEAnet Project Intake Process (IPIP); to address the challenges of how to ensure LEAs’
participation throughout the full lifecycle of a project.
The ILEAnet Project Uptake (IPUP); to address the challenges of how to manage the
interactions between researchers and practitioners to facilitate, accelerate and maximise
practitioner uptake and exploitation of research results.
State-of-the-Art Studies (SoTA); as a model for engaging with industrialists and academics on
topics where no obviously available solutions are identified for LEA challenges and needs.
Information sharing mechanisms between European law enforcement agencies; using a SoTA
to identify existing and emerging trends, best practices and challenges concerning information
sharing in the four focus domains of Migration, Terrorism, Cybercrime and Serious & Organised
Crime.
Age assessment in the context of migration; using a SoTA to make an inventory of existing age
assessment techniques, identify new techniques that can or could contribute to the determine
of age and classification of the techniques according to several criteria applied to practitioner
focussed use cases.
Standardization in the security research, development and innovation (RDI) domain;
concerning LEA operational fields and better involvement of LEAs in RDI projects.
Network of Practitioners (NoP); using the ILEAnet project experience to draw transferrable
lessons about the creation, animation and management of NoPs.

The content of this report is intended to explain and demonstrate the value and success of the ILEAnet
research cycle (needs identification, solution screening, stakeholders connection) and how it can lead
to recommendations, roadmaps and potentially new research programs.
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II. The ILEAnet Project Intake Process - IPIP:
The ILEAnet Project Intake Process (IPIP) is an ILEAnet tool that brings together a series of good
practices that can be used as a process to involve LEA practitioners in the full lifecycle of research and
innovation actions.
IPIP covers the different stages of before, during and after a project (as illustrated below) and is fully
compatible and complemented by the IPUP process. An EU level roadmap for improving LEA
participation is also included.

Figure 1: Illustration of the IPIP stages
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1. IPIP stages:
1.1. Before forming the idea of the project
Aim: To answer the question ‘How to ensure LEAs’ participation in developing the ideation of a project?’.
General Methodology: Convince LEAs of the interest of research and innovation and invite them to support the ideation; highlighting 7 approaches/good
practises derived from LEA practitioners themselves in collaboration with researchers. Stage 1 of the IPIP is illustrated below (Note: the content of all IPIP
visuals is available in text format in Annex 1):

Figure 2: Illustration of IPIP stage 1
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1.2. Before the start of the project
Aim: To answer the question ‘How to better involve LEAs before the start of a project?’.
General Methodology: Defining the needs, making research and LEA communities collaborate and performing in-depth background checks before launching
a research project (10 approaches/good practises derived from LEA practitioners themselves are highlighted in the visuals below). Then, creating a
participation and engagement guide based on 9 approaches/good practises derived from LEA practitioners themselves in collaboration with researchers. Stage
2 of the IPIP and its 4 steps are illustrated below:

Figure 3: Illustration of IPIP stage 2
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Figure 4: Illustration of IPIP stage 2 - step 1
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Figure 5: Illustration of IPIP stage 2 – step 2
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Figure 6: Illustration of IPIP stage 2 - step 3
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Figure 7: Illustration of IPIP stage 2 step 4
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1.3. During the project
Aim: To answer the question ‘What you should do to ensure LEAs’ participation during a research project?’.
General Methodology: Focussing on LEA training, the final evaluation, project uptake and project management; highlighting 12 approaches/good practises
derived from LEA practitioners themselves LEA practitioners themselves in collaboration with researchers. Stage 3 of the IPIP is illustrated below:

Figure 8: Illustration of IPIP stage 3
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1.4. After the project:
Aim: To answer the question ‘How to facilitate the uptake of projects?’.
General Methodology: Focussing on 9 activities/good practises derived from LEA practitioners themselves in collaboration with researchers. Stage 4 of the
IPIP is illustrated below:

Figure 9: Illustration of IPIP stage 4
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2. EU Level Roadmap and Recommendations:
Aim: To answer the question ‘What could be done to better involve LEAs at the EU scale?’.
General Methodology: To make a series of recommendations at the EU level to remove ‘barriers’ and establish ‘enablers’ to the increased and improved
engagement and participation of LEAs in research and innovation actions. The EU level roadmap is illustrated below:

Figure 10: Illustration of EU level roadmap
Public
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3. Recommendation for IPIP

Recommendation IPIP #1: To promote the ILEAnet Project Intake Process (IPIP) as a set of ‘good
practises’ that can be implemented individually or in a combination throughout the full lifecycle of a
security research project to optimise the participation of Law Enforcement Agencies and maximise
their exploitation and uptake of security research results.
Target: European Commission (particularly, EU Innovation Hub & Europol Innovation Lab, EuCB, EU
agencies, EU R&I stakeholders, ENLETS)
Topic: Improving the participation Law Enforcement Agencies in security research projects.
Level of Urgency: Medium
Level of Importance: High
Explanation: IPIP is more fully detailed and explained in previous ILEAnet policy papers, the ‘ILEAnet
List of Assets’ and ‘ILEAnet Sustainability Plan’ (see D6.3). Successful delivery of the IPIP is a key
achievement for ILEAnet. IPIP identifies, defines, structures and brings together a series of good
practices that can be used as a process to involve LEA practitioners in the full lifecycle of research and
innovation actions. These ‘good practices’ can become important components of a common research
and innovation culture in the field of civil security.
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III. The ILEAnet Project Uptake Process - IPUP:
The ILEAnet Project Uptake Process (IPUP) is an ILEAnet tool that can be used to manage the interactions between researchers and practitioners, facilitating
and accelerating practitioner uptake and exploitation of research results.
IPUP acts as a ‘bridge’ between the very different domains of science/ academia/ industry/ research/ innovation and the practical/ operational/ front-line
domains of the practitioner. The 3 stages of IPUP are illustrated below and described hereafter:

Figure 11: Illustration of IPUP stages
Public
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1. IPUP stages:
1.1. Needs Analysis:
Aim: Performing a thorough analysis of challenges and needs faced by Law Enforcement Agencies
(LEAs).
General methodology: Challenges and needs are identified through a top-down and bottom-up
approach (top-down: monitoring of policy development; bottom-up: Collection of LEA practitioner
challenges and needs). Then, the collected challenges and needs are analysed, classified and
prioritised.
Outputs of the stage: A list of contemporary LEAs’ challenges and needs, ranked by order of
importance.
Tools:
•

Desk Research - top-down, by suggesting topics based on analysis of policy and strategic
documents and strategic research agendas;

•

Surveys - bottom-up, by collecting inputs through open surveys and non-directed interviews;

•

ILEAnet Community – on-line discussions and ‘chat’ with a wide variety of practitioners about
the topics;

•

Analysis – of all the results from the desk research and surveys and on-line discussions/’chat’.

Indicative timeline: In ILEAnet 3 months were needed to perform this stage.
Learning Points:
•

Surveys – some low levels of responsiveness from LEAs; a method/process could be developed
to rationalise surveys of LEAs so their length, complexity and frequency is reduced and made
more manageable/less burdensome. Lack of responsiveness to the surveys can be partially
explained by the source being a funded project rather than an action directed at an
organisational level. A higher response rate could be achieved if instruction is coming from a
senior level within an organisation, or as part of a European initiative.

•

Survey results analysis - how to adjust/value the responses given (response of a manager vs
response of a field operator, response of x10 individuals from the same
department/organisation vs response of x1 top-level individual) and how to select the top
priorities; some standardised method/process could be developed for LEAs for scoring/setting
thresholds.

•

Defining LEA Challenges and Needs- a lack of a methodology or good practices to facilitate
researchers (or solution developers) in understanding a LEA need; how (through which
structure/ methodology) to help LEAs express their needs in a way which is understandable by
academia. It was sometimes difficult for ILEAnet WP2 and WP3 to understand what LEAs really
wanted to say when they provided their needs in the specific domains of terrorism, serious &
organised crime, migration and cybercrime. Use of researchers with a LEA

Public
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background/experience (and vice versa) or specialist facilitators could provide a potential
solution.
1.2. Solution Screening:
Aim: Identifying research activity that may support the needs identified in the previous stage, and
where there is no apparent research activity to make recommendations on gaps.
General methodology: Identify research projects where results may be aligned with identified needs,
and/or identify where there are no obviously available solutions, and hence a state-of-the-art study is
indicated. A two pathways approach as follows:
Path 1 - The survey results from stage 1 – Analysis of the needs are analysed to provide a priority list
of needs, and then a search is undertaken to source projects, either completed or ongoing, that may
meet (or partially meet) the identified needs.
Path 2 – If a project search fails to return any results that are aligned with the practitioner needs
identified at stage 1, a State-of-the-Art Study (SoTA) can be initiated. The SoTA will consider the most
recent research in the identified areas and will summarise current and emerging trends, offering a
critical survey of the research landscape, and highlighting areas where further research is needed. This
information can then be used as the basis for research funding applications.

Outputs of the stage: List of research projects aligned with identified needs or recommendation for
State-of-the-Art (SoTA) where there are research gaps.

Tools:
Project search - at a European level, there are several channels for project searches. For example:
•

CORDIS - https://cordis.europa.eu/ - Database of EU funded research results

•

CERIS - https://ec.europa.eu/home-affairs/secure-safe-resilient-societies/index_en
Community for European Research and Innovation for Security

•

Europol (Innovation Lab)

•

Frontex

•

Horizon Europe National Contact Points

•

Horizon Results Platform – https://ec.europa.eu/info/fundingtenders/opportunities/portal/screen/opportunities/horizon-results-platform - platform
where EC funded research results can be promoted

•

Reaching out to individual Project Officers/Policy Officer colleagues in various DGs.

-

At a national level, a project search may also include networks with local universities/research
institutions and industrial collaborations. ILEAnet also established National Contact Points. These were
mostly Law Enforcement representatives who can provide access to information on national research
activity.

Public
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Indicative timeframe: Project Search - 6 weeks (dependant on dedicated personnel to do the task)
Learning Points:
•

Project searches – although a range of sites help information on completed EU funded projects,
contact details for the projects where often out of date, particularly after projects had
completed and the consortia had disbanded. Project websites/email addresses was no longer
maintained or responded to; therefore, the opportunity to further investigate the
exploitability of a result was missed.

•

ILEAnet network – was very good for identifying LEAs’ challenges and needs but not very
efficient for finding solutions for them. When there is no identified solution(s) following a desk
study, LEAs survey and a project search, the next step can be to initiate a SoTA study.
1.3. Stakeholder Connection:

Aim: Selecting projects, and then creating an environment in which end users (LEAs) find out more
about the solution developed by the Research & Innovation community, provide their inputs and
discuss the future development of the solution.
General methodology: Further selection of projects, then preparing projects’ presentations (with a
LEA focussed approach) to be delivered at ‘match up’ events.
Tools:
•

TELOS - Technical Economical Legal Operational Scheduling assessment tool for relevancy of a
project for LEAs which fits the overall approach of IPUP for presenting projects to LEAs in
comprehensive and standardized way to generate the best form of dialogue between LEAs,
researchers and industrialists (template at pg69. It requires 2 weeks (but may be up to 1 month
depending on how well structured the projects are);

•

Scenario - a simulation of a scenario tailored to the needs of the LEA audience and clearly
demonstrating a relevant operational situation to LEAs where the solution may be deployed
(template at pg 70);

•

Project ID Card – the ‘identity’ of the project recording a summary of its objectives scope and
outcomes (template at pg 69);

•

Showcase Event – the organisation of a large showcase event for multiple relevant projects
identified as matching LEAs’ need where solution providers demonstrate how their research
results can be exploited in an LEA environment. A large showcase event also provides an
opportunity for solution providers to receive LEAs’ input about further necessary
developments. A post showcase survey to LEAs can explore key questions to inform the next
stage of the process:

Public

o

How relevant is this solution for you in your role?

o

How effective do you think this solution may be for your specific need?

o

Would you foresee other colleagues in your organisation being interested in this
solution?

o

What else could be added to the solution to make it more effective?
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Would you or your colleagues be interested in participating in further information
sessions on this solution?

•

Targeted follow up events for projects where there was a high level of LEA interest. Individual
webinars arranged with focus on a single project for more in-depth exploration of the solution.

•

Post Webinar Questionnaire - to identify the next steps (such as commercialisation, further
development, standardization).

Indicative timeframe:
•

Showcase event – 3 months;

•

Targeted follow up webinars – 2 months (include TELOS and Scenario as above);

•

Analysis of the results of the post-webinar questionnaire - 1 week.

Learning Points:
•

Project presenters sometimes gave generic presentations not tailored to the audience at match
up events, so it is suggested that all project presentations are reviewed before a project
proceeds to participate and present at an LEA match up event.

•

Project coordinators did not always provide the correct/relevant TELOS information or a
suitable scenario to demonstrate the operational use of their solution, so it is suggested to
review the TELOS and scenario with them to assure their suitability before proceeding to any
presentation to LEAs at a match up event.

•

Online match up events benefited from a wider accessibility/participation and reduced budget
for both the selected projects and invited LEAs; however, it proved more challenging to get
good interaction, and the informal networking opportunities are missing which might be a
crucial element for interested LEAs to move closer to procurement.

•

There can be issues in reaching the right audience for the targeted webinars; such as achieving
the right mix of decision makers, procurement stakeholders and senior practitioners and end
users.

•

Low responsiveness to the post-webinar questionnaire, so it is suggested it could be completed
online by posting a link in the ‘chat’ as part of the closure procedure of the webinars to
maximise feedback and learning for the organisers.

Public
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The visuals summarise the main tools used for the IPUP (the TELOS, scenario and project ID card are available in Annex 2):

Figure 12: Illustration of IPUP toolkit

Public
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2. Recommendations for IPUP
Recommendation IPUP #1: To consider and promote the ILEAnet Project Uptake Process (IPUP) as a
set of tools that can be implemented individually or in a combination at a European, national or
organisational level to maximise the uptake of security research project outputs by Law Enforcement
Agencies and for monitoring security research project results. For instance, IPUP entails targeted
webinars meant to convene an expert audience and foster more technical discussions, including
procurement. Such meetings can be organised as part of IPUP or as stand-alone events.
Target: European Commission (particularly: EU Innovation Hub for Internal Security, future Horizon
Europe SSRI funded projects, ENLETS, CERIS)
Topic: Improving the uptake and exploitation of security research results
Level of Urgency: Medium
Level of Importance: High
Explanation: IPUP is more fully detailed and explained in previous ILEAnet papers, the ‘ILEAnet List of
Assets’ and ‘ILEAnet Sustainability Plan’ (D6.3). Successful delivery of IPUP is a key achievement for
ILEAnet, as it is now possible to fully evaluate the impact and value of IPUP to ILEAnet stakeholders
(such as 10 exploitation opportunities for the FOLDOUT project), and to explore how this tool can fit
into the wider practitioner research landscape. This should include building relationships between
complementary initiatives supporting innovation uptake for their input and participation in the
process. The set of ILEAnet tools developed for IPUP could also be used individually or in a combination
to design other types of LEA targeted events.

Recommendation IPUP #2: To introduce a comprehensive and streamlined survey process at a
European level to identify LEAs’ challenges and needs which can be published and used by different
organisations wishing to initiate IPUP.
Target: European Commission
Topic: LEA challenges and needs analysis - Improving the uptake and exploitation of security research
results
Level of Urgency: Medium
Level of Importance: Medium
Explanation: Having a good understanding of the challenges and needs of LEA practitioners and how
these needs could be served by research is critical. It will help to ensure that European security
research funding is accurately targeted and is comprehensively informed by practitioner need. It is
therefore suggested that this survey process could be inserted into a larger initiative at a European
level. As an example, an annual Europol sponsored survey on Challenges and Needs might receive
more attention. This information could then be published and used by different organisations wishing
to initiate IPUP. In the case of ILEAnet, the European Commission priority areas of Cybercrime,
Terrorism, Migration and Serious and Organised Crime were selected as the areas of focus for the desk
reviews and the subsequent surveys, and so the initiative was implemented at the European level.
However, it is also possible that this activity could be initiated nationally, where the process would
leverage national networks to return results.

Public
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The surveys may return some results that would not be served by RDI, and so not applicable for IPUP.
For example, where training, equipment or additional resourcing is identified as the need, a different
type of support or intervention would be required. IPUP would only be initiated when an internal
solution is not already present and research activity has the potential to provide a solution.

Recommendation IPUP #3: To establish and maintain a database of completed RDI security projects
with designated points of contact and that planning for post project communications should form part
of the sustainability plan.
Target: European Commission
Topic: IPUP Project Search - Improving the uptake and exploitation of security research results
Level of Urgency: Medium
Level of Importance: High
Explanation: ILEAnet encountered difficulties and barriers in successfully connecting with projects
identified as suitable during the IPUP project search stage. This was particularly problematic where
projects had completed, and web sites/contact details were no longer valid. Multiple attempts via
multiple channels were necessary which made the process time-consuming. Some post-project
responsibility for providing (and updating) a Point of Contact (PoC) should be accepted by project
consortia and the European Commission could consider this as a future requirement for all projects as
part of their sustainability plan. Therefore, a database of contact details could be established and
maintained to ensure valuable project legacies can be accessed. Such a database can also provide an
opportunity to raise awareness and signpost to other existing and relevant databases for RDI security
research project.

Recommendation IPUP #4: To promote the ILEAnet Project Uptake Process (IPUP) as an opportunity
to connect procurers’ networks to LEAs and offer interested LEAs a joint procurement service. Targeted
webinars held under IPUP proved a good opportunity to engage project holders, LEA practitioners and
procurement experts in a discussion and sharing of experiences.
Target: European Commission (particularly: iProcureNet)
Topic: Improving the uptake and exploitation of security research results
Level of Urgency: Medium
Level of Importance: Medium
Explanation: The goal of ILEAnet is to raise awareness about research activity that may benefit
practitioners, identify research gaps, and promote standardization where feasible. IPUP supports those
goals by bringing together projects and practitioners. The aim of ILEAnet was not to facilitate
exploitation activity; however, including iProcureNet in follow up activities (after the IPUP lifecycle)
may help to progress exploitation activity via iProcureNet processes. The objective of iProcureNet is to
support public procurement of security solutions through the creation of a network of those involved
in the procurement process and could also be added to the audience for IPUP targeted events (during
the IPUP lifecycle). IPUP can, therefore, lead to opportunities for bringing procurers and LEAs closer
together (through iProcureNet at the first stage) and some synergies and efficiencies could be
achievable through a joined-up approach to procurement services.
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IV. ILEAnet recommendation for subcontracted
state-of-the-art studies
1. Introduction
The ILEAnet project used subcontracted state-of-the-art studies (SoTAs) as a tool within the IPUP
where there were no obviously available solutions identified for challenges and needs following the
solution screening phase (stage 2 of IPUP). The SoTAs considered the most recent research in the
identified areas and summarised current and emerging trends, offering a critical survey of the research
landscape, and highlighting areas where further research was needed. The Figure below shows the
place of SoTAs in the ILEAnet work cycle.

Figure 13: Illustration of SoTA in the ILEAnet work cycle
The Contracting Authority for the studies was the Research Centre of the Ecole Nationale Supérieure
de la Police (ENSP) which was a public establishment and, therefore, it was necessary to proceed
according to public procurement procedures to award a tender (the tender was published on European
and French procurement platforms). Interested parties submitted a proposal and selection was based
on compliance with procurement regulations and best value for money, which was evaluated by the
ENSP. This proved to be a lengthy administrative process, taking 7 months in both cases between the
publication of the call and the commencement of the study. ILEAnet’s calls demonstrated that skilled
and experienced academics, industrials and private companies (not only research centres) could be
attracted to engage through the tendering process.
The SoTA results from the ILEAnet project identified good practices as well as challenges and needs
and developed recommendations for standardization and proposals of new research projects; so the
entire “innovation chain” was covered and the results of the SoTAs could then be used as the basis for
research funding applications.
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2. State-of-the-art good practises:
The following ‘good practices’ were identified by the ILEAnet project concerning SoTAs which could be
adopted in the future:
•

Tendering Process - a lengthy period between the identification of needs and the beginning of
the study should be anticipated if a public procurement process is used. If possible, a private
structure inside the project consortium should be used as the Contracting Authority to save
time and improve flexibilities; a lawyer or specialist in public law should be used.

•

Definition of the Study - Defining each term clearly in the tender is critical to establish good
communication and for effective orientation of the study from the start.

•

During the Study - Regular communication is necessary between the project and the
contractor. Researchers and practitioners sometimes do not speak the same language and do
not have the same priorities and perspectives. Bi-weekly meetings by video conferencing were
found to be the most effective means to maintain good communications by ensuring mutual
understanding and expectations as well as reporting on progress and resolving any issues
quickly when they arise.
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3. Recommendations for subcontracted state-of-the-art studies

Recommendation Subcontracting #1: To consider using (and funding) subcontracted state-of-the-art
studies (SoTAs) as a tool for security research and innovation projects in the case of very specific topics
that were not planned to be researched and for which no internal expertise exists within a project
consortium; and to take into consideration the good practices identified by the ILEAnet project
concerning the tendering process and conduct of SoTAs.
Target: European Commission, European funded projects
Topic: Security research - European Law Enforcement Agencies challenges and needs analysis in the
domains of Migration, Terrorism, Cybercrime and Serious & Organised Crime
Level of Urgency: Low
Level of Importance: Medium
Explanation: ILEAnet benefited from a pre-planned and budgeted opportunity to select two topics as
subjects for in-depth state-of-the-art studies. This allowed ILEAnet to utilise and engage the expertise
and competencies of external industrial and academic specialists for elements of their security
research. The two topics selected by ILEAnet addressed information sharing among European law
enforcement agencies and age assessment in the context of migration. These led to valuable findings
and recommendations on both topics. ILEAnet also identified some good practices concerning stateof-the-art studies that can be adopted in the future. ILEAnet’s experience demonstrated that
experienced and skilled external academics, industrials and private companies could be attracted to
engage through the tendering process.

Recommendation Subcontracting #2: State-of-the-art studies should include a cross-country on the
field study in Europe to establish the current practices concerning their topic.
Target: European Commission, European funded projects
Topic: Security research - European Law Enforcement Agencies challenges and needs analysis in the
domains of Migration, Terrorism, Cybercrime and Serious & Organised Crime
Level of Urgency: Low
Level of Importance: Medium
Explanation: The two ILEAnet SoTAs addressed information sharing among European law enforcement
agencies and age assessment in the context of migration. In the case of both SoTAs, feedback was
sought from the subcontractors by ILEAnet for any lessons that could be learned and good practises
that could be implemented for future SoTAs. Both subcontractors noted (independently of each other)
that their SoTAs could have been strengthened by a cross-country on the field study in Europe of the
existing practises concerning their topic; it was recommended to specify this in future terms of
reference for SoTAs.
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V.ILEAnet recommendations for information sharing
mechanisms between European law enforcement
agencies
1. Introduction
Information sharing is at the heart of European LEAs’ work on transnational crime. Information sharing
is not a smooth process but instead brings to light a series of challenges, such as differences in Member
States’ legal frameworks, the ever-increasing amount of information exchanged between LEAs and
increasingly complex threats.
A key objective of ILEAnet is to identify and collect contemporary challenges and needs for Law
Enforcement Agencies (LEAs) at the national and EU levels to facilitate and support solutions by
research, development and innovation activities. The four focus domains of Migration, Terrorism,
Cybercrime and Serious & Organised Crime were considered in separate desk studies and LEA surveys
(by WP2) which found information sharing to be a crosscutting and high priority topic. A wide variety
of LEA challenges and needs were identified for each of the four domains.
A project search was conducted (by WP3) which found a lack of RDI projects and solutions seeking to
address the identified challenges and needs, so a State of the Art (SoTA) study was commissioned by
ILEAnet as the next step in the IPUP process to investigate European LEAs’ needs for more efficient
information-sharing processes and mechanisms.
The SoTA study objective was to identify existing and emerging trends, best practices and challenges
concerning information sharing in the four focus domains of Migration, Terrorism, Cybercrime and
Serious & Organised Crime and to produce actionable recommendations regarding the improvement
of information sharing among European LEAs.

2. Desk Study and Surveys – LEA Challenges & Needs:
The combined and complimentary approaches of the desk studies, surveys and in-depth analysis
conducted by ILEAnet revealed that the challenges and needs of ‘Information Sharing among LEAs’ was
the single highest priority area for LEA practitioners, emerging as a cross-cutting theme commonly
shared between all the four domains of Migration, Terrorism, Cybercrime and Organised Crime.
Information sharing was either the first, second or third highest priority area for each domain. The
analysis and conclusions were shared with the SoTA contractor and the top five priority challenges
were provided to give them an operational and policy context to better understand and more fully
develop their recommendations for improved information sharing.
In the case of Migration, the top five challenges (of 12) were identified as:
1. Intelligence gathering from irregular migrants
2. Information sharing between EU agencies and LEAs
3. Fraudulent documents
4. Monitoring pre-frontier areas
5. Irregular migrant returns procedures
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The SoTA contractor could envisage how, for example, LEAs may need to improve information sharing,
particularly in the other high priority areas concerning intelligence gathered from irregular migrants
and concerning fraudulent documents and for the other areas of challenges and needs that were also
prioritised.

In the case of Terrorism, the top five challenges (of 12) were identified as:
1. Information Sharing
2. Monitoring Foreign Terrorist Fighters
3. Improved Interoperability of Information Systems for Border Management and Internal
Security
4. Strengthening Operational Cooperation
5. Protection of citizens and ‘soft’ targets

It was observed that Information Sharing, Improved Interoperability of Information Systems for Border
Management and Internal Security and Strengthened Operational Cooperation are all closely aligned
and among the top five highest priority ‘very important’ LEA challenges for the Terrorism domain.

In the case of Cybercrime, the top five challenges (of 12) were identified as:
1. Identifying the actors behind cybercrime attack tools
2. International preparedness for cyberattacks on critical national infrastructure
3. Better use of existing investigative tools for investigations of on-line child sexual exploitation
4. Improved monitoring, understanding and response to Darknet threats and markets
5. Combatting the criminal use of cryptocurrencies
It was observed that the challenge of ‘International Preparedness’ was focussed on partnerships,
cooperation and improved exchange of information; defined as, “Building trusted relationships (at
national and international levels) with public and private partners, the Computer Security Incident
Response Team (CSIRT) and the Computer Emergency Response Team (CERT) communities, and
improving the exchange of relevant information, so that it is adequately prepared to provide a fast and
coordinated response in the case of a global cyber-attack affecting critical infrastructures.” This
provided a clear policy and operation context for the SoTA contractor to envisage how information
sharing can be developed and improved; in particular, the mention of both public and private
partnerships and the roles of CSIRT and CERT provides an opportunity to develop recommendations
that can be tested in the context of a global cyber-attack on critical national infrastructure.

In the case of Organised & Serious Crime, the top 5 challenges (of 11) were identified as:
1. Cooperation & coordination to disrupt the trafficking in illicit drugs
2. Forming Joint Investigation Teams
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3. Information sharing between EU Agencies and between LEAs
4. Conducting financial investigations
5. Reducing the diversion of firearms into criminal hands
It was observed that information sharing may need to be improved in the context of forming and
operating Joint Investigation Teams targeting organised crime groups and organised criminality; such
as recognising the barriers and differences in a multi-disciplinary/multi-agency team environment
operating and coordinating across local, regional and national structures in the case of a complex
financial investigation; and also for the other areas of challenges and needs that were prioritised.

These high priority challenges for all four domains provided a means for the SoTA contractor to
research, investigate and to then apply and test potential recommendations for improved information
sharing to the ‘real world’ challenges as prioritised and defined by LEA practitioners, thereby
developing and proposing practical, relevant and robust recommendations. The same high priority
information sharing challenges were also confirmed by the results of the ILEAnet study on the topic of
standardization for LEA fields of operation.

3. State of the Art Study – Main Findings:
The SoTA study was conducted in three phases:
1. Mapping of existing and emerging mechanisms used for information sharing among European
LEAs in Europe in the four domains mentioned above, based on desk research and consultation of
stakeholders (LEAs, Academia, Industry) in the form of a semi-structured survey.
2. Assessment and comprehensive analysis of the mechanisms identified during the first phase of
the study, with a particular focus on the trends and challenges European LEAs face when sharing
information with their counterparts.
3. Development of recommendations to improve information sharing among LEAs in Europe, based
on the results of the first two phases.
The first phase of the study focused on mechanisms (frameworks, platforms, tools, channels of
communication, joint groups, etc.) currently used by EU LEAs to exchange information and data in the
four analysed domains, as well as emerging mechanisms and potential new research, development
and innovation (RDI) initiatives related to information sharing for law enforcement.
The second phase analysed the data collected via an online survey, a workshop organised in September
2021, and four thematic interviews conducted in October and November 2021, to identify key trends,
best practices, gaps and challenges in the way LEAs share information with their European
counterparts. The analysis also presented, where relevant, innovative solutions and RDI initiatives
linked to information sharing for LEAs.
The third phase focused on developing a list of actionable recommendations to improve the awareness
and use of information-sharing mechanisms by European LEAs in the four domains based on the
analysis and good practises identified in the second phase. The recommendations were then presented
to LEAs and EU representatives at a workshop in January 2022 to discuss, validate, complement and
potentially challenge them.
The identified challenges to information-sharing were found to be similar for the four topics:
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•

The difference of national legal frameworks can make the information sharing processes
slower. This challenge can be addressed by making SIENA accessible to investigators to simplify
the information-sharing processes and by organising common events, such as training and
exercises, where operational staff meet and share experience and knowledge on how they
work. A common taxonomy of crimes could also be of great value.

•

Trust is a crucial factor and must be built through common events, such as training and
exercises, where operational staff can meet and share experience and knowledge on how they
work.

•

Finally, the technical aspects and ease of use of the mechanisms was mentioned as important
for LEAs receive training on how to use them; the processes were generally standardized.

A number of needs expressed by LEAs were also determined, and served as basis for the
recommendations:
•

Decentralise the use of SIENA is every Member State to make it available to investigators.

•

Improve the interoperability of the information-sharing mechanisms.

•

Having a taxonomy of crimes common to every EU Member State.

•

Having a taxonomy of information common to every EU Member State.

•

Need specific to the fight against terrorism: Organise more joint training/exercises on counterterrorism.

•

Need specific to the fight against cybercrime: Development of common Threat Intelligence
Platforms (TIP), interoperable with other tools, such as forensics and analysis suites.

•

Need specific to the fight against cybercrime: Improve MISP’s user-friendliness and develop
the use of MISP among LEAs.

Few emerging and innovative information-sharing mechanisms were identified. Based on the results
of the consultation (survey, workshop and interviews), additional mechanisms were not perceived as
necessarily needed as the existing and upcoming ones cover a wide scope of LEAs’ needs in
information-sharing. However, the existing ones could be improved thanks to new functionalities.
Most importantly, a better interoperability of the existing mechanisms was highlighted as more useful
than additional mechanisms. The only exception applies to cybercrime, where there is an increasing
need for TIP and MISP.
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4. Recommendations for information Sharing mechanisms between
European law enforcement agencies:

Recommendation Information Sharing #1: To strengthen the interoperability of existing informationsharing mechanisms
Target: European Commission
Topic: Migration/Terrorism/Cybercrime/Serious & Organised crime
Scope: Operational & Technical - Improving existing processes
Level of Urgency: High
Level of Importance: High
Explanation: The analysis of the data collected via the survey, the first workshop and the interviews
with LEA representatives revealed that the lack of interoperability between the existing informationsharing mechanisms impacts the efficiency of information sharing between European LEAs. It is not a
matter of creating additional mechanisms, as existing ones cover a wide range of LEA needs in terms
of information sharing. A total of 56 information-sharing mechanisms of different kinds were identified
during the study.
However, existing mechanisms lack in interoperability. For example, as stated by one of the survey
respondents, the lack of interoperability sometimes makes it "difficult to link the different encounters
of the same person in the different information systems, and this is a time-consuming challenge
because it requires a lot of manual work to link and verify the different encounters of the same
identity". Increased interoperability could improve the way information is shared and reduce the time
needed to access information, thereby simplifying information-sharing processes. As time is a crucial
factor when sharing information, strengthening interoperability of the existing mechanisms is both
important and urgent.
Aiming to foster the prevention, investigation, detection and prosecution of serious crime and
terrorism, the "Regulation on establishing a framework for interoperability between EU information
systems on borders and visa" aims to establish a framework of interoperability for six existing and
upcoming EU information systems dedicated to security, borders and migration management:
•

The Schengen Information System II (SIS II)

•

Eurodac

•

The Visa Information System (VIS)

•

The future Entry/Exit System (EES)

•

The future European Travel Information and Authorisation System (ETIAS)

•

The future European Criminal Record Information System for third-country nationals (ECRISTCN)

Interoperability components for the aforementioned systems are the following:
•

Public

A European Search Portal (ESP), to enable police officers to simultaneously search the
aforementioned EU information systems
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•

A Shared Biometric Matching (BMS), to allow LEAs to request and compare biometric data in
the aforementioned EU information systems

•

A Common Identity Repository (CIR), to provide basic biographical and biometric information
on non-EU nationals

•

A Multiple-Identity Detector (MID), to detect identity theft and multiple identities, and
immediately alert border guards and police

The regulation entered into force in 2019, with the exception of the provisions on the interoperability
components, which will apply from a date determined by the Commission. This might be because of
the complexity of making the aforementioned systems interoperable. European LEAs can therefore
not yet use these tools. In 2021, the "European Parliament resolution of 8 July 2021 on the Annual
Report on the Functioning of the Schengen Area (2019/2196(INI)), called "on the Member States, the
Commission and the agencies involved to uphold the envisaged timetable for implementation, which
provides for implementation of the new IT systems, completion of the reforms of the existing systems
and interoperability of those systems by the end of 2023". This regulation is an important step towards
improved interoperability of the main official databases and systems used by European LEAs to share
and access information. However, its implementation is not complete. Despite the great added-value
of interoperability, it should also be taken into account that developing the interoperability of existing
databases would imply investment in capacity and training, and would have a significant budgetary
impact. It could also require a more important implication of the private sector. This should be taken
into account. Moreover, it could also face legal complexities, as well as raise questions on sensitive
data management and protection.

Figure 14: Roadmap for information sharing recommendation 1
The following steps could be implemented to strengthen the interoperability of existing
information-sharing mechanisms and databases:
•

Completion of the implementation of the "Regulation on establishing a framework for
interoperability between EU information systems on borders and visa".

•

Addition of databases and systems to the interoperability framework, if possible, such as:
o

Public

The Europol Information System (EIS), which is Europol’s central criminal information and
intelligence database, and used by 40% of survey respondents
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o

The European Car and Driving Licence Information System (EUCARIS), which is the system
used to share vehicle and driving licence information and other transport related data

o

The Passenger Name Record (PNR), which is a widely used essential law enforcement tool
to prevent and fight terrorism and other forms of serious crime

o

False and Authentic Documents Online (FADO), a computerised image archiving system
comprising false and authentic documents (visas, passports, driving licenses, residence
permits and civil status documents).

The interoperability framework would then cover a wide set of existing and future databases and
would facilitate and accelerate European LE Officers’ daily work by allowing them to search a total of
10 databases through the European Search Portal, once the latter has entered into force.
•

Integration of Europol’s Secure Exchange Information Network Application (SIENA) with all
existing databases and systems, which would allow swifter and easier sharing of the
information contained in the databases/systems. As SIENA is already integrated with the EIS, it
would be a great operational advantage for it to be integrated with all other existing databases.

The implementation of a wider interoperability framework could be strengthened by the integration
of the Interpol databases contained in the Interpol Information System (I-24/7). The Interpol
Information System was used by 44% of the survey respondents, and its importance was highlighted
during the interviews and the workshops. Making the European and Interpol databases interoperable
would be of great added-value as this would facilitate searches and crosschecks, and reduce the time
needed to access information. It should be underlined that discussions are currently ongoing between
the EU and Interpol on the interoperability of the databases and systems, but data protection remains
a key issue.

The expected benefits are:
•

Strengthen existing and soon-to-be-implemented mechanisms, without creating additional
ones.

•

Improved efficiency of information sharing by:
o

Simplifying information-sharing processes

o

Improving speed of access to information

•

Clarification of the roles for personnel.

•

Use of existing information-sharing mechanisms and databases to their full potential.
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Recommendation Information Sharing #2: To support the direct use of SIENA by all Law Enforcement
officers
Target: European Commission
Topic: Migration/Terrorism/Cybercrime/Serious & Organised crime
Scope: Operational - Improving existing processes
Level of Urgency: High
Level of Importance: High
Explanation: The Secure Information Exchange Network Application (SIENA) is Europol’s direct
message exchange system. Used by 58% of the survey respondents, it was acknowledged by the survey
respondents and interviewees as an efficient information-sharing mechanism, especially as it allows
for swift and secure sharing of restricted and sensitive information. As highlighted by one of the
experts interviewed during the analysis phase of the study, if used as a default communication channel,
SIENA simplifies communication between LEAs and avoids duplication of contacts.
SIENA is used to share information between EU Member States, EU Member States’ cooperating
partners (Eurojust, Frontex, European Anti-Fraud Office - OLAF and Interpol), and Europol’s
cooperating states (Australia, Canada, Norway, Liechtenstein, Moldova, Switzerland and the USA).
SIENA can also be used for information exchange with Europol. LEAs even have the possibility to
contact their counterparts and Europol simultaneously, allowing Europol to search for other countries
involved in the same investigation, and, depending on the handling code assigned to the information,
inform the requesting country. SIENA can be used outside the Europol legal framework: it is also
supported in the framework of other procedures, such as the Prüm decision, the Naples Convention,
the Swedish Initiative or Mutual Legal Assistance treaties. SIENA is generally used by LEA
representatives, but also by representatives of entities such as the Passenger Information Units (PIUs)
and Financial Intelligence Units (FIUs). SIENA is widely used: in 2020, there were more than 16,000
active SIENA users and 1,26M operational messages were exchanged. It was used by 2,200 competent
national authorities from 51 countries and 14 international organisations/agencies.
In the survey, SIENA was mentioned several times as an answer to the question, "What would be, in
your opinion, the ideal information-sharing mechanism?" (Question 4.4). Moreover, in a situation
where they urgently need to exchange information with a European counterpart, 24% of the total
number of respondents said they would use SIENA. As highlighted by one of the experts interviewed,
if used as a single communication channel, SIENA simplifies communication between LEAs and avoids
duplication of contacts. As SIENA’s processes are highly standardised, by harmonising and controlling
which types of information can be shared, SIENA "covers the gaps between national legislation and
procedures".
Moreover, in December 2021, the European Commission proposed an EU Police Cooperation Code to
"enhance law enforcement cooperation across Member States and give EU police officers more
modern tools for information exchange". The proposition includes a recommendation on operational
police cooperation as well as new rules on information sharing: one of these rules is to establish SIENA
as the default channel of communication between European LE Officers. The importance of single
points of contact (SPOCs) is also highlighted in the proposed measures. However, the use of SIENA
currently varies from one country to another, and the decision is the competence of relevant national
authorities: in some countries, LE officers can directly use and access SIENA, while in others, where the
organisational model of the LEAs is more centralised, SIENA is exclusively managed by Europol’s
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National Units (ENU), to which LE Officers must submit a request to use the application, which
sometimes makes the process slower and less efficient. Each country decides how SIENA should be
used.

Figure 15: Roadmap for information sharing recommendation 2

The following steps could be implemented for the direct use of SIENA by all Law Enforcement officers:
•

Adoption of a European Commission Recommendation on the direct use of SIENA by all LE
officers. It should be underlined that SIENA would not become the single existing channel of
contact, but the default channel. There should be room for flexibility in the choice of channel,
for example for urgent or complex matters, which could require direct contacts between
Liaison Officers, or geographical constraints, which could imply the use of the PCCCs.
•

Adoption and implementation of the recommendation by EU Member states at the national
level.

•

Awareness raising campaign to inform the national authorities in charge of deciding who can
access SIENA of the benefits of generalising its direct use at the LE officer level.

•

As necessary, encourage Member States to strengthen the existing training on SIENA at
national level to ensure that all LE Officers receive basic training on SIENA. This step is very
important to avoid misuses of SIENA by LE Officers, who would not be trained enough.

•

Organisation of dedicated joint events (workshop, training, exercises) for LE Officers on the
use of SIENA. This would strengthen the understanding of SIENA processes and benefits, for
example with case studies or scenarios where LE Officers can play out a situation where they
have to use SIENA to request information to a European counterpart. However, even if all LE
Officers can use SIENA directly, it is crucial to keep relying on the national SPOCs for quality
control, crosschecks and support. The Draft Guidelines for a Single Point of Contact (SPOC)
for international law enforcement information exchange (2014) specifies that the SPOC "is a
‘one stop shop’ for international law enforcement cooperation: it has one phone number
and one email address […] for all international law enforcement cooperation requests dealt
with at national level." The SPOC gathers:
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o

The Europol National Unit (ENU)

o

The Interpol National Central Bureau (NCB)

o

The SIRENE Bureau

o

The contact point for national and foreign Liaison Officers
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The contact points to the "Swedish Framework Decision" and the "Prüm Decisions".

A direct use of SIENA by LE Officers would also require maintaining strong central services to monitor
and coordinate more decentralised information sharing processes.
The direct use of SIENA would undoubtedly improve information-sharing by simplifying the process
and reducing the time needed share information. Its use is very different from a country to another,
therefore generalising its direct use by all LE Officers is both important and urgent.

The expected benefits are:
•

Improve information sharing by simplifying the process and reducing the time needed to issue
a request for information or send information.

•

Encourage LE officers to use SIENA as the default channel of communication with their
European counterparts, which would make the communication quicker and easier, while
avoiding duplication of the information shared.

Recommendation Information Sharing #3: To promote the use of Malware Information Sharing
Platforms (MISP) among European law enforcement agencies
Target: European Commission
Topic: Cybercrime
Scope: Operational - Improving existing processes
Level of Urgency: High
Level of Importance: High
Explanation: Threat Intelligence Platforms (TIP) allow the exchange of information and knowledge on
the latest cyber threats. TIPs are technology solutions used to collect data on cyberthreats from
different sources, and which aggregate, organise and transform actionable information. TIPs were
highlighted by the survey respondents and the interviewee on cybercrime as important tools in the
fight against cybercrime. Developing TIPs for Law Enforcement was assessed as a priority need. For
optimal use, they should be interoperable with other existing tools, such as forensics and analysis
suites.
One of the most promising TIPs identified is the Malware Information Sharing Platform (MISP). MISP
is an open-source threat intelligence platform, used for "sharing, storing and correlating Indicators of
Compromise (IoC) of targeted attacks, threat intelligence, financial fraud information, vulnerability
information, and counterterrorism information". MISP was identified as an emerging and promising
information-sharing mechanism for cyberthreats. It is currently used by both the private and the public
sector. Some European LEAs are already using MISP. For example, the French judicial police recently
announced that it will use MISP via a platform called MISP-Police Judiciaire (MISP-PJ). Moreover, the
following Europol taxonomies to classify cybersecurity events, indicators and cyberthreats can already
be used in MISP:
•

Europol class of incident taxonomy

•

Europol type of events taxonomy
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Figure 16: Roadmap for information sharing recommendation 3
However, as it was developed in the first place by and for IT technical experts (i.e with extensive
technical expertise of cyberthreats), MISP can be overly complex for non-technical personnel.

The following steps could be implemented to promote the use of MISP by European LEAs:
•

Awareness raising campaign on MISP and its functions among relevant EU institutions and
agencies and European LEAs

•

Improve MISP’s user-friendliness, rendering interfaces and processes accessible for a larger
number of users

•

Completion of the establishment of a MISP "instance at Europol to further strengthen the
operational collaboration between cyber law enforcement and cyber security/network, and
information security community" as presented in the Europol Programming Document 20212023.

•

Support of the development of MISP instances for LEAs at national level, and ensure the
interoperability of MISP with other tools, such as forensics and analysis suites, as well as with
other existing TIP, as necessary.

•

Organisation of dedicated training/exercises at EU and national levels on the use of MISP for
LEAs to learn how to use the platform and keep their knowledge up-to-date with latest
developments.

Promoting the use of MISP among LEAs would contribute to swift and efficient sharing of information
on cyber threats. As stated in the Europol Programming Document 2021-2023, it would also "further
strengthen the operational collaboration between cyber law enforcement and cyber security/network,
and information security community."
As cyberthreats are growing and cybercrime is dramatically increasing, it is both important and urgent
to promote the use of MISP for LEAs to access and share the latest information on cyberthreats and,
therefore, improve the fight against cybercrime.
The expected benefits are:
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•

Allow LEAs to share the latest information on cyberthreats on one single already existing and
efficient platform and in a standardised way

•

Enhance information sharing on the latest cyber threats

•

Improve the fight against cybercrime

•

Strengthen the cooperation between LEAs and cybersecurity community in the fight against
cybercrime

Recommendation Information Sharing #4: To develop a European "choice of channels guideline"
Target: European Commission
Topic: Migration/Terrorism/Cybercrime/Serious & Organised crime
Scope: Operational - Improving existing processes
Level of Urgency: Medium
Level of Importance: High
Explanation: A specificity of the approach in one Member State, is the use of a "choice of channel
model" for police officers to be guided in their choice of the most efficient and relevant channel of
contact (such as SIENA, Liaisons Officers, Police and Customs Cooperation Centres, etc.) to share
information with their European counterparts in a given situation. The choice of channel depends on
several criteria, such as the area of investigation (administrative or criminal police), the geographical
criteria (border regions or not) and the nature of the request. The use of the model is not mandatory
but is a guideline, created to support LE Officers’ work.
For example, should information fall within the area of competence of border regions, the "choice of
channel model" indicates that the right channel to use is the Police and Customs Cooperation Centres
(PCCCs), established at the border with four other Member States, and where police officers from
neighbouring countries directly cooperate and exchange information on cross-borders issues.
However, it was highlighted that those countries cooperating within PCCCs sometimes use channels of
contact specifically created for the PCCCs, and since PCCCs operate differently from one country to
another, information-sharing processes in these structures are not homogeneous. This challenge could
be addressed by encouraging the use of SIENA within and between the PCCCs. Based on this "choice
of channel model", the police officers generally use SIENA with other EU Member States and with
Europol cooperating countries, who can use SIENA. With other third countries, they mostly use
Interpol’s channel of contact. Moreover, in specific cases, Liaison Officers can be used, "for sensitive
or confidential matters, or where other channels have been unable to provide a reply to the request
sent". Inspired by this "choice of channel model", a European "choice of channel guideline" could be
developed to provide guidance to LEAs when they need to share information with their counterparts.
The example is more fully explored and explained in the SoTA study.
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Figure 17: Roadmap for information sharing recommendation 4

The following steps could be implemented:
•

Development of a European "choice of channel guideline" to provide guidance to European
LEAs when they need to share information with their counterparts. This common model would
have to take into account potential national specificities. The European "choice of channel
guideline" would be a used for guidance only and would not be a mandatory process. The
guideline would include operational and geographical criteria to support LE Officers in their
choice of channel. The added-value and potential risks of each channel would be presented
for LE officers to understand the benefits or challenges of their use in a given situation.

•

A dedicated "toolkit" (guideline, questions and checklists to help LE Officers use the guideline,
for example), taking into account national specificities (the differences in the use of certain
channels of communication, such as SIENA, Liaisons Officers, PCCCs, for example), could be
developed to facilitate the use of the European "choice of channel guideline" by the EU
Member states.

As such a guideline would undoubtedly improve information-sharing by facilitating the choice of the
right mechanism in a given situation, its implementation is of great importance, however not highly
urgent.
The expected benefits are:
•

Facilitate the choice of information-sharing processes at European and/or national level.

•

Ensure that all Law Enforcement officers follow the same process to select the best suited
channel of contact in a given situation, while taking into account the national specificities
thanks to the dedicated toolkit.

•

Avoid duplication of information.

•

Ensure efficient information sharing.

Recommendation Information Sharing #5: To promote the organisation of more trainings and
exercises on information sharing
Target: European Commission (EU level), LEAs (implementation at national level), CEPOL, specific RDI
projects funded by the European Commission to organise joint exercises
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Topic: Migration/Terrorism/Cybercrime/Serious & Organised crime
Scope: Strategic & Operational - Improving existing processes
Level of Urgency: Medium
Level of Importance: Medium
Explanation: The analysis of the data collected via the survey, the workshop and the interviews showed
that joint training/exercises were assessed by European LEAs as useful and necessary, as this is where
LEAs meet, create their network and share experience, knowledge and best practices. As one
interviewee said: "Joint experiences, such as trainings, annual workshops, and any activity bringing
police officers together […] help to increase expertise but also build trust and confidence on other
peers, and therefore helps working through information-sharing challenges when necessary". Joint
training/exercises are therefore also a good way to raise awareness about different informationsharing mechanisms and about the national specificities of each Member State. Joint trainings and
exercises were also assessed as an excellent means to build trust between LEAs and encourage them
to share knowledge and experience. They are useful to enhance trust not only in the people but also
in the existing mechanisms, by keeping LEAs up-to-date with the full spectrum of mechanisms and
their latest developments.
However, while training was acknowledged as useful, it was highlighted that not enough trainings and
exercises are organised, and not often enough, as stated by survey respondents: training sessions
"could be more effective and organised more often", and be "more intensive and specialised" in the
four topics examined in this study. The need for training focusing on counter-terrorism was specifically
highlighted during the interview on Terrorism. Moreover, the need for more specialised training was
also highlighted, especially for European LEAs working on counterterrorism. These trainings could
focus on information sharing mechanisms used to fight against terrorism, but also on counterterrorism as a whole.

Figure 18: Roadmap for information sharing recommendation 5
The following steps could be implemented:
•

Public

Organisation of EU-level trainings and exercises on an annual or biannual basis, to ensure the
LEAs are kept up-to-date with the existing information sharing mechanisms and best practices.
Organising these training/exercises under the aegis of CEPOL would be of great added value.
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The trainings/exercises could be either general or specialised, for example on
counterterrorism.
•

Development of European standard training modules (pre-designed training session) on
information-sharing to be used at national level to organise joint trainings and exercises with
other Member States (neighbour countries, for example). The modules could be adapted to
national specificities (the differences in the use of certain channels of communication, such as
SIENA, Liaisons Officers, PCCCs, for example), as necessary.

•

Using the aforementioned modules, organisation of trainings and exercises at national level.
These trainings/exercises could be general or specialised, for example on counterterrorism.

A specific emphasis should be put on exercises based on realistic scenarios and/or case studies, to
allow LE officers to role-play information-sharing situations and understand the processes and
potential related challenges, for example the importance of the time factor.
Promoting the organisation of more trainings/exercises is not an urgent matter as such events are
already organised on a more or less regular basis. However, as highlighted several times by survey
respondents and interviewees, it is important to work on organising more of them, at both European
and national levels, and on both general and specialised topics.

The expected benefits are:
•

Ensure LEAs are kept up-to-date with existing information-sharing mechanisms and best
practices.

•

Build and maintain trust between European LEAs.

•

Improve LEAs responsiveness and cooperation capabilities with live exercises.

•

Foster informal and formal exchanges of best practices between LEAs.

Recommendation Information Sharing #6: Conduct a feasibility study for a common European
taxonomy of crimes
Target: European Commission
Topic: Migration/Terrorism/Cybercrime/Serious & Organised crime
Scope: Operational - Improving existing processes
Level of Urgency: Medium
Level of Importance: Medium

0

Explanation: The fact that each Member State has its own taxonomy (classification) of crimes was
highlighted as a factor hindering the efficiency of information sharing. Each national taxonomy is based
on national criminal law, and the definition of each type of crime varies from one country to another.
A typical example is the use and possession of small quantity of Class B drugs, which is classified as a
crime in some countries, but not in others. Related information is therefore not registered and cannot
be shared with other LEAs.
However, a common taxonomy should not be a supranational classification of crime, but could instead
take the form of a guideline proposing a primary classification of broad categories of crime, for
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example illegal migration, terrorism, extremism, serious crime, organised crime, cybercrime, etc. It
should also take into account that a crime can fall under two or more categories (for example if linked
to both terrorism and serious & organised crime, with cybercrime elements).
0
A feasibility study should take into account this dimension and focus on the broader categories of crime
in existence in each Member States to assess the necessity, feasibility and benefits of such a common
classification.

Figure 19: Roadmap for information sharing recommendation 6
The following steps could be implemented to examine the opportunity for a common European
taxonomy of crimes could cover the following aspects:
•

Review of all national criminal codes of EU Member states: identification of commonalities, gap
analysis and identification of existing challenges.

•

Definition of the possible categories to be used in the common European taxonomy.

•

Development of a SWOT matrix (Strength, Weakness, Opportunity, Threat) on the implementation
of a European common taxonomy.

•

Recommendations.

The Council of Europe, especially its Criminal Law Cooperation Unit, could be consulted as an expert in
this study. Conducting a feasibility study for common European taxonomy of crimes may not be urgent,
however, it is crucial to improving information sharing among LEAs in the long term, hence important.

The expected benefits are:
•

Assess the feasibility of a common European taxonomy of crime.

•

Assess the benefits of a common European taxonomy of crime on information sharing between
LEAs, such as for example, cross-recognition of types of criminal offences and, therefore,
facilitation of information sharing.
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VI. ILEAnet recommendations and roadmap for age
assessment in the context of migration
1. Introduction
Children have represented up to a third of migrant arrivals in the European Union since the summer
of 2015 according to the European Agency for Fundamental Rights (in 2017) and at least one in five
according to Frontex (in 2018). LEAs encounter children (or individuals claiming to be children) as
asylum seekers or irregular migrants, these individuals may also be victims of human trafficking or
migrant smuggling. This presents LEAs and other authorities with three potential scenarios that may
require some form of age determination to be necessary so the individual can be handled appropriately
and lawfully:
•

Firstly, a genuine child claiming to be a child; having a right to various protective measures.

•

Secondly, a child falsely claiming to be an adult; to avoid separation from their family or
accompanying adult(s); to avoid the protective measures that may interrupt their onward
journey; on instruction from human traffickers or migrant smugglers so they are placed in open
reception centres for adults, where it is easier to reach them.

•

Thirdly, an adult falsely claiming to be a child; claiming to be under the age of 18 to abuse the
legal systems in Member States and, consequently, depriving genuine children of various
protective measures reserved for them.

2. Desk Study and Surveys – LEA Challenges & Needs:
The first desk studies conducted by ILEAnet in 2017 included a review of key EU policy documents in
respect of EU Migration to identify the related ‘challenges’ and ‘needs’ of LEA practitioners. The main
topics identified by desk review with implications for LEA practitioners were Irregular Migrants,
Migrant Smuggling and External Border Controls and the common cross-cutting themes were:
•

Improved gathering, analysis and sharing of information

•

Strengthening cross-border and multi-disciplinary cooperation

•

Investigation and prosecution of criminal offences and criminal groups associated with Migrant
Smuggling

•

Effective and humane management of irregular migrants.

LEA practitioners were then surveyed on the identified challenges and the results were analysed and
presented at the first ILEAnet Public Workshop in June 2018. The use of modern technologies then
became a focus topic which emerged from the discussions with LEA practitioners seeking to discover
the possibilities for modern technologies to provide solutions that could equip them for managing
irregular migration.
A further desk study was then conducted in 2020 on the specific topic of age determination in the
context of migration which identified 9 challenges which were defined as follows:
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1. A lack of awareness concerning child migrants’ rights - to improve the professional standards
and legal compliance by LEAs in cases involving individuals claiming to be child migrants
(regular or irregular) or a victim of smuggling/trafficking.
2. Potential misidentifications of children as adults (or adults as children) by LEAs in ’first line’
contact situations – to develop improved professional standards, practices and procedures for
‘age determination’ by ‘first line’ staff in operational situations.
3. Identifying and supporting migrant children who come to the attention of LEAs that are
‘missing’ or victims of migrant smuggling or human trafficking – to provide information,
reassurance and protection to children from exploitation and respecting ‘the benefit of doubt’
in assuming a minor age.
4. A child-centric, child-sensitive and child-rights approach to age assessments and age
determination – to fully respect the child’s legal rights and to develop ‘child-friendly’
approaches allowing the best opportunities for them to be heard, represented and have their
dignity respected throughout.
5. Lack of effective, consistent and timely procedures for age determination and age assessments
within and between Member States – to develop a holistic, multi-agency and multi-disciplinary
approach to age assessment.
6. Accuracy and reliability of age assessment techniques – to have new and improved age
assessment techniques to more accurately and reliability support the age determination
process.
7. Availability of qualified, trained and independent guardians to be swiftly appointed for
unaccompanied and separated children to represent them throughout the age determination
process – to improve quality and quantity of independent guardians so children can be
effectively represented ‘and heard’ during age determination processes (as well as other
general respects).
8. Duplication of effort by Member States in repeating age determination procedures with the
same individual – to develop cross-border case management services and information sharing
between NGO and national child protection systems across borders in cases of age
determination and develop a common European minimum standard for age determination
and age assessments, including reference to the methods applied and the reasoning leading
to the final outcome.
9. Better and more accommodation and reception facilities for all migrant children – to improve
capacities and facilities for separated child migrants, and children in family groups, so they can
be treated and respected as children throughout the age determination process in a safe
environment

The desk study found that LEAs are usually the first point of state contact in cases of regular or irregular
migrants and victims of migrant smuggling or human trafficking that may claim to be children. This
presents a set of immediate and follow-up challenges for LEAs in acting appropriately and lawfully in
handling each individual case. In practice, a majority of age determinations are based on appearance
and often carried out by ill-qualified and poorly trained staff in ‘first line’ operational encounters. In
these situations, the first line ‘decision-maker’ is unlikely to have received any training in age
assessment or benefit from any specialist or technological support. Where a more involved follow-up
procedure is applied, the medical assessments have been given undue weight in making final decisions
about a child’s age and are perceived as the most reliable and accurate way of assessing age despite
the large margins for error that are well researched, documented and understood. There is no single
age assessment methodology whereby an exact conclusion can be reached on age.
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A project search was conducted (by ILEAnet WP3) which found a lack of RDI projects and solutions
seeking to address age assessment in the context of migration, so a State-of-the-Art (SoTA) study was
commissioned by ILEAnet as the next step in the IPUP process to investigate existing and new
technologies that could fulfil LEAs’ needs.

3. State of the Art Study – Main Findings:
The SoTA study was conducted in three phases:
1. Inventory of existing techniques already used for age determination
2. Identification of new techniques that can or could contribute to determine the age
3. Classification of the techniques according to several criteria applied to two use cases
Use case 1 - Fast Time: To accurately assess the age of a child migrant during a field check - such as
groups of migrants arriving on the shoreline of a Member State at night in small boats. The objective
is to evaluate the age as quickly as possible with the greatest accuracy possible.
Use case 2 - Slow Time: Determining a child migrant's age in a detention facility – in circumstances
where some days can be available to make the assessment with specialists and equipment. The
objective is to evaluate the age with the greatest accuracy possible with time to perform examinations.
The SoTA focused on the overview of techniques for obtaining an approximation of chronological age
in cases where the migrant is unable to prove his or her age (undocumented) or where the law
enforcement authorities had serious doubts about the age claimed by the migrant.
A full range of existing and new techniques were identified and considered:

The SoTA results show that forensic methods, such as medical imaging, are still relevant in determining
the age of an individual, especially in the case of slow time use. Imaging devices have evolved, and it
is possible to perform examinations without exposing people to ionising radiation. However, even the
most accurate existing techniques had a margin of error of +/- 6 months (bone x-rays) and +/- 1 year
(dental x-rays) and would not be possible for fast time use. Although they provided the best accuracy
in age assessment, these techniques had several shortcomings:
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•

the lack of up-to-date anatomical databases correlated with the ethnicities present in the
migratory flows,

•

the lack of fairness in the interpretation of the examinations,

•

the examinations are long and costly (investment in equipment and qualified personnel).

The SoTA results identified the emergence of technologies that are complementary or potentially
capable of replacing forensic examinations. The use of Artificial Intelligence in the processing and
interpretation of medical images could not only increase confidence in age estimation but also
standardise procedures and restore fairness in the assessment of age. Other medical imaging
techniques are emerging, particularly in the analysis of hand veins. Among the new biological
techniques, advances were identified in the analysis of the genetic make-up of individuals, particularly
DNA methylation. However, these require a DNA sample to be taken from the person and can
therefore be invasive.
Among the non-invasive techniques, facial analysis was found to be one of the most promising,
particularly for fast time use; however, this would require the creation of learning databases which
would need the approval of an ethics committee. An ethics committee approval could also be
necessary for technologies linked to voice and expression analysis.
The SoTA contractor created a database that compiled details of companies with potential technology
solutions employing the new and existing techniques that could make the task of age assessment
easier and more accurate. The database included an interactive scoring and ranking tool for the
technologies against key criteria to make it possible to identify the most promising technology
according to the use case. These criteria are presented in the Figure below.

Figure 20: Illustration of technology solutions database criteria

These emerging technologies are not yet capable of assessing chronological age with sufficient
accuracy. However, they open up the field of possibilities and deserved to be explored more fully and
precisely.
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4. Recommendations and Roadmap for Age Assessment:

Recommendation Age determination #1: To create a reliable database for age assessment by artificial
intelligence
Target: European Commission, European Community with consortium of LEAs, Enterprises and
Academics
Topic: Migration
Scope: Operational - creating a database of faces and voices
Level of Urgency: High
Level of Importance: High
Explanation: The estimation of chronological age by artificial intelligence algorithms is possible and
demonstrated. The existing results are not satisfactory enough to be used in their current state
because these algorithms are trained on databases that are inappropriate for the migration context.
For these methods to be valid, they need to be trained on databases that take into account the age
range 13-25 years, the migrant's ethnicity, gender, voice and a documented date of birth. To date, no
such database exists.

Recommendation Age determination #2: To create a reliable database for age assessment for medical
examinations
Target: European Commission, European Community with consortium of LEAs, Enterprises and
Academics.
Topic: Migration
Scope: Operational - creating a medical imaging database
Level of Urgency: High
Level of Importance: High
Explanation: When using medical imaging for age assessment, the imaged body part is compared to
an atlas. However, medical imaging atlases (Greulich & Pyle), if useful, are over 40 years old. They are
not representative of the population involved in migration flows. On the one hand, the ratios between
sexes have evolved, and on the other hand, the ethnic groups found in the migratory flows have only
been the subject of few studies (not all the countries of origin of migrants have been studied), or even
none at all in certain cases. Indeed, these atlases were made on the basis of medical images of
Caucasian individuals. The medical imaging data must be updated to give relevant results in the
evaluation of age. An ethical committee approbation has to be taken in account (it will possibly delay
the creation of the database). The total size of the database will have to be statistically significant
depending on the ethnicities or countries of origin of the migrants. This may lead to several millions of
data.
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Recommendation Age determination #3: To develop experimental mobile solution for age assessment
experimentation
Target: European Commission, European Community with consortium of LEAs, Enterprises and
Academics
Topic: Migration
Scope: Operational - creating a mobile solution tool for LEAs to assess age in the operational field
Level of Urgency: High
Level of Importance: High
Explanation: The LEAs must assess the age of a migrant in complex contexts such as during controls
on the arrival of migrants in the middle of the night on the European coast. In this context, law
enforcement agencies must have tools that allow them, at best, to assess age with a low degree of
uncertainty, and at worst, to quickly identify persons whose age of majority is uncertain and for whom
further investigation is required. In this way, the risk of depriving a child of these rights will be reduced
while limiting the number of detentions for further examination. This goal will be achieved through
the testing of one or more pilots about mobile solutions (such as mobile medical devices or
smartphone apps using A.I. facial analysis). These pilots could use one technique or a combination of
techniques to assess the age of migrants.

Recommendation Age determination #4: To standardize the European age assessment procedure
Target: European Commission, European Community with consortium of LEAs, Enterprises and
Academics.
Topic: Migration
Scope: Operational – standardization of a procedure
Level of Urgency: High
Level of Importance: High
Explanation: Even if medical imaging practices are the recognised techniques, their application may
differ from the X-ray gold standard and remains variable both in terms of the tools to be used (X-rays,
MRI) and the parts of the body to be analysed (knees, wrists, teeth). Moreover, the data provided by
the machine does not give an age in itself but contributes to enlighten the decision of the human
operator. There is therefore an inequity of treatment depending on the country to which the individual
presents himself, as there is no standard procedure (hardware, software, decision) officially shared by
all law enforcement agencies.
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Recommendation Age determination #5: To ensure the traceability after the age estimation process
Target: European Commission, international challenge for Enterprises and Academics
Topic: Migration
Scope: Operational – eDocument combining age estimation process results and the migrant identity
Level of Urgency: High
Level of Importance: High
Explanation: Once the whole process for the age estimation has been conducted with final results and
conclusions, it is key to record all the related information, especially the different steps of the process
(type of tests conducted, results of each step, level of confidence, etc.). An eDocument (encrypted &
secured) would be generated for the migrant and recorded in a global European migrant database. It
would be used for the follow-up of the administration and could be used in the same manner as the
Covid-19 green pass, just proving the age of the migrant and giving the method used to obtain it.
Similar legal issues to the Covid-19 green pass may arise concerning data retention.

Recommendation Age determination #6: To create an open international challenge for age estimation
solutions
Target: European Commission, international challenge for Enterprises and Academics
Topic: Migration
Scope: Operational – standardization of a procedure
Level of Urgency: Medium
Level of Importance: High
Explanation: The NIST Face Recognition Vendor Test (FRVT), set up and conducted by the US National
Institute of Standards and Technology (NIST) since 2000, has greatly contributed to the improvement
of face recognition solutions by providing datasets and independent tests for all interested parties. A
global open challenge with reference datasets and independent evaluation would attract a large
number of academics, solution providers, and stakeholders, especially as the automatic age estimation
is a useful, even sometime a must-have, service for many business areas where age regulation exists,
such as gaming (casinos, on-line gambling), retail (liquor, tobacco, weapon), and adult websites. The
age estimation challenge could include different classes of technologies, different databases, and
various test scenarios for different targeted use cases. This international challenge will allow to
associate civil society, associations and LEAs as key stakeholders. A collaborative test pilot involving all
companies and technologies identified could be implemented to further explore the results of the
open challenge. The pilot collaborative project would work on standardizing the new tested and
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validated solutions/processes. The following roadmap illustrates how the age estimation procedure
can be completed by combining technologies supported by the six recommendations:

Figure 21: Roadmap for age assessment recommendation 1-6

Recommendation Age determination #7: To create a database on relevant companies and innovative
solutions
Target: European Commission, LEAs, Academics & Innovation Networks
Topic: Migration
Scope: Operational – Database of innovative solutions
Level of Urgency: Medium
Level of Importance: High
Explanation: The evolution of techniques is continuous. It is important for LEAs to maintain awareness
of new and emerging techniques and technologies. The recommendation #5 gives an entry point to
collect solutions but it could be completed by an up-to-date database to include solutions identified
by the open challenge but also propose a self-assessment questionnaire open to every company that
proposes or wish to propose a solution in the age assessment context.
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The following figure illustrates how the age estimation recommendations can be prioritised:

Priority 1

Creating a reliable training database for age assessment for medical imaging
Creating a reliable training database for age assessment by Artificial
Intelligence

Priority 2

Experimenting combined and mobile solutions for age assessment
Ensuring the traceability after age estimation process
Standardising the European age assessment procedure

Priority 3

Creating an open challenge for age estimation solutions
Creating a database on relevant companies and innovative solutions

Figure 22: Summary and proposed priority of the age assessment recommendations
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VII. ILEAnet recommendations for standardization in
security research, development and innovation
concerning LEA operational fields and better
involvement of LEAs in RDI projects
1. Introduction
Standardization in the security research, development and innovation domain (RDI) was an important
topic for the ILEAnet project to explore in collaboration with LEA practitioners. A key task was to define
the areas of most common interest for future standardization and identify those items which could be
subject to possible standardization (WP4: Task 2:4, Months 4-60). Two sets of results are provided with
recommendations. Firstly, proposals of standards for LEA operational fields and, secondly, proposals
of standards for RDI, for a better involvement of LEAs in RDI projects.

2. LEAs priorities as regards standardization in operational fields:
In order to identify the security domains for future standardization WP4 carried out the study: ‘Law
Enforcement Agencies priorities as regards domains requiring more standardization’ (see D4.8 for
further information).
The study was carried out within the operational fields of LEAs daily work, such as Migration,
Cybercrime, Serious & Organised Crime and Terrorism and the following categories of LEAs’ operations
were considered:
•

Policing – the maintenance of law and order by LEAs, done in a state, region, neighbourhood
or at a certain event.

•

Special operations – highly organized, pre-planned activity that uses specially trained LEAs
officers who are prepared and equipped to resolve a critical incident.

•

Crime prevention – the LEAs proactive measures that attempt to prevent crime from occurring
or eliminate it before any further results appear.

•

Criminal investigation – the process of collecting information by LEAs, to confirm the crime
occurred and subsequently identify and prosecute the perpetrator.

•

Forensic science – the application of scientific methods to establish facts about the crimes and
perpetrators, which may be used for legal proceedings.

•

Intelligence – information gathered by LEAs from various sources that are not always used for
legal proceedings but may lead to the prevention or solution of a crime.

•

Information exchange – the act of information sharing by LEAs through passing information
from one to another or giving access to it through certain systems.

•

Data management – the practice of LEAs related to collecting, keeping and using data securely,
efficiently and cost-effectively.

•

Administration and support – all range of activities that support the management and day-today operations of LEAs organizations.
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Respondents were asked to indicate the standards according to their type: Terminology – Material –
Product – Technology – Process – Procedure – Service – System. The purpose of standardization was
divided into two aspects: enhancement of Performance and Interoperability.
Data collection was based on the question to LEAs ‘What standards related to your daily work you
would welcome most?’.
During 9-10th June 2021, ILEAnet delivered its 4th Public Workshop (online) which was dedicated to
exploring further the topic of standardization. This enabled the prioritisation of security domains for
future standardization:

LEAST
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IMPORTANT
Human age
assessment

Automated
linguistic
translation

Surveillance
and border
management

Combating
migrant
smuggling

Information
sharing on
human
trafficking
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and border
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Combating
migrant
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privacy

Prevention

Surveillance
and border
management

Prevention
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Automated
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sharing on
human
trafficking
CYBERCRIME
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Economic
cybercrime
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(ex aequo)

Response
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TERRORISM
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Warning
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terrorist
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systems

URGENT
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quality
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investigations
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Sharing
criminal
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Sharing
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Open-source
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of
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criminal
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Figure 23: Topic priorisation in LEA operational fields
The findings set out in Figure 23 were developed through a collaborative and participative process with
LEA practitioners and provides a practitioner focussed assessment and prioritisation of future
standardisation related to their daily work.
The full ILEAnet Study: ‘Law Enforcement Agencies priorities as regards domains requiring more
standardization’ was subsequently reported by WP4 (in D4.8).

3. Involvement of LEA practitioners in RDI projects:
In an attempt to express common requirements that improve LEAs performance, WP4 carried out a
study titled ‘Law Enforcement Agencies Requirements for Strengthening Security Research and
Innovation – Standards Proposals for RDI projects’. The study aimed at defining common requirements
as regards the Research, Development, and Innovation (RDI) projects, based on the ideas,
recommendations and suggestions collected from the representatives of LEAs. To avoid duplication of
efforts and excessive questioning of respondents, the decision was made to take advantage of the
undergoing ILEAnet study on LEAs priorities as regards standardization in operational fields by
extending collecting proposals for standards also for the RDI projects. The ILEAnet approach assumed
that the term “standard” stands for a set of requirements that are widely agreed upon, and although
the standards are voluntary, when implemented they are based on requirements.
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In this study, data collection was based on the question to LEAs: ‘What standards for carrying out
Research, Development and Innovation projects in the Security domain would you propose to make
their realisation easier and more effective?’.
The following categories were defined and explored:
•

Project initiation - identification of the problem, definition of a solution to be built and
delivered by the project, formation of the project team.

•

Project execution - actual work towards the outputs and deliverables of a project.

•

Project management - processes of planning, control, and coordination of all aspects of a
project to achieve the agreed objectives.

•

Dissemination - methods and ways of presenting and sharing the results of the project.

•

Exploitation - evaluation of the project results for operational purposes or in public
policymaking.

•

Commercialisation - a process of introducing project results into commerce by making them
available to the market.

•

Administration and support – all range of activities that support the RDI projects’ initiation,
execution, management, dissemination, exploitation and commercialisation.

The responses identified thirty-four requirements for RDI projects in the fields and areas, as follows:
Fields

Areas

Proposals

General Standards for Security RDI Domain
Standards for Security RDI Project
Management
Standards for Security RDI Project Intake
Process
Standards for Security RDI Project
Realisation

Administration and support

10

Project management

4

Project initiation

6

Project execution

5

Dissemination

2

Exploitation

5

Commercialisation

2

Standards for Security RDI Project Uptake
Process
Total

34

Figure 24: Breakdown of LEA areas for standardization requirements

At the 4th Public Workshop ILEAnet aimed to maximise its opportunity for collaboration with LEA
practitioners using facilitated discussions, consultations and surveys to identify and understand how
LEAs could be better involved in RDI projects. The results were highly applicable in refining the IPUP
and IPIP, and finally the list of the LEAs proposals for standards for RDI projects was created and is
presented below.
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Proposals for Standards
1. Standardized system for monitoring the Security RDI Domain and
alerting LEAs when relevant RDI Projects start and are about to finish
2. Standardized system for coordination of the Security RDI Projects
3. Standardized definition and EU framework related to “collaborative
platforms” to be used in Security RDI Projects
4. Standard for establishment and operations of the Pan-European virtual
laboratory for testing project results in the Security RDI Domain
5. Standardized Pan-European database of the scenarios for the field tests
in the Security RDI Domain
6. Common database collecting use cases on several themes (terrorist
attack, cyber-attack, etc.) to be used in the Security RDI Domain
7. Building common definitions in the Security RDI Domain by the relevant
experts in research and from LEAs
8.. Unified practice of translation of Security RDI Projects materials using
machine/automated translation
9.. Standardized joint procurement procedures enabling purchasing
products for the Security RDI Projects realisation as well as buying the
Projects results
10. Unified set of regulations regarding unitary payment, at a European
level, of LEA personnel involved in Security RDI Projects
1. Best practices guidelines for Security RDI Projects
2. Project management guidelines for LEAs participating in Security RDI
Projects
3. Standardization of the work packages management procedures for
Security RDI Projects
4. Standardized channels and ways of communication between
Consortium members in Security RDI Projects
1. Unified methodology for LEAs to identify the need for Security RDI
projects
2. Common guidelines for LEAs on progressing from the initial idea or need
to the submission of a proposal for the Security RDI Projects
3. Common guidelines for applicants on designing LEAs’ participation in
the Security RDI project proposal
4. Unified templates for LEAs to decide in which Security RDI projects to
participate
5. Unified guidelines for LEAs joining Security RDI Projects’ consortia
6. Common methodology for involving LEAs and researchers in Security
RDI Projects
1. Security and confidentiality standards for collaborative platforms in
Security RDI Projects
2. Standardized approach for the integration of new members in restricted
areas of collaborative platforms in the Security RDI Domain
3. Common guidelines on how to design and carry out a proof of concept
or use case scenario in Security RDI Projects with LEAs’ involvement
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Proposals for Standards
4. Standardized procedure of making operational data usable for Security
RDI projects (standard for data anonymisation)
5. Best practice guidelines for data sharing by LEAs with third parties
(academia, industry) in Security RDI Projects
1. Unified program for reporting, visibility and sharing Security RDI
Projects results
2. Standardized form of presentation of the results and outputs of
different Security RDI Projects
3. Unified set of indicators for uptake of the Security RDI Projects results
by LEAs
4. Common dataset for testing and validation of tools and methodologies
supporting Security RDI Projects and training initiatives
5. Procedures for evaluation of the tools & APIs (application programming
interfaces) created in Security RDI Projects
6. Standard for testing and validation of the products offered to LEAs (as a
result of Security RDI Projects)
7. Unified methodology for the final evaluation of Security RDI Projects
outputs
8. Standardized approach for the development of a reference catalogue of
devices and solutions delivered as the results of Security RDI projects
9. Common database and management rules for working technologies and
Security RDI Projects’ outputs/demos
Figure 25: LEA proposals for standards in RDI projects

The findings set out in Figure 25 were developed through a collaborative and participative process with
LEA practitioners and provides a structured set of proposals for future standardisations in RDI projects.
The proposed standards concerning project ‘intake’ and ‘uptake’ are relatable and complimentary to
the ILEAnet Project Intake Process (IPIP) and ILEAnet Project Uptake Process IPUP).
The full study: ‘Law Enforcement Agencies Requirements for Strengthening Security Research and
Innovation – Standards Proposals for RDI projects’ was reported by WP4 in D4.9.

4. Recommendation for standardization in the security research,
development and innovation domain:
Recommendation Standardization #1: The requirements identified by ILEAnet in the operational
fields, as well as those enabling better LEAs’ involvement in security research and innovation, should
be integrated into the future content programming of Horizon Europe as well as its executive
regulations.
Target: European Commission, Horizon Europe
Topic: Security research - standardization
Level of Urgency: Medium
Level of Importance: High
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Explanation: The ILEAnet project collaborated closely with LEA practitioners on the topic of
standardization. Mainly, the collaboration was designed to define and prioritise the areas of most
common interest for future standardization in the operational fields; however, ILEAnet went further
in their collaborations to survey and consult LEA practitioners in the context of its their dedicated
public workshop on the topic to identify how LEAs can be better involved in research and innovation.
As a result, twenty-five domains requiring more standardization were identified and prioritised within
the operational fields of LEAs daily work and they should be integrated in the calls for proposals
oriented on the research-based standardization in Civil Security for Society Work Programme.
Moreover, thirty-four areas were identified (Figure 25) concerning standards for RDI projects
performance: general standards for Security RDI Domain, then standards for project management, for
projects’ intake process, for projects’ realisation and for projects’ uptake process. They should be
integrated into Horizon Europe’s Work Programme 'Civil Security for Society' executive regulations as
well as into the content of the direction titled ‘Strengthened Security Research and Innovation’.
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VIII. ILEAnet recommendations regarding Networks
of Practitioners
The creation and animation of a network are crucial for Networks of Practitioner (NoP)-based projects
and special care was put in the ILEAnet project into the development of its network. This experience
is deemed as useful to other networks.

1. Online collaborative platforms
Recommendation NoP#1: The set-up of a dedicated online platform for the ILEAnet community
proved very useful but also came with a number of challenges. Reflecting on the ILEAnet experience,
a number of recommendations can be put forward when considering launching a collaborative
platform. The platform should:

✓ Be (almost) ready before the start-up of the community
✓ Be as simple and user-friendly as possible (too many functionalities will be counterproductive)
✓ Have a simple structure (e.g. a limited number of functional or thematic groups), for instance
3 types of discussion groups:
•

Secure areas for practitioners

•

Areas where practitioners can engage with industry

•

Areas where practitioners can engage with research

The time needed to develop & structure a collaborative platform should not be underestimated (the
best being to start structuring the platform during the project proposal drafting).
The data management plan is very important, as well as the Knowledge Manager who controls the
information format when a new item is added (information tagging, location of information, etc.).
Finally, it is important to train the users and administrator with the online tool used to network.
Target: European Commission, European and national networks
Topic: Collaborative platforms
Level of Urgency: Medium
Level of Importance: High
Explanation: Collaborative platforms are necessary as part of community management and
development. They are a good starting point for community building even if networking activities can
take place outside of the online platform but such informal exchanges proved very difficult to capture
in this case. The basic tool to build the ILEAnet community was a secured platform, which acted as a
forum for its community members. The choice of the platform was decided on in the project Grant
Agreement, the ILEAnet partners agreeing to use and customise an already existing platform which
had been developed by one of the project partners (ARTTIC) and already used for professional
communities. Such a portal was needed to enable the mutual online sharing related to new solutions
and best practice to address LEA challenges. Several discussion groups were available for ILEAnet
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members whose creation depended on the type of information to share and on the stakeholders (LEAs,
academics, solution providers, policy makers) who were allowed to access their content.
The ILEAnet online platform was a good way to materialise and make the Network+Community
tangible. It enabled the community to have a single place where to search and post up information.

Recommendation NoP#2: To clarify as soon as possible how confidential or LEA-restricted data will
be managed and clearly communicate about it
Target: European Commission, European and national networks
Topic: Collaborative platforms for Law Enforcement
0
Level of Urgency: Medium
Level of Importance: High
Explanation: Confidentiality is a key concern for LEAs. To guarantee the confidentiality of discussions
between LEA partners, the ILEAnet platform has been structured with silos: some rooms (discussion
groups) are publicly open (including for researchers and industrialists) and others are restricted to
LEAs. In addition, new members have to sign a charter before being able to create their online profile
and access discussion groups. In addition, an explanatory video was specifically developed to explain
how data was managed on the platform.

2. Creation & animation of a LEA and scientific community
ILEAnet succeeded in creating a community of LEAs, researchers and other stakeholders interested in
RDI. Those stakeholders were all invited to a single collaborative platform, raising the need to find
common topics of interest for such a heterogeneous community.

Recommendation NoP#3: To favour specific networks (e.g. thematic networks, networks in the same
geographical area …) rather than a large/broad network and start with small groups of individual
interested in the same topic and then grow
Target: European Commission, Horizon Europe
Topic: Community set up
Level of Urgency: Medium
Level of Importance: High
Explanation: A community needs boundaries that will structure the network. Having a specific topic of
interest or same common ground help the community building and facilitate the animation of this kind
of networks. It is much more efficient to start with small groups of individuals interested in the same
topic and then grow up the network than embracing ambitious goals and trying to bring together
plurisdisciplinary experts on a wide range of topics.
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Recommendation NoP#4: To develop a community by identifying two Points of Contact per
partner/country
Target: Networks and communities
Topic: Community set up
Level of Urgency: Medium

0

Level of Importance: High
Explanation: The ILEAnet National Contacts (INCs) 0and Scientific Referents were the core of the ILEAnet
community, and they made the community grow up by interconnecting ILEAnet and their national
networks, both on operational and scientific levels. Due to their position in Law Enforcement Agencies,
INCs changed positions very regularly, hence a lack of continuity and insufficient handover during
transitions. It is hard to define the requirements for a ‘good’ Point of Contact (PoC): besides personal
motivation, he/she should be legitimate to represent the national organisation. It is therefore
important to have a Poc and a deputy to fill the gap if one leaves their position.

Recommendation NoP#5: To ensure the presence of people who are able to bridge the gap between
LEAs & Researchers
Target: Networks and communities
Topic: Law Enforcement community set up
Level of Urgency: High
Level of Importance: High
Explanation: Those who are able to bridge the gap between LEAs & researchers have a crucial role to
play in communities. They are excellent intermediaries and able to translate the needs from each of
the communities. During 5 years, ILEAnet tested several ways to connect those two worlds (Research
& LEAs) through webinars, joint events, etc.
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3. Community managers
Recommendation NoP#6: To consider having a dedicated and seasoned person for community
management, who has the background to animate a community and is knowledgeable about the
online collaborative platform, which is being used, and who participates from the very beginning to
the very end of the project. The mission/tasks of the community manager have to be clearly defined
as well.
Target: Networks and communities
Topic: Community set up and community animation
Level of Urgency: Medium
Level of Importance: High
Explanation: Community Managers have a crucial role in Networks of Practitioners. Their role and skills
should not be underestimated, even if their position is not always well understood and their work is
not always visible nor tangible. In ILEAnet, a resource was dedicated to community management. This
is often not the case in other research projects aiming at building a network and this person was an
added value for the networking and the community management. The community manager helped
structuring and building the community (e.g. defining the invitation process and the platform
architecture), making the community live (e.g. welcoming new members, monitoring and moderating
discussions/events, sharing news), mapping & surveying the community, connecting members when
relevant, etc. The community manager had a significant role in communication and made the
community known to the outside environment, and supported the densification and expansion of the
network. And last but not the least, the community manager was the memory of the community and
a landmark for its members.

4. Support to LEA partners involved in RDI projects
Recommendation NoP#7: LEAs should benefit from a support service to help them with the
administrative and financial aspects of a project. This support is multiform (hotline, online tutos, prefilled forms, ...).
Target: Projects with Law Enforcement
Topic: Project management
Level of Urgency: Medium
Level of Importance: High
Explanation: During the whole ILEAnet project, a specialised company helped the LEAs that were not
familiarized with H2020 research projects to fulfil their contractual obligations, especially at project
start and ahead of reporting periods. This highlighted the fact that the lack of mastery of these
mechanisms is a definite hindrance to the engagement of LEAs in European-funded R&I projects. This
support was mainly provided through direct exchanges (email, phone, dedicated webinars, …) with the
partners concerned.
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IX. Conclusion
As a H2020 Network of Practitioner-based research project in security, ILEAnet has been concerned
with building and supporting a sustainable network of LEA practitioners interested in innovative
solutions while encouraging the dialogue between those practitioners and the research community.
Further, in alignment with the European Commission’s reinforced focus on encouraging concrete
results for a more secure Europe, ILEAnet has been focusing on practical ways to facilitate the uptake
of research projects’ solutions into practice. This side of activities has been part of the project’s
ambitions to provide a highly conducive environment for security research and innovation, from the
identification of operational challenges and needs to the implementation of solutions.
This report provides an overview of the different activities, good practices and approaches which have
been conducted by ILEAnet in this regard with a view to bringing security research closer to users’
needs and facilitate the adoption of research solutions by law enforcement.
The final recommendations and roadmaps it sets out with explanation and commentary which
demonstrates the success and achievements of the ILEAnet project are hoped to be of use and interest
to any stakeholders concerned with developing a practitioner network and/or encouraging uptake of
research outputs. They concern:
•
•
•

The usefulness, effectiveness and success of the ILEAnet research cycle (IPIP, IPUP, SoTA)
The value of LEA practitioner derived/focussed contributions to the security RDI domain
(Standardization proposals, IPIP, IPUP)
The development of a sustainable community and network of LEA practitioners and effective
collaboration with industrialists and academics (NoP).

In a more detailed way and as way of conclusion, ILEAnet key outcomes to keep in mind include:
•

•

•

Public

The ILEAnet Project Intake Process (IPIP); addressing the challenges of how to ensure LEAs’
participation throughout the full lifecycle of a project using a wide variety of good
practises/approaches derived from LEA practitioners and a participation and engagement
guide derived from LEA practitioners in collaboration with researchers. It is recommended that
the IPIP is adopted, promoted and implemented at a European level and an EU level roadmap
was developed and presented.
The ILEAnet Project Uptake (IPUP); addressing the challenges of how to manage the
interactions between researchers and practitioners to facilitate, accelerate and maximise
practitioner uptake and exploitation of research results. It is recommended that IPUP is
promoted as a set of tools that can be implemented individually or in a combination at a
European, national or organisational level and three complimentary recommendations are
made concerning:
o The surveying of LEA challenges and needs (IPUP step 1 - needs analysis);
o The preservation and availability of RDI project results (IPUP step 2 - solution
screening);
o The connection of procurers with practitioners through (IPUP step 3 - stakeholders
connection).
State-of-the-Art Studies (SoTA); presenting a model for engaging with industrialists and
academics on topics where no obviously available solutions are identified (e.g. negative result
for IPUP step 2 - solution screening). It is recommended to use SoTAs as a tool for security RDI
projects for very specific topics following two very different ‘demonstrator’ SoTAs that were
commissioned and implemented by the ILEAnet project.
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Information sharing mechanisms between European law enforcement agencies; presenting
a series of recommendations and roadmaps to enhance information sharing as the single
highest and cross-cutting priority LEA challenge processed through the full ILEAnet cycle
(needs analysis> solution screening> SoTA> recommendations/roadmaps> potential future
research programmes).
Age assessment in the context of migration; identifying and classifying existing and new
techniques that can or could contribute to age determination through a series of
recommendations and an RDI roadmap as the outcome of being processed through the full
ILEAnet cycle (needs analysis> solution screening> SoTA> recommendations/roadmaps>
potential future research programmes).
Standardization in the security research, development and innovation domain; presenting a
list of prioritised topics for future standardization from close collaborations with LEA
practitioners concerning their operational fields of Migration, Terrorism, Cybercrime and
Serious & Organised Crime; and also a set of 34 recommendations for better involvement of
LEAs in RDI projects derived from LEA practitioners themselves.
Network of Practitioners (NoP); using the ILEAnet project experience to draw transferrable
lessons concerning the creation, animation and management of NoPs like the need for a secure
collaborative online platform, the requirement for committed Points of Contact and the
importance of having a dedicated community manager.
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X. Annex 1- IPIP details
1. Before forming the idea of the project
•

Convince LEA practitioners of the interest of research and innovation (R&I):

•

o

Define R&I from a LEA point of view

o

Raise awareness with outreach programmes

o

Showcase successful stories

o

Underline the role of cooperation

o

Familiarise with existing showcase websites

o

Involve senior management

o

Involve LEAs directly at the office

Support the ideation: provide guidance on the transformation of an idea into a project

2. Before the start of the project
•

•

•

•

Public

Define the needs
o

When? Federate LEAs on their needs before calls open

o

How?
▪

Define session in which LEAs pitch the best ideas and then technical partners
apply for providing solutions (idea of a neutral place)

▪

Work on operational need and take into account the different levels of needs
(local, national, ethics…)

▪

Invite non-consortium LEAs to define needs

▪

To do: Ensure the presence of experts in those meetings

Make researchers and industrialists collaborate with the LEA community
o

Identify and involve specialist ‘facilitators’ to bridge the gap of knowledge and
complexity of LEAs, research and technology worlds

o

Increase the integration of knowledge between those communities at organisational,
national and European levels

Perform in-depth background checks before launching a research project
o

Have a look at completed and ongoing projects

o

Perform state-of-the-art reviews

o

Look outside Europe

Create a participation and engagement guide based on the following 9 approaches/good
practises
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o

Create a standard work structure for R&D projects to be used by LEAs and share best
practice/rules of engagement process

o

Here is some advice:
About the LEA involvement:
▪

Ensure LEAs are part of the target audience

▪

Prioritise projects with strong LEA involvement

▪

Consider having a partner dedicated to admin support
About the scope:

▪

Have clear needs before engaging in a project
About the project’s results:

▪

Choose between high or low TRL outputs

▪

Favour modular tools rather than integrated platforms

▪

Pay attention to the cost of results sharing with LEAs (prototypes, software,
etc.): favour free outputs!

•

Increase LEA transparency towards partners regarding their involvement concerning capacity
& competencies. It will facilitate the collaboration with researchers and industrialists

•

Coordinate the selection and participation of LEAs in research projects

3. During the project
•

•

•

•

Public

LEAs training
o

Perform this compulsory part of the dissemination hand in hand with use cases

o

Create innovative training curricula for LEAs, for an easier uptake

o

Deliver training in the native country language, for an easier uptake

Final evaluation
o

Assess project results with a recognised methodology

o

Ensure the presence of experts

Project uptake
o

Collaborate with other projects & researchers

o

Connect uptake stakeholders with research projects

o

Use projects to feed state-of-the-art public procurement

Project management
o

Record every activity (demos, presentations …)

o

Use interactive tools for project management

o

Include an LEA Steering Board to provide oversight on the project implementation
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Allocate LEA budget for personnel costs (not just a travel budget)

4. After the project
•

Communicate – more demos and more events between LEAs and project holders, adopting a
LEA perspective

•

Attract – showcase of successful uptake and examples of research outputs customisation

•

Alert – warning system when research projects are at mid-term and reach their end

•

Test – reliable testing environment for LEAs to test and give inputs to solution providers

•

Analyse and recycle – analysis of the uptake of security research outputs to detect what is
unused; solutions produced by research projects are building blocks

•

Simplify – a more flexible procurement

•

Automate – automatic uptake with an ISF project for successful R&I projects

•

Collect & share – digital collection of research projects’ outputs and related demos;
consensus catalogue of challenges and needs

•

Maximise – accept ‘partial uptake’ as a success

5. EU Level Roadmap and Recommendations:
•

•

Structure the EU research network
o

Develop in each EU country a network of security focal points coordinating the EU
research

o

Develop small units within agencies dedicated to R&I

Find a solution for masking real data to be used in research projects
o

Blockchain system

o

Creation of EU guidelines/standards

•

Create a shared space for research & LEAs to meet

•

Analyse stakeholders’ involvement in security research and correlate it with the operational
impact of their projects

•

Improve the format of research programmes

Public

o

Consider the link between call/TRL/end user involvement

o

Make policy, good practice and standards a target or outcome from R&I projects

o

Increase confidentiality standards

o

Allow more flexibility during the lifetime of a project

o

Assess the exploitation declaration of the submitted projects

o

Share project results with LEAs for free (prototypes, software, etc.)

68

22/06/07_ILEAnet_D.4.9_Public report
D4.9_EFIC_INPUT TO THE PUBLIC REPORT ON THE ILEANET FINDINGS ON SCOUTING ACTIVITIES – N°9

07/06/2022

XI. Annex 2- Templates for IPUP Toolkit
1. Project ID card

Public
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2. TELOS survey
TELOS Survey

1. Technical: What is the technological readiness of the solution provided by the project? How
is it measured?

2. Economic: Is the solution provided by the project expected to save LEAs money, time, other
assets? How is this potential gain measured?

3. Legal: Is the solution compliant with legal, ethical and societal requirements? How has this
compliance been verified?

4. Operational: What is the expected operational impact of the solution provided by the
project? How has it been assessed?

5. Scheduling: What is the development timeframe till completion of the solution? How has it
been estimated?

Public
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3. Scenario simulation
Scenario simulation
Background
ILEAnet is working on easing the discussion between LEAs and research projects in order to encourage
greater uptake of research project results. For this, ILEAnet has developed the IPUP (ILEAnet Project
Uptake Process).
The IPUP includes a number of tools, including the TELOS survey and the scenario elaboration. These
tools are designed to give LEAS a better understanding of what the project offering is. The TELOS
survey assesses the impact and maturity level of the project outcomes and their legal compliance. The
objective of the scenario is to demonstrate the project outcomes in an operational and practical way.
After completion of these stages, project holders are ready to present their project outcomes to LEAs
in a comprehensive and targeted way.

Objective of the scenario: To illustrate in a practical way how your project outcomes may be deployed
by LEAs in the course of their operations or activities.

Scenario elaboration: Describe how your project outcomes could possibly be used by LEAs during
their activities, for instance by answering the following questions:
•

WHEN: when in the context of the LEAs’ operations the project outcomes can be used
(criminal investigations, patrolling services, etc.)?

•

WHO: who are the expected main end-users of your project outcomes (please be specific:
for instance, IT analysts, …)?

•

WHERE: where can the project outcomes be used (at the crime scene, in an office, etc.)?

•

WHAT: what are the most useful functionalities of your project outcomes for LEAs?

•

HOW: how the project outcomes are to be used by LEAs (material or equipment needed,
input data needed, if applicable)?

•

WHY: why are your project outcomes worth LEAs attention (cost, time, performance,
integrated solution, etc.)?

An additional question to consider and explain:
•

WOULD: would the daily use of your project outcomes by many different LEAs be more
efficient and effective when standardised at the European level?

Please provide the scenario as a text document (e.g. Word).
In addition to providing an outline of the scenario, please specify how you propose to present your
scenario (video recording, live demonstration, on the field demonstration etc.) and if applicable,

Public
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material or equipment needed.

Real or fictional scenario?
 If your project’s outcomes have already been used for real cases or during validation tests, you
can draw inspiration from that and add all other possible uses.

 If your project’s outcomes have never been used for real cases or simulated data, you can
suggest a likely but fictional scenario. It will help LEAs to clearly understand how the solution
may be used in their work environment.

 If you are lacking inspiration, please do not hesitate to come back to the ILEAnet team as we
can help you to define a realistic scenario.

Thank you for this information!

Public
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