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1 Context of the study
1.1 The ILEAnet project
The ILEAnet HORIZON 2020 project1, funded by the European Commission and coordinated by the
French Ministry of Interior, is focused on developing a sustainable network of Law Enforcement
Agencies (LEA), researchers, policy makers and solution developers from all over Europe. Its mission is
to stimulate LEA’s capacities to influence, develop and take up research, development and innovation
(RDI) in order to help them tackle their daily challenges.

1.2 The ILEAnet workcycle: from the challenges & needs to recommendations
ILEAnet operates as a community of people with a common interest in exchanging and collaborating
on LEA’s challenges and needs as well as LEA-centred RDI. Whilst the organisational ILEAnet Network
is focused – “top-down” – on specific challenges, the ILEAnet Community contributes, with “bottomup” ideas, to generate innovative approaches in facing new challenges. An online community platform
enables professional networking and mutual assistance, especially sharing best practices.
Synthesising top-down approaches and bottom-up ideas, ILEAnet is destined to generate
recommendations for future RDI policies. ILEAnet’s objective is to catalyse innovation between LEAs
on one hand, and between LEAs, academics and industries on the other hand. This will enable LEAs to
influence future RDI efforts, which could be addressed by individuals, groupings of organisations,
countries as well as European research programmes.

1.3 Emergence of a transversal subject
The following Figure shows the articulation between the different ILEAnet Work Packages with regards
to identifying and answering LEAs’ needs and challenges.

1

https://www.ileanet.eu/
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WP2: LEAs challenges and
needs identification

WP3: Solutions and
expertise identification

•Desk reviews
•Surveys
•Inputs from the ILEAnet
community

•Analysis of the results from
WP2
•Search for solutions within
the ILEAnet community

WP6: Scientific
in-depth studies
(subcontracted)

WP4 :
Recommendations
elaboration

If no existing solutions
are identified
In the framework of the Work Package 2, ILEAnet conducted regular desk studies and surveys to
identify challenges and needs faced by LEAs on several themes: Migration, Cybercrime, Terrorism, and
Organised Crime.
After a few work cycles, the analysis of the survey responses highlighted a clear cross-cutting issue
which was raised across those four priority areas: the need for more common processes/frameworks
for the sharing of information and data, and for cooperation and collaboration on same.
As a result of this analysis and the current lack of expertise in the ILEAnet Community on the subject,
it has been agreed that a state-of-the-art investigation on the needs of practitioners for more effective
information sharing processes was to be commissioned. The analysis would include a review of what
is currently available; what the strategic, legislative and technical challenges are, and
recommendations for possible future solutions and good practices.

1.4 Tendering process
The ENSP Research Center (French National Police Academy) is the Scientific Coordinator in the ILEAnet
project. As described in the ILEAnet Grant Agreement, and in collaboration with ILEAnet experts, the
ENSP Research Center prepared the technical and administrative specifications. The call for tenders
(with the ENSP Research Center as contracting authority) was published the 07/09/2020, both at a
European and a French national level. In compliance with the applicable French and European public
procurement regulations, and the principle of best value for money, CEIS-Avisa Partners was selected
as the Contractor and started working on the study in April 2021.
CEIS-Avisa Partners is a consulting firm specialized in economic intelligence, strategy and cybersecurity.
CEIS’s work focuses on domains of national sovereignty (law enforcement, intelligence, defence,
security) including issues related to law enforcement, border management, threat assessment, digital
transformation, cybersecurity and counter threat intelligence.
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1.5 Objectives of the study
ILEAnet provided CEIS-Avisa partners with four desk studies as well as the responses to surveys
conducted in 2018 on the topics of interest for the project: Migration, Terrorism, Cybercrime and
Organised Crime. These documents provided the context on the identification of the cross-cutting
challenge surrounding information sharing among European LEAs.
CEIS-Avisa Partners divided the work in three phases during the 10 months of the study:
-

A mapping of the existing and emerging trends and mechanisms used for information sharing
among LEAs in Europe

-

An assessment and an analysis of the existing and emerging information sharing mechanisms,
focusing on good practices and challenges (legal, strategical, political, practical…)

-

A proposal of recommendations/solutions towards an effective improvement of information
sharing mechanisms between LEAs.

In this case, recommendations consist in best solutions/practices that can be easily adaptable in LEAs’
daily work, as well as nurture the European Commission’s future projects, strategies and possible
efforts for standardization.

1.6 Daily management of the study
ILEAnet experts from WP4 and WP6 were part of the coordination team in addition to the ENSP
Research Center. Their role was to give a practitioner point of view and an expertise on
standardisation, as well as to guide the execution of the study with regards ILEAnet requirements on
recommendations. The ENSP Research Center managed the logistic aspects, and ensured a scientific
framework was given to the study.

The information and views set out in this study are those of the author(s) and do not necessarily
reflect the official opinion of ILEAnet or ENSP. ILEAnet does not guarantee the accuracy of the
data included in this study. Neither ILEAnet nor any person acting on ILEAnet’s behalf may be
held responsible for the use which may be made of the information contained therein.
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2 Executive Summary
Information sharing is at the heart of European Law Enforcement Agencies ’(LEAs) work on
transnational crime. Information sharing is not a smooth process but instead brings to light a series of
challenges, such as differences in Member States ’legal frameworks, the ever-increasing amount of
information exchanged between LEAs, increasingly complex threats, etc.
Consequently, a study has been conducted in the framework of the H2020 ILEAnet project in order to
investigate European LEAs ’needs for more efficient information-sharing processes and mechanisms.
CEIS-Avisa Partners (hereinafter referred to as "the Contractor") was contracted to conduct this study
by ILEAnet, through ENSP (French National Police Academy, French Ministry of Interior) as contracting
authority. The objective was to identify existing and emerging trends, best practices and challenges
concerning information sharing in four domains: Migration, Terrorism, Cybercrime and Serious &
Organised Crime. The study covered the 27 Member states (MS) of the European Union (EU). It puts
forth actionable recommendations on how to improve information sharing among European LEAs.
The study has shown that a number of information-sharing mechanisms exist to help LEAs share
information with their EU counterparts: 56 mechanisms were identified, with different objectives,
scopes and functionalities. Their use is impacted by national organisational cultures, processes, and
Law Enforcement (LE) officers ’awareness of how their counterparts work.
Moreover, the research and consultation led to the identification of best practices, needs and
challenges faced by LEAs in sharing information with their European counterparts. While there are
enough information-sharing mechanisms, additional functionalities, such as the automatic translation
being developed for Europol’s Secure Information Exchange Network Application, could be needed for
other information-sharing processes. Increased interoperability between existing databases was also
highlighted as necessary.
The current report summarises the main findings of the study and presents the recommendations
developed.
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4 Methodology
The study was conducted in three phases:
1. Mapping of existing and emerging mechanisms used for information sharing among European
LEAs in Europe in these four domains: illegal migration, cybercrime, terrorism, serious and
organised crime
2. Assessment and comprehensive analysis of the mechanisms identified, with a particular
focus on information-sharing trends and challenges
3. Development of recommendations to improve information sharing among LEAs in Europe.
A deliverable was produced at the end of each phase: a Data collection report (1), an Analysis report
(2) and the Recommendations (3).

Timeline of the study

➢

Step 1: Desk research

Avisa Partners developed a research plan (list of relevant sources) using publicly available sources to
identify existing and emerging information sharing mechanisms. The ILEAnet team provided initial
elements prior to the desk research, which were used as a starting point for the research. A total of
105 carefully selected sources were examined. The raw data was refined and sorted, and a list of
information-sharing mechanisms was produced then validated by the ILEAnet team. The results were
used to develop a survey aimed at consulting relevant stakeholders (LEAs, Academia and Industry).

ILEAnet Public

© ILEAnet Consortium

8

INFORMATION SHARING – FINAL BRIEF
➢

February 2022

Step 2: Online survey

The Contractor of the study established a list of 440 relevant stakeholders, to whom the survey was
disseminated. It included 373 representatives of LEAs, EU institutions & agencies, 25 industry
representatives and 42 academia representatives.
The Contractor developed three semi-structured questionnaires (one for each type of
stakeholder), to complement the desk research and collect additional quantitative and qualitative
data. The survey was disseminated to the 440 stakeholders and to the ILEAnet partners and network.
Participants were given eight weeks (18 May to 14 July 2021) to answer, with regular reminders sent
during this period. The list of stakeholders, as well as the questionnaires, were reviewed and validated
by the ILEAnet team.
50 LEA representatives from 19 Member states and 2 EU institutions completed the survey, as did 4
academia and 3 Industry representatives.

➢

Step 3: First workshop (28 September 2021)

The results of the data collection were presented and discussed during a first workshop. It was divided
into four sessions, covering the four topics of the study (migration, terrorism, cybercrime, serious &
organised crime).
With the support of the ILEAnet network, Avisa Partners selected speakers for each session to address
both strategic and operational aspects of information sharing:
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The workshop started with a presentation of the ILEAnet project and an introduction to information
sharing. Each of the four sessions lasted 45 to 60 minutes and began with a short presentation of the
methodology and of the key results of the data collection. Speakers were then invited to share their
experience before engaging in a discussion with the audience.
A total 70 LEAs and EU representatives from 15 Member States (Austria, Belgium, France, Germany,
Hungary, Italy, Latvia, Lithuania, Luxembourg, the Netherlands, Poland, Portugal, Romania, Slovenia,
Spain) and Israel, and from 35 different organisations, among which 7 EU institutions/agencies (ENISA,
European Commission (DG HOME), European Cybercrime Centre (EC3), Europol, Europol’s Serious &
Organised Crime Centre, Frontex, Office of the EU’s coordinator for Counter-Terrorism) took part, in
addition to several participants from the ILEAnet network.
➢

Step 4: Semi-structured interviews

Four in-depth interviews were conducted in October and November 2021.
The following subject-matter experts were interviewed:

A list of guiding questions was elaborated and sent to the interviewees ahead of the interviews.
➢

Step 5: Second workshop (11 January 2022)

A second workshop was organised to present the study’s recommendations to an audience of LEAs
and EU representatives to validate and complement and refine said recommendations. A total of 37
participants from 29 different organisations took part, from 12 Member States (Austria, Belgium,
Bulgaria, Denmark, Estonia, Greece, Lithuania, Latvia, the Netherlands, Poland, Spain, Slovenia), as well
as Israel and 3 EU institutions/agencies (EC3, ENISA and European Commission (DG HOME)) and several
participants from the ILEAnet network.
The workshop started with a presentation of the ILEAnet project and the study. Two 45-minutes
sessions followed, during which the six recommendations were presented and speakers invited to
react. The speakers were:

The discussion with the audience was dynamic and yielded valuable input.
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5 Information sharing between LEAs in Europe:
Mapping of existing and emerging mechanisms
Information sharing is at the core of European LEAs’ work and is crucial to foster their capacity to
prevent and fight illegal migration, terrorism, cybercrime and serious & organised crime. Information
sharing however is not a smooth process but instead reveals challenges such as differences in EU
Member States legal frameworks, the ever-increasing amount of information exchanged
internationally between LEAs, increasingly complex threats, etc. A number of information-sharing
mechanisms exist and are being developed to help LEAs share information with their counterparts in
other countries.
In the framework of this study, "mechanism" is understood as a broad term, and includes several kind
of framework, systems, tools or groups: cooperation frameworks, official systems and databases,
channels of contacts, platforms and expert groups, other platforms & tools, informal groups, and other
initiatives. The official mechanisms are set up by EU and International institutions and agencies
(Europol, Frontex, Interpol, etc.) and proposing different functionalities with various purposes.
A total of 56 existing and emerging mechanisms were identified2, most of them transversal to the 4
topics of the study (Migration, Cybercrime, Serious & Organised Crime and Terrorism). There are three
main layers of official international and European information sharing mechanisms:
-

Cooperation frameworks and official systems and databases

-

Channels of contacts at national level, allowing LEAs to send or receive requests through the
cooperation framework and the official systems and databases

-

The SIENA application, which allows LEAs to directly contact their counterparts and interact
with each other.

Platforms and expert groups also allow the LEAs to meet directly and develop trust. Although they are
not "technical" mechanisms, there are crucial for the cooperation of European LEAs as they foster the
exchange of information and best practices. The existence of informal groups appears to be specific to
the fight against terrorism. They exist at both the strategical and operational levels. They are very
important for fostering knowledge, trust and best practices, and are therefore considered as
information-sharing mechanisms, however, as demonstrated by the study, they should not become
parallel channels for sensitive information exchange.
Information-sharing mechanisms allow LE officers to request information from their counterparts, but
also to answer requests for information stored in their national systems.
Key findings from this study include:

2

-

There are enough information-sharing mechanisms

-

Existing mechanisms are considered secure

-

The quality of the information shared is sufficient

The 56 mechanisms are listed in the Annex chapter.
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-

As stated by one survey respondent, "the higher volume of data and the faster speed, the
better for investigators", however the volume of information shared is sometimes
insufficient, as claimed by 10% of the respondents

-

It sometimes takes too long to access information, as highlighted by 14% of the survey
respondents and the input of the workshops and the interviews.

The key word here is "information". As put by one of the experts interviewed, data, information and
intelligence can be differentiated:
-

Data is raw content which can be obtained directly in the field. It has no structure,
classification, or tag.

-

Information is data, which has been sorted and structured by a machine or a human. It is used
by investigators and analysts.

-

Intelligence is the most elaborate product. Information becomes intelligence when it is
actionable, timely accurate and relevant.

To simplify, this study uses the generic term "information" for the three aforementioned categories.

5.1 Existing mechanisms most used by European LEAs (selection)
Among the existing mechanisms identified, the majority are transversal and used equally to fight
illegal migration, terrorism, cybercrime and serious & organised crime.
The information-sharing mechanisms most commonly used by LEAs, across all topics, are:
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Other mechanisms were also highlighted as very efficient information-sharing mechanisms,
including3:

3

This list is non exhaustive
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* Report accessible at: https://www.eca.europa.eu/Lists/ECADocuments/SR21_08/SR_Frontex_EN.pdf
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The existing information-sharing mechanisms are of different nature (cooperation frameworks, official
systems and databases, official messaging application, channels of contacts, platforms and expert
groups, etc.) and therefore have different purposes, for example fostering cooperation and direct
contact between LEAs of several countries, securing the exchange of sensitive files, giving direct and
real-time access to relevant data, exchanging malware information, drawing situational pictures, etc.

5.2 Emerging information-sharing mechanisms
A few new and/or emerging information-sharing mechanisms were identified:
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The study revealed that additional mechanisms are not perceived as necessary, as existing and
emerging mechanisms cover a wide scope of LEA needs. Moreover, new functionalities could be added
to existing mechanisms, such as automated translation, currently under development for SIENA.
Moreover, most respondents were unaware of new or innovative information-sharing mechanisms:
50% answered "no" to the question "Are you aware of new and innovative information-sharing
mechanisms or tools which could facilitate and/or improve European LEAs’ daily work?", and 32%
answered "I don’t know". One respondent however suggested that a "more consistent engagement
with the Europol Innovation Lab" could help improve the uptake of research, development and
innovation (RDI) projects among European LEAs, and that "Europol National Units should be more
aware of RDI projects undertaken in their countries, so that they can facilitate the dialogue and
cooperation." The organisation of "seminars/workshops/conferences about results of RDI projects"
was also mentioned as a way to take up the results of RDI projects.
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6 Main identified Trends, Best practices,
challenges, and related recommendations
6.1 SIENA: focus on a swift and secure channel to share sensitive or restricted
information
➢

SIENA: an efficient and reliable mechanism

The Secure Information Exchange Network Application (SIENA) is Europol’s direct message exchange
system. Used by 58% of survey respondents, it was acknowledged as an efficient information-sharing
mechanism, which allows for swift and secure sharing of restricted and sensitive information. As
highlighted by one LEA expert interviewed, if used as a default communication channel, SIENA
simplifies communication between LEAs and avoids duplication of contacts.
SIENA is used to share information between EU Member States, EU Member States ’cooperating
partners, Europol and Europol’s cooperating states. LEAs have the possibility to contact their
counterparts and Europol simultaneously, allowing Europol to search for other countries involved in
the same investigation, and, depending on the handling code4 assigned to the information, inform the
requesting country. SIENA can also be used in the framework of other procedures, such as the Prüm
decision5, the Naples Convention6, the Swedish Initiative7 or Mutual Legal Assistance treaties. SIENA is
also used by representatives of entities such as the Passenger Information Units (PIUs) and Financial
Intelligence Units (FIUs). It is widely used: in 2020, there were more than 16,000 active SIENA users
and 1,26M operational messages were exchanged. It was used by 2,200 competent national
authorities from 51 countries and 14 international organisations/agencies.
SIENA was mentioned repeatedly as an answer to the survey question on the ideal information-sharing
mechanism. Moreover, in a situation where they urgently need to exchange information, 24% of LEAs
respondents said they would use SIENA. As SIENA’s processes are highly standardised, by harmonising
and controlling which types of information can be shared, SIENA "covers the gaps between national
legislation and procedures"8.

4

More information on handling codes can be found here: https://data.consilium.europa.eu/doc/document/ST-62432018-REV-1/en/pdf (page 7)
5

Legal basis of the Prüm decision: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=LEGISSUM:jl0005

6

Legal basis of the Naples Convention:
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:41998A0123(01)&from=EN

7

Legal basis of the Swedish Initiative:
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32006F0960&from=en

8

Quote from an expert interviewed
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As counter-terrorism information is often highly confidential and sensitive, a specificity of informationsharing in this field is the existence of two dedicated channels within SIENA: SIENA CT9 and SIENA CT
confidential. Launched in 201610, SIENA CT is a specific SIENA channel for counter-terrorism units to
exchange information. SIENA CT confidential is an accredited channel for information exchange up to
EU CONFIDENTIAL11 which must be used in mandatory security conditions, the first being in a specific,
secure building, which de facto restricts its use as not all LEAs can fulfill these conditions.

In December 2021, the European Commission proposed an EU Police Cooperation Code12 to "enhance
law enforcement cooperation across Member States and give EU police officers more modern tools
for information exchange". The proposition includes a Recommendation on operational police
cooperation as well as new rules on information sharing: one of these rules is to establish SIENA as the
default channel of communication between European LE Officers. The importance of Single Points of
Contact (SPOCs) is also highlighted in the proposed measures. As specified in the Draft Guidelines for
a Single Point of Contact (SPOC) for international law enforcement information exchange13 (2014), the
SPOC "is a "one stop shop" for international law enforcement cooperation: it has one phone number
and one e-mail address […] for all international law enforcement cooperation requests dealt with at
national level."
However, the use of SIENA currently varies from one country to another, and the decision is the
competence of relevant national authorities: in some countries, Law Enforcement (LE) officers can
directly use and access SIENA, while in others, while in others, where the organisational model of the
9

Counter-terrorism

10

Parliamentary questions E-001682/2018, European Parliament, 31 May
https://www.europarl.europa.eu/doceo/document/E-8-2018-001682-ASW_EN.html
11

2018,

accessible

at:

Idem

12

Police Cooperation Code: Boosting police cooperation across borders for enhanced security, European Commission, 8
December 2021, accessible at: https://ec.europa.eu/commission/presscorner/detail/en/ip_21_6645
13

Draft Guidelines for a Single Point of Contact (SPOC) for international law enforcement information exchange, Council of
the European Union, 23 June 2014, accessible at: https://db.eurocrim.org/db/en/doc/2215.pdf
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LEAs is more centralised, SIENA is exclusively managed by Europol’s National Units (ENU), to which LE
Officers must submit a request to use the application, which sometimes makes the process slower and
less efficient. Each country has its own rules and policies on how SIENA should be used.
➢

Recommendation: Support the direct use of SIENA by all Law Enforcement officers

The following need was identified in the four topics examined in this study: make SIENA directly
available to all Law Enforcement (LE) Officers in every Member State to ensure the use of one channel
of communication and avoid parallel contacts.
The generalised and direct use of SIENA by all LE officers could be of great added value as it would
allow each LE officer to use the application and directly request information to a European counterpart
and Europol.
However, if such measure is implemented, SIENA would not become the single existing channel of
contact, but the default channel as there should be room for flexibility in the choice of channel, for
example for urgent or complex matters, which could require direct contacts between Liaison Officers,
or geographical constraints, which could imply the use of the PCCCs.
Moreover, training/exercises should be organised as necessary to avoid any misuses of SIENA caused
by a lack of training.
It is crucial to keep relying on the national single points of contact (SPOCs) for quality control,
crosschecks and support. A SPOC gathers the Europol National Unit (ENU), the Interpol National
Central Bureau (NCB), the SIRENE Bureau, the contact point for national and foreign Liaison Officers
and the contact points to the "Swedish Framework Decision" and the "Prüm Decisions". A direct use
of SIENA by LE Officers would also require to keep strong central services to monitor and coordinate
more decentralised information sharing processes.
The generalised and direct use of SIENA by all LE officers could be implemented via to the following
steps:
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The direct use of SIENA would undoubtedly improve information-sharing by simplifying the process
and reducing the time needed share information. Its use is very different from a country to another,
therefore generalising its direct use by all LE Officers is both important and urgent.

6.2 Guidance and training to use information-sharing mechanisms: a
necessity at national and European level
➢

The necessity of guidance and training

The survey showed that 76% of respondents’ organisations provide guidance or training on how to use
European information-sharing mechanisms. Guidance and training were assessed by one respondent
as "totally necessary and useful to enhance the proper use of the tools". Another wrote that "existing
mechanisms are too numerous and not well known by the […] police "in the field". It is always very
complicated to understand how everything works and who is doing what."
Additionally, the survey, workshops and interviews showed that joint training and exercises at
European level, where LEAs representatives meet and share experience and best practices, are a good
way to raise awareness about the different information-sharing mechanisms and to enhance
knowledge on how LEAs works at national level. Exercises are of great added-value as they usually
involve case studies or realistic scenarii where LE officers have to use information-sharing mechanisms.
These joint events are also crucial to build trust. Trust was highlighted as a key element for LEAs when
sharing information with their European counterparts. LEAs are more confident sharing information
with counterparts they have already met, and with whom they are used to cooperate.
As discussed during the second workshop, some LEAs tend to trust more the individuals than the
systems when sharing information. More trainings would be a good way to make LEAs trust the existing
information sharing mechanisms. They help create an "information-sharing mindset", fostered by
trust.

However, as revealed by the survey, workshops and interviews, not enough trainings and exercises are
organised, and not often enough, as stated by survey respondents: training sessions "could be more
effective and organised more often", and be "more intensive and specialised" in the four topics
examined in this study, especially in counterterrorism. This would allow LEAs to keep their knowledge
of the information-sharing mechanisms up-to-date and to allow them to meet on a regular basis to
build trust and share best practices.
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Recommendation: Promote the organisation of more trainings and exercises on information
sharing

The following need was identified in the four topics covered by the study: organise more joint
training/exercices on information sharing mechanisms (both general and specialised trainings).
The following steps could be implemented:

Promoting the organisation of more trainings/exercises is not an urgent matter as such events are
already organised on a more or less regular basis. However, as highlighted several times by survey
respondents and interviewees, it is important to work on organising more of them, at both European
and national levels, and on both general and specialised topics.

6.3 How to choose the right mechanism: inspiration from the Belgian Police’s
"choice of channel model"
➢

The Belgian "choice of channel model": a guideline to support LE officers during informationsharing processes

Information-sharing mechanisms are different in nature and address different purposes. They are in
no instance interchangeable. The graph below shows the difference of nature and purpose of 4
selected mechanisms.
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Example of the difference of nature and purpose of 4 selected mechanisms

The choice of the right mechanism(s) depends on criteria such as the purpose of the action, the type
of information needed, the sensitivity and or/urgency of the matter, etc. The Belgian Federal Police
developed a "choice of channel model", a non compulsory guideline to help LE officers choose the
most efficient and relevant channel of communication for a given situation. Based on this model, LE
officers choose a channel depending on the area of investigation (administrative or criminal police),
the geographical criteria (border regions or not) and the nature of the request14. Examples include:

14

"Evaluation report on the third round of mutual evaluations "Exchange of information and intelligence between Europol
and the Member States and between the Member States respectively" - Report on Belgium", Council of the European Union,
4 February 2020, accessible at: https://data.consilium.europa.eu/doc/document/ST-8665-2004-REV-1-DCL1/en/pdf
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Recommendation: Develop a European "choice of channels guideline"

Inspired by the Belgian "choice of channel model", a European "choice of channel guideline" could be
developed to provide guidance to LEAs when they need to share information with their counterparts.
The guideline would include operational and geographical criteria, and the added-value and potential
risks of each channel would be presented for LE officers to understand the benefits or challenges of
their use in a given situation.
The following steps could be implemented:

As such a guideline would undoubtedly improve information-sharing by facilitating the choice of the
right mechanism in a given situation, its implementation is of great importance, however not highly
urgent.
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6.4 Using direct and/or informal contacts: risks and best practices
The definition of "direct contacts" varies: they can be understood as emails, phone calls or in-person
meetings, or instead using SIENA or Liaison Officers. Direct contacts by phone calls or emails will be
referred to as "informal contacts" here.
The study highlighted that the time needed to access information is crucial and often too slow. As a
result, LEAs sometimes use informal contact where possible and depending on the sensitivity of the
information requested (16% of survey respondents claimed to use informal contacts when they
urgently need to exchange information with a European counterpart). One respondent explained that
informal contacts are "the quickest way to receive information", however "everything depends on the
situation, problem and type of information. In case of classified information, an official note is needed."
If information is shared only via an informal channel, however, the risk is that it is not shared and
stored on official databases, which could have a crucial impact on investigations if investigators are
not aware of the existence of the information. In other cases, information could be shared twice, once
informally then through official channels, leading to duplications.
SIENA and Liaison Officers are the two channels which appear to be safe, efficient and swift.
As explained above, SIENA was described by LEAs representatives as an easy, secure and reliable
channel of contact to directly request and share information with European counterparts, especially
sensitive and/or confidential information. However, in some countries, all LE Officer have access to
SIENA, while in others, the use of SIENA is handled by the Europol National Unit (ENU).

Bilateral Liaison Officers can also be used for direct information sharing in specific cases, but the way
the network of Liaison Officers works strongly depends on personal relationships and on the
organisational culture of the country. Liaison Officers should however not be used as parallel channels
of contacts: to avoid duplications or gaps, the information they share must imperatively be stored in
official databases.
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6.5 The need for interoperability
➢

Interoperability: an acknowledged need

The analysis of the data collected via the survey, the first workshop and the interviews with LEA
representatives revealed that the lack of interoperability between the existing information-sharing
mechanisms impacts the efficiency of information sharing between European LEAs. Improved
interoperability among existing mechanisms was highlighted as more useful than creating additional
mechanisms, as existing ones cover a wide range of LEA needs in terms of information sharing. For
example, the interconnection of asylum, border management and migration related databases would
be highly beneficial for the fight against Identity Fraud.
The "Regulation on establishing a framework for interoperability between EU information systems on
borders and visa" aims to foster the prevention, investigation, detection and prosecution of serious
crime and terrorism, by establishing an interoperability framework for six EU information systems
dedicated to security, borders and migration management: Schengen Information Schengen II,
Eurodac, Visa Information System, Entry/Exit System, European Travel Information Authorisation
System and the European Criminal Record Information System for third-country nationals (ECRIS-TCN).
Interoperability components for the aforementioned systems are:
-

A European Search Portal (ESP), to enable police officers to simultaneously search the
aforementioned EU information systems

-

A Shared Biometric Matching (BMS), to allow LEAs to request and compare biometric data in
the aforementioned EU information systems

-

A Common Identity Repository (CIR), to provide basic biographical and biometric information
on non-EU nationals

-

A Multiple-Identity Detector (MID), to detect identity theft and multiple identities, and
immediately alert border guards and police.

The regulation entered into force in 2019, with the exception of the provisions on the interoperability
components, which will apply at a date to be determined by the Commission. LEAs cannot yet use
these tools.
In 2021, the "European Parliament resolution of 8 July 2021 on the Annual Report on the Functioning
of the Schengen Area (2019/2196(INI))", called "on the Member States, the Commission and the
agencies involved to uphold the envisaged timetable for implementation, which provides for
implementation of the new IT systems, completion of the reforms of the existing systems and
interoperability of those systems by the end of 2023".
➢

Recommendation: Strengthen the interoperability of existing information-sharing mechanisms

The following need was identified for the four topics examined in the study: improve the
interoperability of information-sharing mechanisms.
In order to strengthen the interoperability of existing information-sharing mechanisms and databases,
the following steps could be taken:
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The interoperability framework would then cover a wide set of existing and future databases and
would facilitate and accelerate European LE officers’ daily work by allowing them to search a total of
10 databases through a common interface.
The implementation of a wider interoperability framework could be strengthened by the integration
of the Interpol databases contained in the Interpol Information System (I-24/7). As a reminder, the
Interpol Information System is used by 44% of the survey respondents, and its importance was
highlighted during the interviews and the workshops. Making the European and Interpol databases
interoperable would be of great added-value as this would facilitate searches and crosschecks, and
reduce the time needed to access information. It should be underlined that discussions are currently
ongoing between the EU and Interpol on the interoperability of the databases and systems, but data
protection remains a key issue.
Despite the great added-value of interoperability, it should also be taken into account that developing
the interoperability of existing databases would imply investment in capacity and training, and would
have a significant budgetary impact. It could also require a more important implication of the private
sector. Moreover, it could also face legal complexities, as well as raise questions on sensitive data
management and protection.
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6.6 A specificity of the fight against cybercrime: the importance of threat
intelligence platforms
➢

MISP: a promising TIP to fight cybercrime

Threat Intelligence Platforms (TIP) allow the exchange of information and knowledge on the latest
cyber threats. They are technology solutions used to collect data on cyberthreats from different
sources, and which aggregate, organise and transform this data into actionable information. TIP were
highlighted by the survey respondents and the interviewee on cybercrime as important tools in the
fight against cybercrime. For optimal use, they should be interoperable with other existing tools, such
as forensics and analysis suites.
One of the most promising TIP identified is the Malware Information Sharing Platform (MISP). MISP is
an open source threat intelligence platforms, used for "sharing, storing and correlating Indicators of
Compromise (IoC) of targeted attacks, threat intelligence, financial fraud information, vulnerability
information, and counterterrorism information"15. MISP was identified as an emerging and promising
information-sharing mechanism on cyberthreats. It is currently used by both the private and the public
sector, including some European LEAs. For example, the French judicial police recently announced that
it will use MISP via a platform called MISP-Police Judiciaire (MISP-PJ)16. Moreover, the following
Europol taxonomies to classify cybersecurity events, indicators and cyberthreats can already be used
in MISP:
-

Europol class of incident taxonomy

-

Europol type of events taxonomy.

However, as it was developed in the first place by and for IT technical experts (i.e with extensive
technical expertise of cyberthreats), MISP can be overly complex for non technical personnel.
➢

Recommendation: Promote the use of Malware Information Sharing Platform (MISP) among LEAs

The following need was identified, primarily for the fight against cybercrime: promote the use of MISP
and improve its user-friendliness. The use of MISP can also support the fight against illegal migration,
terrorism and serious & organised crime if technical data related to cyberthreats are involved.
In order to promote the use of MISP by European LEAs, the following steps could be implemented:

15

"Features of MISP, the open source threat sharing platform", MISP, accessible at: https:// www.mispproject.org/features.html
16

https://incyber.fr/police-dote-base-donnees-cybercriminels/
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Promoting the use of MISP among LEAs would contribute to swift and efficient sharing of information
on cyber threats. As stated in the Europol Programming Document 2021-202317, it would also "further
strengthen the operational collaboration between cyber law enforcement and cyber security/network,
and information security community."
As cyberthreats are growing and cybercrime is dramatically increasing, it is both important and urgent
to promote the use of MISP for LEAs to access and share the latest information on cyberthreats and,
therefore, improve the fight against cybercrime.

17

Europol Programming Document 2021-2023, accessible at: https://www.europol.europa.eu/publicationsdocuments/europol-programming-document
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7 Main identified challenges to information
sharing
The main identified challenges to information-sharing are similar across the four study topics.

7.1 Difference in EU Member States’ national legal frameworks
➢

Impact on information-sharing processes

The main challenge faced by European LEAs while sharing information with their counterparts is
related to the legal and regulatory aspects of the process, both at the European and national levels18.
As a respondent to the survey put it: a "better understanding of user needs when establishing a legal
framework for such systems" is needed. The LEA experts interviewed highlighted that the difference
of legal frameworks between EU Member States is challenging because of the following factors:
-

The difference of legislation itself, as it could impact the speed of access to information due to
different processes and procedures

-

The difference of taxonomy of information: for example, the definition of intelligence varies
from a country to another.

-

The difference of taxonomy of crimes: the fact that each Member State has its own
classification of crimes was highlighted as a factor hindering the efficiency of information
sharing. These taxonomies are based on national criminal law, and the definition of each type
of crime varies from one country to another. A typical example is the use of and possession of
small quantity of Class B drugs, a crime in some countries, but not in others. Related
information is therefore not registered, and cannot be shared with other LEAs.

Differences in national legal frameworks can make information-sharing slower, as illustrated by one
respondent: "The quality of information you share with European LEAs is as good as it can be within
the legal framework. The speed of information sharing with other European LEAs is slow through
official channels and because internal procedures can also make it difficult".
➢

Recommendation: Feasibility study for a common European taxonomy of crimes

The following need was identified in the four topics covered by the study: reflect on the feasibility and
expected benefits of a taxonomy of crimes common to every EU Member States.
A common taxonomy should not be a supranational classification of crime, but could instead take the
form of a guideline proposing a primary classification of broad categories of crime, for example illegal
migration, terrorism, extremism, serious crime, organised crime, cybercrime, etc. It should also take
into account that a crime can fall under two or more categories (for example if linked to both terrorism
and serious & organised crime, with cybercrime elements).

18

28% of respondents to the survey assessed that legal/regulatory aspects are the main challenge to information sharing.
Input from the workshop and the interviews confirmed that legal/regulatory aspects are the first challenge faced by LEAs
while sharing information.
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A feasibility study should take into account this dimension and focus on the broader categories of
crime in existence in each Member State to assess the necessity, feasibility and benefits of such a
common classification.
The conduct of a feasibility study to examine the opportunity for a common European taxonomy of
crimes could cover the following aspects:

The Council of Europe, especially its Criminal Law Cooperation Unit, could be consulted as an expert in
this study.
Conducting a feasibility study for common European taxonomy of crimes may not be urgent, however,
it is crucial to improving information sharing among LEAs in the long term, hence important.

7.2 Trust: a crucial factor
Trust was also identified as a key challenge to information sharing19. Throughout the consultation
phase, trust was highlighted as a prerequisite for LEAs when sharing information with their European
counterparts. LEAs specified that they are more confident sharing information with counterparts they
have already met, and with whom they are used to cooperate, as they know who will receive and
handle the information.
Trust must be built through common events, such as training and exercises, where operational staff
can meet and share experience and knowledge on how they work (cf. Recommendation "Promote the
organisation of more trainings and exercises on information sharing").

19

26% of respondents to the survey assessed that trust/confidentiality and other human factors are the main challenge to
information sharing. Input from the workshop and the interviews confirmed that trust is a crucial challenge faced by LEAs
while sharing information.
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Moreover, trust in the information-sharing mechanisms should also be acknowledged as particularly
important, as it is crucial to ensure the use of these mechanisms at their full potential: therefore, it is
necessary to keep LE officer up-to-date with the existing information-sharing mechanisms and their
processes to ensure they trust them while using them.

7.3 The issue of language
Language was mentioned as a factor which can sometimes impact the efficiency of information
sharing.
This challenge could be addressed by the implementation of the automatic translation functionality
such as what is done for SIENA, as the only language currently supported by the application so far is
English. This will be very helpful as LEAs representatives do not always speak English, which de facto
restricts their access to and use of SIENA. More generally, such functionality could be of great addedvalue for other information-sharing mechanisms only accessible in English.

7.4 Technical aspects and ease of use
Finally, the technical aspects and ease of use of the mechanisms was mentioned as a challenge20. This
could be linked to the comments received during the consultation on the multiplicity of existing
mechanisms and the difficulty to navigate among these numerous mechanisms and their specific
functionalities.
However, the survey respondents and interviewees also highlighted that, to address this challenge,
LEAs receive training on how to use the mechanisms, and the processes are generally standardised.
It was nevertheless specifically mentioned that the user-friendliness of MISP could be improved (cf.
Recommendation "Promote the use of Malware Information Sharing Platform (MISP) among LEAs").

20

24% of respondents to the survey assessed that technical aspects are the main challenge to information sharing.
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8 Conclusion: limitations & ways forward
Information sharing between LEAs in Europe and beyond is a broad and intricate topic. European Law
Enforcement (LE) officers working on illegal migration, terrorism, cybercrime and serious & organised
crime can use a large number of mechanisms to request and share different kind of information with
their foreign counterparts. These mechanisms have limitations, however, and challenges to
information sharing, such as the difference of legal frameworks, language issues or technical aspects
of the mechanisms, can easily impact the course of an investigation. The recommendations developed
in this study offer possible responses to these limitations.
A number of key results were drawn from the analysis of the data collected. They include:
-

There are enough information-sharing mechanisms, additional ones are not perceived as
necessarily needed, however their use could be improved and additional functionalities
integrated, such as automatic translation.

-

The interoperability of the existing and soon-to-be-implemented mechanisms should be
further strengthened as it would simplify information-sharing processes and improve the
speed of access to information. Moreover, it would ensure that the information-sharing
mechanisms and databases are used to their full potential.

Trust is crucial for information-sharing and can be fostered by joint trainings/exercises where LE
officers meet in person and share knowledge and experience. Theses events are also very important
to ensure LEA representatives are kept up-to-date with the existing mechanisms and processes.
-

SIENA was assessed as a very efficient tool to request and share information with European
counterparts and Europol. This messaging application is a very complete and swift channel of
communication. However, an important limit was identified in the fact that the only language
currently supported by the application is English and that not all LE officers speak English. Their
access to and use of SIENA is de facto restricted. The future addition of an automated
translation function will be of great added-value to address this limitation.

Based on these conclusions, 6 recommendations were developed:
1. Develop a European "choice of channels guideline"
2. Support the direct use of SIENA by all Law Enforcement officers
3. Promote the organisation of more trainings and exercises on information sharing
4. Strengthen the interoperability of existing information-sharing mechanisms
5. Promote the use of Malware Information Sharing Platforms (MISP) among LEAs
6. Feasibility study for a common European taxonomy of crimes.
The data used throughout this study was collected thanks to deep-dive desk research, an online survey,
workshops and qualitative interviews. The 57 survey respondents represented 21 Member States,
covering 78% of the EU. 50 of respondents were LEA representatives (i.e., 11,4% of the total number
of stakeholders having received the invitation), which represents a significant response rate in light of
the length of the questionnaire (6 pages) and the technicality and sensitivity of the subject. Moreover,
the answers provided by the survey were highly qualitative, and validated and complemented during
the workshops and the interviews. It should however be kept in mind that the survey was conducted
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in English, and the technicality of the subject might have had an impact on the profile of the
respondents.
A central challenge of mapping and analysing information-sharing mechanisms is the scope of the topic
itself: the word "information" indeed encapsulates different terms, such as data, information and
intelligence. To simplify, the choice was made to use the generic term "information" for the three
related terms. However, information, data and intelligence are not necessarily shared with the same
mechanisms and processed in the same way. A further study could for instance focus more specifically
on the difference between the three categories in terms of mechanisms used, best practices and
challenges.
Similarly, the term "mechanisms" covers several other terms: platforms, systems, databases,
messaging application, online fora, joint groups, cooperation frameworks, etc. The categories of
mechanisms are complementary, but their comparison is sometimes uneasy as their structures can be
very different, as well as their processes, objectives and scope. To fully understand LEAs’ informationsharing landscape and how existing and emerging mechanisms can be used in complement, this
difference must be understood and kept in mind.
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Annex : Identified existing and emerging
information-sharing mechanisms
The information sharing mechanisms, identified by the desk research and the survey, then completed
during the interviews, are presented and classified below. A total of 56 mechanisms were identified,
in addition to 7 specific European projects. The notion of "mechanism" is used here in a broad
definition, including several types of frameworks, systems, databases, messaging applications,
channels of contact, groups and other entities, as presented below:
➢

Cooperation frameworks

4 cooperations frameworks were identified by the study:
-

Prüm Decision, more information here

-

Swedish Initiative, more information here

-

Naples II Convention, more information here

-

European Border Surveillance system (Eurosur), more information here

➢

Official systems and databases

16 official systems and databases were identified by the study:
-

Schengen Information System - second generation (SIS II), more information here

-

Europol Information System (EIS), more information here

-

Interpol Information System (I-24/7), more information here

-

European Criminal Records Information System (ECRIS), more information here

-

Visa Information System (VIS), more information here

-

Passenger Name Record (PNR), more information here

-

European Automated Fingerprint Identification System (Eurodac), more information here

-

False and Authentic Documents Online (FADO), more information here

-

European Car and Driving Licence Information System (EUCARIS), more information here

-

Irregular Migration Management Application (IRMA), more information here

-

Personal Data for Risk Analysis (PeDRA), more information here (pages 29, 30 and 117)

-

Joint Operations Reporting Application (JORA), more information here (page 50)

-

The future Entry/Exit System (EES), more information here

-

The future European Travel Information Authorization System (ETIAS), more information here

-

Querying Europol Systems (QUEST), more information here

-

Threat Intelligence Platforms (TIP)
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Official messaging application

1 official messaging application was identified by the study:
-

➢

Europol’s Secure Information Exchange Network Application (SIENA), more information here,
as part of which:
o

SIENA Counterterrorism (SIENA CT), more information here

o

SIENA Counterterrorism Confidential (SIENA CT confidential)

o

Large File Exchange (LFE), more information here

Channels of contacts (national points of contact for the cooperation frameworks and the official
systems and databases)

10 channels of contacts were identified by the study:
-

Single Point of Contact (SPOC), more information here

-

Supplementary Information Request at the National Entry (SIRENE) Bureaux, more information
here

-

Europol National Units (ENU), more information here

-

Interpol National Central Bureaux (NCB), more information here

-

Prüm National Contact Points, more information here

-

Police and Customs Cooperation Centres (PCCC), more information here

-

Liaison Officers (LO), more information here

-

Asset Recovery Offices (ARO), more information here

-

Financial Intelligence Units (FIU), more information here

-

Passenger Information Unit (PIU), more information here

➢

Platforms and expert groups

12 platforms and expert groups were identified by the study:
-

European Network of Fugitive Active Search Teams (ENFAST), more information here

-

Europol Platform for Experts (EPE), more information here

-

Secure Platform for Accredited Cybercrime Experts (SPACE), more information here

-

European Multidisciplinary Platform Against Criminal Threats (EMPACT), more information
here

-

ATLAS Network (Special Intervention Units), more information here

-

Joint Investigation Teams (JITs), more information here

-

Mixed Patrols, more information here

-

Cross-border “Hot” Pursuit, more information here

-

European Counter Terrorism Centre (ECTC), more information here

-

European Migrant Smuggling Centre (EMSC), more information here
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-

Joint Cybercrime Action Taskforce (J-CAT), more information here

-

European Cybercrime Centre (EC3), more information here

➢

Other platforms & tools

5 other platforms and tools were identified by the study:
-

Malware information-sharing platform (MISP), more information here

-

Europol Malware Analysis Solution (EMAS), more information here

-

Structured Threat Information Expression (STIX) language, more information here

-

Trusted Automated Exchange of Intelligence Information (TAXII) protocol, more information
here

-

Virtual Command Post, more information here, here or here

➢

Informal groups

5 informal groups were identified by the study:
-

Police Working Group on Terrorism (PWGT), more information here

-

Group 13+ (formerly EU 9 Group), more information here

-

Club de Berne, more information here

-

Counter-Terrorism Group (CTG), more information here

-

Police Chiefs Task Force (PCTF), more information here

➢

Other initiatives

2 other initiatives were identified by the study:
-

CEPOL Exchange Programme, more information here

-

CEPOL training, more information here

➢

European projects

7 European projects specifically dedicated to improving information sharing among LEAs were also
identified, one of them (the QROC project) aiming to develop a new system for the exchange of
operational data:
-

BALTFORDEX - Increasing Capacity of Baltic States to Stimulate the Exchange of Forensic Data
via Prüm (ISFP, 2019-2020), more information here

-

IDEA - INTERPOL Databases Enhanced Access in European Union (ISFP, 2019-2022), more
information here

-

ADEP Pilot Implementation and Evaluation by MS (ISP, 2017-2018), more information here

-

SIENA as communication tool for ENFAST (ISFP, 2017-2019), more information here

-

Extending the use of SIENA as a communication tool for Counter Terrorism (ISFP, 2017-2018),
more information here
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-

UMF 3 - Universal Message Format 3 (ISFP, 2015-2018), more information here

-

Quick Response for Operational Centers (QROC)21, more information here

21 As this project aimed to develop a data-sharing system, it is counted among the identified information-sharing mechanisms
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